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ABSTRACT 8 

 9 

The original triple-protocol is proposed, which is a modification of the well-known Messi-Omura protocol, 10 

but greatly improves it from the standpoint of efficiency and enables data to be validated for integrity and 11 

authenticity without the use of hash functions. This is ensured by forwarding through open channels to 12 

an external ("cloud") information carrier (and also directly to a participant in the information exchange) of 13 

some data obtained from mathematical and logical transformations above the original message.  The 14 

combined use of modulo exponentiation and the XOR logical operation ("exclusive OR") ensures that 15 

unauthorized access for an intruder is impossible, bypassing the difficult mathematical problem of 16 

discrete logarithm (ECDLP), on which all the algorithms for data transfer on elliptical curves are based. 17 

 18 

 19 

Keywords: ECDLP  KEY  CRYPTOGRAPHIC SYSTEM  TRIPLE-PROTOCOL  ECC 20 

 21 

 22 

1. INTRODUCTION 23 

 24 

 25 

For a successful understanding of the material presented in the article, it is necessary to say a few words about the 26 

properties of the unidirectional function and the device of asymmetric encryption protocols. 27 

A unidirectional function is a mathematical function whose calculation in the forward direction (f(x) → Y) does not 28 

present any particular problems, while the inverse procedure (Y → f(x)) is extremely difficult or impossible at all.  In 29 

its pure form, unidirectional functions are not applied due to the lack of a mechanism for decrypting the encrypted 30 

message, so in practice one-way functions with a secret move are used, providing easy retrieval of the inverse 31 

function only for the owner of the secret. 32 

Such a formula was proposed in 1976 by the researchers Diffie and Hellman [1] to use an asymmetric key 33 

distribution protocol: two keys are used - one, freely available, for encrypting the message;  and another - private, 34 

for decryption, and these two keys should not coincide and there is no way to select one key from another. 35 

The advantage of using encryption on the mathematical properties of elliptic curves is that for today, this is how you 36 

can get the highest value of "complexity / bit" (for more details, see [2]).  Information on the requirements for curves 37 

and the like can be obtained from [3 .. 7], and a detailed explanation of the Massey - Omura protocol, which acts as 38 

the basis for the proposed triple protocol, is in [8]. 39 

But the main drawback of traditional asymmetric encryption systems (as well as their modifications [8]) is the 40 

absence of their own independent mechanisms for verifying the integrity and authenticity of users. In case of a real 41 

attack (using advanced hardware and software), the attacker will look for the weakest point in the data transfer 42 

protocol, and the use of standard hash functions can simplify the task of decoding the message. 43 

Now let's look briefly at how the triple-protocol is arranged. 44 

Subscriber A wants to send a certain confidential message M to the subscriber, using unprotected channels. 45 

To achieve the result, three separate data groups are used, each of which performs a certain function: 46 

– the first flow is the transfer of the coding mask (Massey – Omura protocol is used); 47 

– the second is the encrypted message C; 48 

– third – some verification number M_A, serving to confirm the integrity of the original message M and confirm the 49 

claimed data sender. 50 

Streams 2 and 3 are duplicated by sending to an independent network resource to reduce the probability of change 51 

and incorrect (including random) transmission of the original message.  Protocol is called triple ("triple"), since there 52 

is a mixing of the three transmitted numbers (the first stream), which complicates the decryption.  It is 53 

recommended to send a composite message (more than six elements), where by using already transmitted, but 54 

unprocessed information, it is possible to reduce the number of auxiliary bits and, in addition, to level out the impact 55 

of collisions (when trying to completely forge all traffic).  The transmitted secret message can either be directly used 56 

or interact with traditional symmetric systems in the form of a key. 57 



Example. Suppose it is necessary to encode an important information channel that does not allow long operations 58 

for encryption-decryption. Then you can use this algorithm: 59 

a) using the triple-protocol, the first master key of large dimension K512 is transmitted (for example, the value (5 * 60 

512 * 512 * 512 = 671088640) bit – based on the 512-bit key); 61 

b) every (8 * 64 = 512) bits of the transmitted encoded message is a change of the generating point(XOR-addition), 62 

which makes it hard to decrypt; 63 

c) there is a transition to 64-bit encryption of K64 (real-time encoding - audio and video information and the like) 64 

according to the requirements of the triple-protocol, but the openly transferred values of R64 and C64 are a serial 65 

XOR-addition with sequential values from the master key  (its elements are 64 bits long), which significantly 66 

complicates the decryption (it requires hacking both 64-bit key and 512-bit key, which is technically difficult); 67 

d) after exhausting the possibilities for encoding the first master key, a transition to the second master takes place 68 

(it is transmitted via the second sub-channel of information during the execution of point a)), and so on. 69 

 70 

 71 

2. BASIC PROVISIONS OF THE TRIPLE-PROTOCOL 72 

 73 

The data exchange uses the same elliptical curve, the parameters of which are known to a wide range of possible 74 

participants in the information process. 75 

Subscriber A before the beginning of an information exchange performs the following operations: 76 

a) selects from a pre-ordered list or accidentally generates an outgoing message mM_A. In the case of arbitrary 77 

generation, the code number is chosen by the interval [√p ... p], where p is the module of the equation of the elliptic 78 

curve of the form  79 

 80 

y
2
 = x

3
 + ax + b (mod p), 81 

where a, b, ∈ GF(p), 
3 2

4 27 (mod ) 0,a b p+ ≠  p > 3 – prime number; 82 

b) randomly selects the numbers r1, r2, r3, where ri belongs to [√p ... p], and calculates the scalar product  83 

 84 

Ri = ri[G], 85 

 86 

where G is a generating point with parameters G = (g_x, g_y); 87 

c) generates (the operations of generating and finding the returning elements fills up and subscriber b) three (if it is 88 

necessary to send a composite message, then more than three) of arbitrary numbers A1, A2 and A3 within [3 ... n], 89 

where n is the order n elliptic curve (i.e., nG = 0) and calculates the reciprocal elements A_1_1, A_1_2, A_1_3 90 

modulo p; for p - we have a simple number  91 

 92 

A_1_i = (Ai) 
p – 2

 mod p; 93 

 94 

d) calculates the scalar product 95 

 96 

Ri = Ai[G], 97 

 98 

and divides it into three streams (see below for details on specific protocols) 99 

 100 

R1 = (d_1_x, d_1_y), 101 

R2 = (d_2_x, d_2_y), 102 

R3 = (d_3_x, d_3_y); 103 

 104 

e) finds intermediate results: 105 

 106 

d_x = d_1_x + d_3_x (mod p), 107 

d_y = d_2_y + d_3_y (mod p), 108 

 109 

C_m = mM_A ^ d_x ^ d_y, 110 

 111 

mH = (d_3_x ^ d_2_y) 
(d_1_x ^ d_3_y)

 (mod p), 112 

 113 

mH_M = (mM_A ^ d_1_x
) (d_3_x ^ d_3_y ^ d_2_y

) (mod p), 114 

 115 

where the sign ^ denotes the logical operation of the HOR; 116 

f) publish in the wide access (say, in any cloud storage) at a certain time (one hour, two, or a day, depending on 117 

the secrecy requirements) the numbers mH and mH_M, which perform two functions: 118 

1) confirm the veracity of the addressee;  119 



2) greatly complicate the falsification of messages. 120 

According to the Massey - Omura protocol, subscriber A and subscriber B exchange information in the following 121 

way: 122 

a) in rounds: 123 

1) the first round А → В: Yai = ri[G], 124 

2) the second round А ← В: Ybi = bi[Yi], 125 

3) the third round А → В: C_m, (C_ab)i = A{A_1_i[Ybi]}. 126 

Subscriber B calculates (rG_B)i = B_1_i [(C_ab)i]. 127 

b) the purpose of the information exchange are: 128 

1) from the point d_1 (d_1_x, d_1_y) have the number d_1_x; 129 

2) from point d_2 (d_2_x, d_2_y) takes the value d_2_y; 130 

3) the point d_3 (d_3_x, d_3_y) is used as the basis for calculating: 131 

 132 

d_x = d_1_x + d_3_x (mod p), 133 

d_y = d_2_y + d_3_y (mod p). 134 

 135 

Subscriber B, having calculated mM_B from the formula mM_B = C_m ^ d_y ^ d_x, verifies the truth of the 136 

relations: 137 

 138 

mH_B = (d_3_x ^ d_2_y) 
d_1_x ^ d_3_y 

(mod p), 139 

 140 

mM_B = C_m ^ d_y ^ d_x, 141 

 142 

mH_M_B = (mM_B ^ d_1_x) 
d_3_x ^ d_3_y ^ d_2_y

 (mod p), 143 

 144 

and if there is a match 145 

 146 

mH_B = mH_А; mH_M_B = mH_M_А, 147 

 148 

it concludes that  149 

 150 

mM_B = mM_А, 151 

 152 

and the information was received without errors and precisely from subscriber A. 153 

If a consecutive message of a compiled message occurs (suppose  ASCII text), the penultimate and last value of 154 

d_2_y and d_3 are taken from the beginning of the message (see more details in the section on sending and 155 

receiving constituents  messages).  Calculated formulas for cryptographic triple-protocol ( ⊕  = XOR): 156 

 157 

d_x = d_1_x + d_3_x (mod p), 158 

 159 

d_y = d_2_y + d_3_y (mod p), 160 

 161 

R1 = (d_1_x, d_1_y); R2 = (d_2_x, d_2_y); R3 = (d_3_x, d_3_y), 162 

 163 

C_m = f(mM_A, d_y, d_x) = mM_A ⊕  d_x ⊕  d_y, 164 

 165 

mH_A = f(R1, R2, R3) = (d_3_x ⊕ d_2_y)
(d_1_x ⊕ d_3_y)

 (mod p), 166 

 167 

mH_M_A = f(mM_A, R1, R2, R3) = (mM_A ⊕  d_1_x)
(d_3_x ⊕  d_3_y ⊕  d_2_y)

 (mod p), 168 

 169 

mH_B = f(R1, R2, R3) = (d_3_x ⊕  d_2_y)
(d_1_x ⊕ d_3_y)

 (mod p), 170 

 171 

mM_B = f(C_m, d_y, d_x) = C_m ⊕ d_x ⊕  d_y, 172 

 173 

mH_M_B = (mM_B ⊕  d_1_x)
(d_3_x ⊕  d_3_y ⊕  d_2_y)

 (mod p). 174 

 175 

Successful transmission from subscriber A to subscriber B (naturally, conditions are checked by B): 176 

 177 

mH_B = mH_A; mH_M_B = mH_M_A; mM_B = mM_A. 178 

 179 
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 214 

Figure 1 – Scheme of cryptographic triple-protocol 215 

C_m 

Subscriber {A} wants to send a secret message mM_A to the 

subscriber{В}, 

with confirmation of its integrity and authenticity 

R1 = (d_1_x, d_1_y); 

R2 = (d_2_x, d_2_y); 

R3 = (d_3_x, d_3_y) 

 

mH_A = f(R1, R2, R3); 

mH_M_A = f(mM_A, R1, R2) 

 

Subscriber {В} 

Ер(a, b); n; kbi; qbi; Ri = qbiСi  

Yаi = kаi Ri; 

Ybi = kbiYаi; 

Сi = qаiYbi 

 

Subscriber {A} 

Ер(a, b); n; kаi; qаi; mM_A; G(x, y); 

Ri= kаiG(x, y)  

d_x = d_1_x + d_3_x (mod p); 

d_y = d_2_y + d_3_y (mod p); 

C_m = f(mM_A, d_y, d_x) 

Yаi; Сi 

Ybi 

mH_A; mH_M_A 

Subscriber {В} agrees that mM_B = mM_A; 

the message is acknowledged as intact and authentic 

Yes 

No  Communication 

error 
mH_B = mH_A 

mH_M_B = mH_M_A 

mM_B = f(C_m, d_y, d_x) 



If we now use the distributed image of the Messi-Omura protocol, which uses pairs of numbers (ka, qa) and 216 

(kb, qb) instead of (Ai, A_1_i) and (Bi, B_1_і) we get the following Figure 1, which shows the main moments of the 217 

triple-protocol. 218 

 219 

 220 

3. EXAMPLES OF USING THE TRIPLE-PROTOCOL 221 

 222 

So, we will try to use a triple-protocol to pass the encrypted code as the basis of the secured channel. 223 

As the basis for the study, take an elliptic curve with a small value of the module. 224 

Let Е241(0, –4); G = (2, 2); п = 211; 241G = 0; р = 241 corresponding to the curve у2
 = х3

 – 4. Next we will refer to 225 

the protocol points defined in section 1: 226 

a) Subscriber A generates an arbitrary number on the interval [√p … p) – mM_A = 82. 227 

b) Subscriber A finds  some random numbers r1 = 116; r2 = 98; r3 = 196 and calculates Rі = rі[G]:  228 

 229 

R1 = 116[2, 2] = (203, 180), 230 

R2 = 98[2, 2] = (74, 201), 231 

R3 = 196[2, 2] = (118, 155). 232 

 233 

c) Subscribers A and B independently find their random elements Ai and Ві: 234 

 235 

A1 = 62; A_1_1 = 35; A2 = 81; A_1_2 = 122; A3 = 182; A_1_3 = 49, 236 

В1 = 168; В_1_1 = 33; В2 = 59; В_1_2 = 192; В3 = 9; В_1_3 = 134. 237 

 238 

d) The subscriber A calculates d_x, d_y, C_m, mH_А and mH_M_А: 239 

 240 

d_x = 203 + 118 (mod 241) = 80, 241 

d_y = 201 + 155 (mod 241) = 115, 242 

C_m = 82 ^ 80 ^ 115 = 113, 243 

mH_А = (118 ^ 201)
(203 ^ 155)

 (mod 241) = 15, 244 

mH_M_А = (82 ^ 203)
(118 ^ 155 ^ 201)

 (mod 241) = 177. 245 

 246 

e) The subscriber A publish in open  access numbers mH_A = 15 and mH_M_A = 177.  After that, it is possible to 247 

use a triple-protocol for the exchange of classified information using open channels: 248 

a) the first round А → В: Yai = ri[G]: 249 

 250 

 Ya_1 = 62[203; 180] = (130, 203), 251 

Ya_2 = 81[74; 201] = (28, 209), 252 

Ya_3 = 182[118; 155] = (159, 114); 253 

 254 

b) the second round А ← В: Ybi = bi[Yi]: 255 

 256 

Yb_1 = 168[130, 203] = (104, 190), 257 

 Yb_2 = 59[28, 209] = (34, 73), 258 

 Yb_3 = 9[159, 114] = (96, 3); 259 

 260 

c) the third round А → В: C_m, (C_ab)i = A{A_1_i[Ybi]}: 261 

 262 

(C_ab)1 = 35[104, 190] = (107, 124), 263 

(C_ab)2 = 122[34, 73] = (5, 11), 264 

(C_ab)3 = 49[96, 3] = (16, 111), 265 

C_m = 82 ^ 80 ^ 115 = 113. 266 

 267 

Then subscriber B calculates (rG_B)i = B_1_i(C_ab)i: 268 

 269 

(rG_B)1  = 33[107, 124] = (203, 180), 270 

(rG_B)2  = 192[5, 11] = (74, 201), 271 

(rG_B)3  = 134[16, 111] = (118, 155). 272 

 273 

d) The subscriber B then calculates d_x and d_y and checks for the identity mH_B = mH_А and mH_M_B 274 

= mH_M_А: 275 

 276 

d_x = 203 + 118 (mod 241) = 80, 277 



d_y = 201 + 155 (mod 241) = 115, 278 

mH_B = (118 ^ 201)
203 ^ 155

 (mod 241) = 15, 279 

mM_B = 113 ^ 115 ^ 80= 82, 280 

mH_M _B= (82 ^ 203)
(118 ^ 155 ^ 201)

 (mod 241) = 177. 281 

 282 

We get 283 

 284 

mH_B = mH_А = 15, 285 

mH_M_B = mH_M_А = 177, 286 

mM_B =mM_A= 82, 287 

 288 

hence the data transmission is acknowledged to be successful and error free. 289 

As can be seen from this example, with a single transfer of the master code there is no saving of network traffic, 290 

only the process of a possible break in the secure connection at the expense of three-fold encoding increases. 291 

 292 

Table 1 -  Summary table of step-by-step transfer of the master code and basic ratios in the triple-                       293 

protocol 294 

 295 

Message: mM_A = 82 

Note 
№ Name 

Element 

0 1 2 

0 Ai 62 81 182 
 

p = 241 

 

mod 241 

1 A_1_i 35 122 49 

2 Bi 168 59 9 

3 B_1_i 33 192 134 

4 ri 116 98 196 

5 Ri (203, 180) (74, 201) (118, 155) 
 

n_G = 211 

 

mod 211 

6 Yai (130, 203) (28, 209) (159, 114) 

7 Ybi (104, 190) (34, 73) (96, 3) 

8 C_ab_i (107, 124) (5, 11) (16, 111) 

9 (rG_B)i (203, 180) (74, 201) (118, 155) 

10 d_1_x 203 – – 

p = 241 

 

mod 241 

11 d_2_y 201 – – 

12 d_3 (118, 155) – – 

13 d_x 80 – – 

14 d_y 115 – – 

15 mM_B 82 – – 

16 C_m 113 – – 

17 mH_А 15 – – 

18 mH_M_А 177 – – 

 296 

 297 

 298 



Now consider the transmission of the composite message "Hello world!", which will specifically display with 299 

the error "Hello world !". 300 

 301 

Table 2 - Initial information for the transmission of a complex message 302 

 303 

№ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 

m. “ H e  l l o  w o r l d  ! “ 

ch. 34 72 101 108 108 111 32 119 111 114 108 100 32 33 34 

 304 

 305 

Then the following events occur: 306 

a) Subscriber A counts the total number of transmitted symbols in the message (Σ №i = 14); 307 

b) Then the subscriber A forms the vector v_A from the i-th number of random elements; a similar operation is 308 

performed by subscriber B. 309 

Let the following vectors be formed: 310 

 311 

v_A = {29 89 5 17 36 21 8 156 132 14 27 38 47 98 49}; 312 

v_B = {13 180 106 101 30 224 103 109 9 107 234 117 98 179 225}. 313 

 314 

immediately organized vectors v_A_1 and v_B_1, where each element is inverse to the corresponding modulo p: 315 

 316 

z_1 = z
p – 2 

mod p. 317 

 318 

Get the following values: 319 

 320 

v_A_1 = {133 65 193 156 154 23 211 17 42 155 125 222 200 91 182}, 321 

v_B_1 = {204 79 216 105 233 85 117 199 134 232 172 103 91 206 15}. 322 

 323 

In the same way, the vector v_r, consisting of ri-elements, and v_R = {Ri} are organized: 324 

 325 

v_r = {104 15 147 85 173 146 159 179 192 149 164 26 153 94 147}, 326 

v_R = {(163, 50) (28, 2) (37, 3) (30, 58) (55, 37) (17, 30) (20, 191) (52, 194) 327 

(207, 115) (81, 136) (16, 100) (51, 136) (132, 203) (37, 208) (37, 3)}. 328 

 329 

The further process of data transfer from {A} to {B} occurs similarly to the one discussed earlier when forwarding 330 

the master code. 331 

Thus, when transmitting a message of more than five parts in length it is possible to achieve savings in the use of 332 

the information channel, while at the same time increasing the cryptostability of three or more times. 333 

 334 

 335 

 336 

 337 

 338 

 339 

 340 

 341 

 342 

 343 

 344 

 345 

 346 

 347 

 348 

 349 



Table 3 - A summary table for the transmission of a composite message. 350 

 351 

№ Mes. ASCII d_1_x d_2_y d_3 d_x d_y C_m mM_B mH mH_M 

0 “ 34 163 2 37, 3 200 5 239 34 225 25 

1 H 72 28 3 30, 58 58 61 79 72 151 215 

2 e 101 37 58 55, 37 92 95 102 101 1 1 

3 l 108 30 37 17, 30 47 67 0 108 1 194 

4 l 108 55 30 20, 191 75 221 250 108 231 91 

5 o 111 17 191 52, 194 69 144 186 111 168 115 

6  32 20 194 207,115 227 68 135 32 112 61 

7 w 119 52 115 81, 136 133 10 248 119 123 4 

8 o 111 207 136 16, 100 223 236 92 111 44 87 

9 r 114 81 100 51, 136 132 236 26 114 98 175 

10 l 108 16 136 132, 203 148 98 154 108 162 103 

11 d 100 51 203 37, 208 88 170 150 100 29 98 

12  32 132 208 37, 3 169 211 90 32 64 216 

13 ! 33 37 3 163, 50 200 53 220 33 94 16 

14 “ 34 37 50 28, 2 65 52 87 34 168 97 

additional 

segments 
 

163 p = 241 

mod 241 28 

 352 

 353 

4. ADVANTAGES AND DISADVANTAGES OF THE TRIPLE-PROTOCOL 354 

 355 

Advantages: 356 

a) First of all, this protocol, unlike the usual unassembled protocols, can independently provide the transmission of 357 

a message confirming its affiliation to a particular sender, because the free transfer to the open network carrier 358 

numbers mH and mH_M makes it difficult to substitute the message and the sender.  359 

b) Even if the correct internal log values are available to the attacker, it does not bring it closer to the disclosure 360 

because of the ambiguity of the inverse transformations associated with the features of the XOR changes over the 361 

relevant elements.   362 

c) The advantage of using the mH and mH_M calculation from standard hashing is as follows:  363 

1) the performance of the software implementation (nothing superfluous and simple implementation in any 364 

programming language);   365 

2) independent of external manufacturers, because it is impossible to be completely sure that in the 366 

program providing hashing, there are no hidden defects in the code or mathematical implementation.  367 

d) The protocol has a standard advantage over symmetric protocols - the ability to secretly transmit data through 368 

unprotected channels.   369 

e) The idea of an arbitrary sample from a pre-ordered array of random values at a given range is proposed to 370 

reduce the risk of the same numbers and predict a further number when disclosing the value of its predecessor.  371 

Consequently, the cracked protocol is resistant to attacks like the "person inside" and to the attacks on the 372 

weakness of the generation of arbitrary numbers, as well as to the attacks of the kind selection based on known 373 

texts, given the complexity of the discrete logarithm in the modular field formed on the elliptic curve. 374 

Disadvantages: 375 
a) There are no mechanisms for finding and correcting errors in the data transfer, which requires encapsulation of a 376 

lower from the point of view of the hierarchy of the OSI protocol model, but this is not very difficult either from the 377 

software or from the technical side; 378 



b) High-performance computing power is required with software support of the so-called "long arithmetic".  In a 379 

simplified project to test the concept, I used the Python programming language to organize the simplest messaging 380 

work, and problems with timely processing of information were not noticed. 381 

 382 

 383 

CONCLUSIONS 384 

 385 

In this short article, the author did not pursue the goal of explaining all the features of constructing a triple-protocol 386 

for practical applications, which would significantly increase the article to the size of a monograph, but for fans of 387 

building secure networks for information exchange, the applicability and development of the triple protocol is 388 

demonstrated. 389 

 390 
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