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Abstract

Intrusion detection is very imperative in netwoystems due to outstanding vulnerabilities left
unaddressed by current preventive network secunggsures such as firewalls and encryption
software. The inefficiency, inaccuracy, high falskarm rates and lack of self-defensive
mechanism of existing network security systems doam$inued to pose serious concern to
network users, administrators and security profesais and thus needs urgent redress.
Therefore, the target of this paper is to developnadel of a pragmatic secure intrusion
detection system for local area networks usingriegdéramework with conditional random fields
that is capable of overcoming the apparent shoriogsof present intrusion detection systems.
A critical analysis of existing IDSs was done usihg structured system analysis and design
methodology (SSADM) due to the sequential conftguraof the proposed security system.
Furthermore, a real-time response mechanism anelfadefensive mechanism for a network
intrusion detection system (NIDS) was developediamllemented. The outcome of this study
was a secured IDS that would proactively addredermi@l security vulnerabilities by resisting
and detecting attacks and security policy violasioreliably and efficiently in local area
networks, thus making it inevitable for use in @ecurity conscious environment of the'21
century.

Keywords: Self-defensive mechanism, network intrusion debectsystem, fault tolerance,
intrusion detection system, secure intrusion detectystem, layered framework,
conditional random fields.

1. Introduction

Today's world is increasingly reliant on informatieystems and communications networks
which connect them, from country-sized corporatitmbome and mobile users. The Internet in
particular, and its related set of technologiesehaecome nothing short of ubiquitous and
increasing convergence between Information Teclgyoémd Telecommunications worlds, thus
taking this reality even further. Hand in hand wikils usage growth, came an increase in the
number of attacks to those systems and networkkingngrotection from attacks increasingly
significant [1]. Network intrusion detection systeroan play an important role in the defense
arsenal.

Network Intrusion Detection Systems (NIDSs) araguex] the critical role of monitoring the
security state of the network; therefore, the NIB®8If is a primary target of attack. The NIDS
must be able to operate in a hostile computingrenment and exhibit a high degree of fault-

tolerance which allows for a graceful degradati®h Fault tolerance is the ability of a system to
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respond gracefully to an unexpected hardware otwaoé failure and thus an essential
requirement for achieving dependable and secuteragd3].

A secured NIDS must be able to authenticate therastrator, audit administrator actions,
mutually authenticate NIDS devices, protect the SliBata, and resistant, hence not creating
additional vulnerabilities. When guarding compussstems or networks against attacks, the
conventional approach is to deploy a number ofgmtdte mechanisms in order to secure them.
However, this approach has some limitations [4]isitdifficult to build systems which are
absolutely secure; it may be impractical to replacevast existing and possibly insecure
infrastructure in favour of a new one; the prevemibased approach constrains user's activities,
making them less productive; crypto-based systeanaa defend against lost or stolen keys or
passwords; and secure systems can still be vulleetabnsiders. These limitations justify the
use of other approaches. Intrusion detection systesm provide a second line of defense by
enabling early detection of intrusion activitiesssiiading intruder's intentions or enabling the
collection of information about intrusion technigudat can be used to strengthen the prevention
facilities [5].

The ability of the intrusion detection system tgise attacks against itself is an essential
property of any IDS. For example, compromised IDi$ mrobably not report an intrusion no
matter how clever the detection mechanisms araddtttion, compromised IDS can be a source
of severe information leakage and this leakagetdimited to information that originates from
the target systems, that is the systems underilange, but can also contain information related
to the IDS and its operation [6]. Therefore, theyea of this study is to develop a model of a
pragmatic secure intrusion detection system foallacea networks that is resistant to attacks and
cannot be compromised or exploited during an attauk as such can detect attacks efficiently

and reliably.

2. Problem Definition

There exist various problems that induce the coriyleand inefficiency of intrusion
detection systems such as insecurity of the sgcsydgtem, low detection accuracy, unbalanced
detection rates for different attack types and higtes of false alarms. Existing intrusion
detection systems for local area networks are eyt and completely insecure because they
lack self-defensive mechanism and as such cannettdeetwork based attacks efficiently and

reliably since they can easily be compromised ampdoged during an attack.
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Furthermore, in some new malwares, their attack ha@sms are much more
sophisticated and difficult to detect. They no lengtay at the stage of using IDS evasion
techniques. Some of them try to attack IDS and nitagesystem break down. For instance, in
2007, Coretez Giovanni developed a malware knowStak. This malware executes a large
number of simulated attacks in a short time. Tlaases the IDS on a target machine to get
overloaded and then the system can stop respofdingherefore, it is necessary to develop a
model of a pragmatic secure intrusion detectiortesysfor local area networks that has the
ability to defend itself and detect network basgdcks efficiently and reliably.

3. Review of Related Works

Majority of the research on security and intrusttatection has addressed the security of
the target systems. However, only a few attempte lheen made to address the security of the
intrusion detection system (IDS) itself. In the wasf Debar, Dacier and Wespi [8fault
tolerancewas introduced as a property that addresses thealiliy to resist attacks. In [9], the
authors also identified the lack of research is fleld and introducedecurity as “the ability of
the system to withstand hostile attack againssyiséem itself”.

The security that does exist in modern commerdbd is centered primarily on
concealment, such as unaddressable network canis.iff our opinion, is security by obscurity.
There are a few notable exceptions in this areardetr to the authors in [10, 11].

An extensive set of requirements for tamper prapfiatwork intrusion detection systems
was first introduced for Next-generation Intrusiaetection Expert System (NIDES) and clearly
identified in a research report by Neumann [12].sdggests that tamper proofing NIDES can be
achieved by fulfilling a series of goals relatedhe authenticity, integrity and confidentiality of
the analysis systerfNIDES) and its components. The report proposesptbeection of audit
data and the analysis system rule-base via sulbsystecapsulation. In addition, proper
authentication and separation of roles play an mapb role in securing NIDES. To prevent
reverse engineering of the rule-base, that is tlete@olicy, Neumann proposes the use of
encryption. Although encryption prevents exterrsdrg from reading or modifying the rule base,
it does not prevent the rule base of a subvertetk foom being disclosed or modified. A
malicious user that has gained control of a nodeficel a stored encryption key by exploiting
the random nature of such keys [13]. Furthermoassword sniffer attacks can be utilized to

obtain encryption keys as they are entered by $kee. u



4. LAYERED FRAMEWORK FOR INTRUSION DETECTION

The Layered Network Intrusion Detection System (RN) draws its motivation from the
Airport Security model, where a number of secuctgcks are performed one after the other in a
sequence. Similar to this model, the LNIDS represensequential Layered Approach and is
based on ensuring availability, confidentialitydantegrity of data and services over a network.
The goal of using a layered model is to reduce adatnal complexity and the overall time
required to detect anomalous events. The time reduo detect an intrusive event is significant
and can be reduced by eliminating the communicati@head among different layers. This can
be achieved by making the layers autonomous ariessificient to alert and block an attack
without the need of a central decision-maker [14].

Figure 1 below gives a generic representation e@fittanework.

[ All Features ]7

No
Layer one Intrusion Detection Alert
Feature Selection Sub System
Yes
. . N
Layer two Intrusion Detection ° Alert
Feature Selection Sub System

Yes

N
i | Layern Intrusion Detection ° Alert
Feature Selection Sub System
Yes

Allow

Figure 1: Generic Representation of Layered Networkntrusion Detection System

4.1 Layered Framework Model of the Proposed Networkntrusion Detection System

Figure 2 below represents'@& layer structure where every layer in itself israa#f
intrusion detection module which is specificallgitred to detect only a single class of attack, for
instance the denial of servic®dS) attacks. In this paper, three layers are defineat th
corresponds to the three attack groups. They atel®2r, DoS layer and U2R layer. A number

of such sub-systems are then deployed sequentaléyafter the other. This serves dual purpose;
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first, every layer can be trained with only a snmalinber of features which are significant in

detecting a particular class of attack. Secondsitte of the sub-system remains small and hence,
it performs efficiently.

Data Connection

v

Feature Selection for each Layer

y
Apply feature set for detection of Root to
Layer 1 Local (R2L) attacks (Xlock, Guest, Dictionary)
Is Attack Alert Admin of Attack
detected? presence
No
Apply feature set for detection of Denial of service
Layer 2 (DoS) attacks (Ping of death, UDP storm, Apache)
Is Attack Alert Admin of A }
detected? ert Admin of Attac
presence
Laver 3 Apply feature set for detection of User to Root
v (U2R) attacks (Perl, Xterm)
's Attack Alert Admin of Attack
Normal Data detected? Przr;enc;mn ° ac

Figure 2: Layered Framework Model of the Proposed Mtwork Intrusion Detection System

5. Conditional Random Fields for Intrusion Detection

Conditional models are probabilistic systems tagt used to model the conditional

distribution over a set of random variables. Suabdehs have been extensively used in the
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natural language processing tasks. Conditional fscaféer a better framework as they do not
make any unwarranted assumptions on the obsergatma can be used to model rich
overlapping features among the visible observatjbbk

Maxent classifiers [16, 17], Maximum Entropy Mavkblodels [18,19, 20], and CRFs
[21, 22] are such conditional models. The advantdgeRFs is that they are undirected and are
thus, free from the Label Bias and the Observa@s [15]. The simplest conditional classifier
is the Maxent classifier based upon maximum entrof@assification, which estimates the
conditional distribution of every class given theservations [17]. The training data is used to
constrain this conditional distribution while ensigr maximum entropy and hence maximum
uniformity.

CRFs are undirected graphical models used foresemputagging. The prime difference
between CRF and other graphical models such allithd is that the HMM, being generative,
models the joint distribution, whereas the CRFdiseriminative models and directly model the
conditional distribution, which is the distributiasf interest for the task of classification and
sequence labeling [21].

Similar to HMM, the naive Bayes is also generatrel models the joint distribution.
Modeling the joint distribution has two disadvargagFirst, it is not the distribution of interest,
since the observations are completely visible &edriterest is in finding the correct class for the
observations, which is the conditional distributi®econd, inferring the conditional probability
from the modeled joint distribution, using the Bayele, requires the marginal distribution. To
estimate this marginal distribution is difficulinse the amount of training data is often limited
and the observation x contains highly dependenufes that are difficult to model and therefore
strong independence assumptions are made amoifegptiiees of an observation. This results in
reduced accuracy [23]. CRFs, however, predict #Himell sequence y given the observation
sequence x. This allows them to model arbitrarati@hship among different features in an
observation x [22]. CRFs also avoid the observalias and the label bias problems, which are
present in other discriminative models, such asntagimum entropy Markov models. This is
because the maximum entropy Markov models have restpge exponential model for the
conditional probabilities of the next state givae turrent state and the observation, whereas the
CRFs have a single exponential model for the jphobability of the entire sequence of labels

given the observation sequence [24].
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The task of intrusion detection can be compareahdaoy problems in machine learnit
natural language processing, and bioinformatice CRFs have proven to be very successf
such tasks, as they do not make any unwarrantesn@séi®ns about the da Hence, the CRF
are strong candidates for intrusion detection. figege 3 below for graphical representation o

Conditional Random Field.
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Figure 3. Graphical Representation of a Conditional Randontield
Source:Lafferty, McCallum an Pereira (2001)

6. Information Dominance as a Stronger Notion of Swrurity for IDS

In both theoretical and practical perspectives, cere model intrusion detection syst
(IDS) as a trusted entity surrounded by untrustworthyeegbries. The goal of the IDS is
detect any attempt to violate the boundaries aflaisiain and the target systems contained.
goal can only be accomplished as long as the IXSemd in maintaing its integrity to the
extent that it still has an operational advantdget is, even if some information abche IDS
is disclosed to a malicious adversary, it can b#lpossible to meet operational requiren
[25]. To meet these requirements, ‘introduce in this study new property described
information dominance. The meaning of information dominance for IDS istthdormation
contained within an intrusion detection entity mhstkept private tmalicious adversary that
confidentiality equirement. In addition, the information must betgcted from unauthorize
alteration, fabrication and deletithat isintegrity requirement as it may lower the operadic
advantage of the IDS [26The IDS must always maintain information domirea compared
with any external adversary. This allows the IDSi$e its information system and capabilitie

achieve an operational advantage while denyingetieapabilities to an intruder. In the field
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information warfare, information dominance is asesgial property [27]. We proposed that the
property of information dominance for IDS shouldclude confidentiality of audit data,
confidentiality of detection policy; integrity otidit data and integrity of detection policy.

Confidentiality of audit data: Audit data generated by entities within a domaintams
sensitive information not to be disclosed outstike tnembers of the domain. Such information
includes information about users or their actigitées well as application related data conceivably
containing classified information. In some casd® mere existence of an event may be
confidential as it reveals some form of activity. phinciple of minimum knowledge transfer
should be followed to avoid disclosure of confidaintlata. Consequently, raw audit data should
never be distributed outside the boundaries otitmain.

Confidentiality of the detection policy: In security services, such as firewalls, the
detection policy is distributed to a small numbgéentities. A distributed security service, like
fully distributed IDS, requires the policy or pam$ the policy to be known to all domains.
Assuming an architecture where the number of dosn@nlarge, there is a non-negligible
probability that the policy is disclosed to a malics adversary who succeeds in penetrating one
or more of the domains. Clearly, the clandestinemméshe detection policy cannot rely upon the
integrity of neighboring domains or even upon thegrity of its own domain. The detection
policy should be protected against disclosure tbamas adversaries. It should not be possible
to deduce the detection policy given the informatimined by penetrating a domain or a node
contained within a domain.

Integrity of audit data: The audit data are the basis for all analysis iarcde of
intrusions. Hence, an intruder violating the intggof the audit data can seriously affect the
detecting capability. Even the most advanced IDIEfail to meet its operational requirements if
the integrity of audit data has been violated. &fege, the audit data should be protected against
unauthorized alteration, deletion and insertion.

Integrity of the detection policy: The detection policy states which activities are
considered as intrusions and which are not. Hem@mipulation of the detection policy can
cause the IDS to fail to detect an intrusion. Thedtion policy should thus be protected against

unauthorized alteration, deletion and insertion.
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7. Methodology

In this study, the structured system analysis design methodology (SSADM) was
adopted. This methodology was employed to bringdetdiled description of the system as well
as providing avenue for easy modification of theteyn as the need may arise in future and
produce effective and efficient system. SSADM igahle for analyzing and designing large
systems like the one proposed in this study aiwétsgout a clearer view and representation of the
modules, procedures, and functions with their respe relationships, as such giving the
designers a complete analysis for the developmiegifioient system that meet specifications as
contained in the specification documents.
7.1 High Level Model of the Proposed Network Intrugon Detection System

Below is a block diagram representation of the héayel model of the proposed network

intrusion detection system:

Network Intrusion Detection System

\ 4 \ l

Detector (Detection Engine) » Packet Report Self-defensive Reaction
Sender Mechanism
View Log
Layer 1| Monitor Packet broadcast Categories Logout
»| from unauthorized IP Authorization
address (es)
Layer 1
»| Attack Log Alert
Layer 2| Monitor Unusual Packet Layer 2 <
» Size / Unauthorized Packet Alert
Transmission
» Traffic Log Layer3 |
Alert
A\ 4
Layer 3| Monitor Packet broadcast View Application Logout Authorization |4

to Unauthorized IP address Shutdown Log Alert

(es)

\ 4

Figure 4: High Level Model of the Proposed Networkntrusion Detection System
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The detector is the analysis engine that usedDise policies to analyze the network
packets received from the packet sender. The adetegpresents &8’ layer subsystem where
each layer is a sub-module of the security mechathsit are specially skilled to identify only a
particular class of intrusion, for instance, thaideof serviceattacks.

Packet sender is a component of the proposednsyitat is responsible for sending
network packets to the detector for analysis. Témort is a component of the system that
represent the output of the detection processarfaihm of attack log and traffic log, which are
stored as log files in the view categories componeh the system. The self-defensive
mechanism is the protection subsystem of the peixpowtwork intrusion detection system
(NIDS). The logout authorization component is usednplement the self-defensive mechanism
of the proposed NIDS. The reaction component cesisthe layerl alert, layer2 alert, layer3

alert and the logout authorization alert.
7.2. Overall Data Flow Diagram of the Proposed Sedty System

The overall data flow diagram explains the flondata in the system in detail. Here, all
the key procedures of the system, their inputs artduts are depicted. See figure 5 below for

the overall data flow diagram of the proposed sgcaystem.
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[ 4
Close »
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Figure 5: Overall Data Flow Diagram of the Proposedecurity System



13

7.3 MATHEMATICAL SPECIFICATIONS OF THE PROPOSED SYS TEM
The basis of intrusion detection systems is tlssification of events into normal and

abnormal classes using mathematical representafidwesclassification criteria are probabilistic
in nature and therefore the conditional randomdfielodel that is a conditional probability
distribution model was adopted in this study.

Mathematical representation of the conditionatian field model is as given below:

1
P(X0 Xp1%) = — (R * (M e e (%)) (1)
The conditional probability can be written as
<1 ov= P(Y,X)

P(y/X)= P(X)

oL
ThUS, P(y/X):E(X) * (H ce® LIJC(XC))* (yc’ Xc) (2)
where:

Z(%)=2, Mo Ye(¥ei %)

X is the observation sequengg, X,,...,x,)
y is the label sequendsy,, v,,...,V,)

¥ is the potential function.
1 is the feature weight

Summing over all possible label sequences enshaté is a probability distribution.

7.4 Algorithm for Self-defensive Mechanism of the P®posed Security System

i. Start

il. Try to close or terminate the program using the gpplication window

iii. On form close event, display the logout authora@atvindow

iv. Enter username and password

v. If username and password corresponds to the admaimiss username and
password on the logout table then terminate thgrpro and stop monitoring, else
the program continues running and monitoring

vi. Stop
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7.5 Main Menu Design
The user interface design for the propasestiem is as shown in figure 6 below:

Network Intrusion Detection System

View Log Categoried View Allowed IP Addres§ View Application Shutdown Log

Start Select IP Address V NIDS Operations V

Quit Application

Figure 6: User Interface Design of the Pposed System
The user interface or main menu consisttheftitle of the application (Network Intrusion

Detection System), View Log Categories, View Allavé® Addresses, View Application
Shutdown Log, Start/Stop, Select IP Addresses, NIIp&rations and the work space. The title
of the application is Network Intrusion Detectiogps&m. The View Log Categories consist of
the normal traffic log and attack log. All normadtwork traffics are stored on the traffic log and
all attacks detected are stored on the attack Tog. View Allowed IP is used to display the
allowed internet protocol (IP) addresses in thevogt. The View Application Shutdown Log is
used to display logout username, date and timehef lbgout attempt and successful or
unsuccessful logout attempts. The start optionsisduto initiate the system. The Select IP
Addresses option is used to select the requireddidtess or addresses. The NIDS operation
option is used to choose NIDS operation to be perd at any point in time and to categorize

the nature and type of network attacks, that erethis an option to select the NIDS operation by
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simply clicking on the look down triangle in the D& operation windows. The operatic
include monitoring packet broadcast from unautteatizinternet prtocol (IP) addresse
monitoring unusual packet size, monitoring unaugsat packet transmission and monitor
packet broadcast to unauthorized IP addressesQuiteApplication module contains the &
defensive mechanism and it is used to termine shutdown the system if the user is authori
to do so. The selfiefensive mechanism, though not visible in therfate, but embedded in tl
Quit Application module protect the entire netwaritusion detection system developed in
study from suberting to network attacks, that is making the siégsystem resistant to netwao
attacks. The selflefensive mechanism actually act as an attacktaesisiechanism, that is, t
proposed network intrusion detection system andetection techniquese designed to resi
attacks that target their own resources, providisgurance that the monitoring capability is
easily disabled.

8. RESULTSAND DISCUSSION

(i) The developed system is simple, scalable and fiexiboperation, and does not onletect
attacks but also identifies the type of at, which enhances efficient analysis of future s«
and devoid of false alarm genera. Figure 7 below shows a screen display of the attaglor

monitoring packet broadcast from unauthorized net protocol address.
Aviackios —_—]

Antack Log

=
132 160 1.3
152 188 1.2

e e ) aneck_tyoe

162015 513 broadcast 1o wrmshoneed g Liner To Moot -LIZF
2015 513 bromsdcnst o wrm o o Ui T Flicot -LIZF
192 168 1.2
192 168 1.2

1872015 513 brosdcast 1o e sorised 5 Limnr To Foot -3
182015 513 oot o s o U To Foot U2

ook o
-
[

193 188 1.2 1182015 513 brosdcast 1o wunauloraeed o Limesr To Root -U3R
= 192 168 1.2 17162015 513 brosdoast o urseulifomeed o Umer To Foot USR
192 168 1.2 17162015 513 brosdcest o sl orieed g U To Root LR

Figure 7: Attack Log for monitoring packet broadcast from unauthorized IP adlress

(i) The developed systeis ableto operate in real-time (functidnstantaneous) by promptly
launching reaction mechanisonce al intrusion isidentified and this helps to minimize t
effect of attack on the netwarkigure 8 below depicts a screen shot of alert fonitoring

unusual or excess packet size.
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Figure 8: Alert for M onitoring Unusual Packet Size

(i) The inclusion of selfdefensive mechanis using logout authorizatiom the develope
system is the majosignificant feature of thistudysince existing intrusion detection syste
lack such mechanism, that is, the developed sys$i@sna se-defensive mechanism whics
resistant to any attack, ather security systems that can be exploited duamgttack are unab
to detectattacks efficiently and reliabl See figure %elow for a screen shot of the log:
authorizatiormodule, figurel0 for a screen shot of alor unauthorized shutdown and figure
for a screen shot of shutdown log demonstratingtfanality of the seldefensive mechanism

the developed system.

Logout

Logout Authorisation

Usermanmee:

Password:

Shutdown 1DS ‘ | Cancel

Figure 9: Screen Shot of the Logout Authorizatiol

Unauthorsed Shutdown i?—.l

\ Sorry,Wou Do Mot Possess The Authority To Shutdown This
Application!!

L ox |

Figure 10: Screen Shot of Alert forUnauthorized Shutdown
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B R p——i

Shutdownn Loga

e — =
P it 1o LA T S A S

Figure 11: Shutdown Log Demonstrating the Functionality of he Sel-defensive
Mechanism of the Developed Syster

9. CONCLUSION

This study focused on the development of a modea pragmatic securdntrusion

detection system (IDS) for local area netwc In this study, the suitability of condition
random fields and layered framework for buildisecure,robust and efficient model «
intrusion detection system for local area netwonks examinedin particular,a pragmatic
securantrusion detection mod for local area networksas developed and implemented wk
addresses the critical probleridentified in section2 that severely affect the large sc
deployment of present intrusion detectiystems in local area networks.

The study observed that layered framework can leel ws build efficier and secure
intrusion detection systems. In addition, the freumk offers ease of scalability for detecti
different variety of attacks as well asse of customization by incorporating domain spe
knowledge. The framework also identifies the typettack, hence, specific intrusion respo
mechanism can be initiated which helps to minintieeimpact of the attac

The study also observed ttconditional random fields asgrong candidates for buildir
secureand efficient network intrusion detection systeimgegrating the layered framework wi
the conditional random fields can be used to bisecure,effective and efficient networ
intrusion detection systems. Using conditional randond$ieds intrusion detectors result ii
moderate false alarms and thus, the attacks cdetkeeted with very high level of accura

Finally, the developed system has the advantage ttiea number of lays can be
increased or decreased depending upon the envirinmenhich the system is deployand can
also defend itself against atta, giving flexibility and confidencéo the network administrato
and security professional$his work is open for Irther research and/or implementation

other network system(s).



18
REFERENCES

[1] George, S., James, X. D., Alan, G. Barbara,.Jadd Schwartz, A. (2003)nformation
Technology Security Handbookslobal Information and Communication Technologies
Department. Washington DC — USA.

[2] Ang, C. and Stolfo, S. J. (2013). A QuantitatiAnalysis of the Insecurity of Embedded
Network Devices: Results of a Wide Area Scan. M.Buesis, Department of Computer
Science, Columbia University.

[3] Avizienis, A., Laprie, J. C., Randell, B., & bhdwehr, C. (2004). Basic Concepts and
Taxonomy of Dependable and Secure ComputiBBE Transactions on Dependal@ecure
Computing,1(1), 11-33.

[4] Kim, D. S. and Park, J. S. (2003). Network-Bagetrusion Detection with Support Vector
Machines.Proceedings of Information Networking, Networkingcfinologies for Enhanced
Internet Services. International Conference on rnmiation Networking (ICOIN '03)pp.
747-756.

[5] Stallings, W. (2003).Network Security Essentials: Applications and Sgadd (Second
Edition ed.). (Pearson Education, Ed.) Upper SaBdler, New Jersey: Prentice Hall.

[6] Onarlioglu, K., Buyukkayhan, A. S., RobertstM, and Kirda E. (2015). Sentinel: Securing
Legacy Firefox Extensions. Computers and 8gc4d9(0).

[7] Coretez, G. (2007). Stick: A Potential DervélService against IDS Systems,
Retrieved 12/04/2011 frohitp://xforce.iss.net/xforce/alerts/id/advise74.

[8] Debar, H. Dacier, M. Wespi, A. (1998). Towards Taxonomy of Intrusion-Detection
Systems. IBM Research Division, Zurich Researchbriatory.

[9] Polakis, 1., Maggi, F., Zanero, S.and Keromyts. D. (2014). Security and Privacy
Measurements on Social Networks: Experiences asddres Learned. In Proceedings of the
3rd International Workshop on Building Analysis Bsets and Gathering Experience
Returns for Security, BADGERS’ 14, Wroclaw, PolaBegptember 2014.

[10] Frank, Y., Fengmin, G., Chandru, S., Wu, S.akd Rance, C. W. (1997). Architecture
Design of a Scalable Intrusion Detection Systemtlier Emerging Network Infrastructure.
Technical Report CDRL A005, Department of Compuserence, North Carolina State
University, Releigh, USA.

[11] Massey, A. K. and Breaux, T. D. (2014) “Intmdion to IT Privacy: A Handbook for
Technologists”, in International Association of\Rty Professionals, Feb. 2014.

[12] Neumann, P.G. (1995). Architectures and fdrrepresentations for secure systems. Final
Report; SRI Project 6401; Deliverable A002, 1995.

[13] Shamir, A. and Nico, V. S. (1998). Playing Hidnd Seek with Stored Keys. Weizmann
Institute of Science, Israel; and Cipher Corporationited, England.

[14] Boggs, N. and Stolfo, S. J. (2011) "ALDR: AeWN Metric for Measuring Effective
Layering of DefensesLayered Assurance Workshd911/12/06.



19

[15] Guleri, D. and Chavan, M. K. (2012). A StudydaComparative Analysis of Conditional
Random Fields for Intrusion Detection. Internatiai@urnal of Research in Computer
Science. White Globe Publications, Baramati. 2§p4)31 -38.

[16] Ratnaparkhi, A. (1996). A Maximum Entropy Mddéor Part-of-Speech Tagging,
Proceedings Conference on Empirical Methods in Mdhiuanguage Processing (EMNLP
'96), Association for Computational Linguistics 3@142).

[17] Harremoes, P. and Topsoe, F. 2001, Maximunmdpgt Fundamentals, Entropy, 3(3), 191-
226.

[18] McCallum, A.; Freitag, D. and Pereira, F. (BRO‘Maximum Entropy Markov Models for
Information Extraction and Segmentation,” Procegslinf 17" International Conference on
Machine Learning (ICML '00), (591-598).

[19] Tang, A. and Beggs, J. M. (2008). "A Maximumti®py Model Applied to Spatial and
Temporal Correlations from Cortical Networks in ndit Journal of Neuroscien@s8 (2):
505-518.

[20] Biondi, F.; Legay, A.; Nielsen, B. and Wasowl. (2013). Maximizing Entropy over
Markov Processes. In Proceedings of tfelfternational Conference on Language and
Automata Theory and Applications, April 2013, Bith&pain. Pp. 128 — 140.

[21] Lafferty, J., McCallum, A. and Pereira, F. @). “Conditional Random Fields:
Probabilistic Models for Segmenting and Labelinggq@sce Data,” Proceedings of
18th International Conference on Machine Learni@ML '01), (282-289).

[22] Fersini, E. and Messina, E. (2013). Namedti&stin Judicial Transcriptions: Extended
Conditional Random Fields. Proceedings of th® ibdernational conference on
Computational Linguistics and Intelligent Text Reesing, Springer-Verlag, Berlin,
Heidelberg, pp. 317-328.

[23] Jain, R. and Abouzakhar, N.S. (2012), 'Hidd¢arkov Model Based Anomaly Intrusion
detection', The 7th International Conference foitedmet Technology and Secured
Transactions, pp. 528-533.

[24] Sutton, C. and McCallum, A. (2006). “An Intnaction to Conditional Random Fields for
Relational Learning,” Introduction to StatisticatlRtional Learning.

[25] Srivastava, A, Kundu, A, Sural, S. and MajumdA.K. (2008), “Credit Card Fraud
Detection Using Hidden Markov Model”, IEEE Transans on Dependable and Secure
Computing, 5(1), pp. 37-47.

[26] Antonini, A., Maggi, F. and Zanero, S. (2014).Practical Attack Against a KNX-based
Building Automation System. In Proceedings of timel 2nternational Symposium for ICS
& SCADA Cyber Security Research, St. Polten, Aast8eptember 2014.

[27] Bruce, D. C. (2009). Proactive Self-Defens€yberspace. The institute of
Land Warfare: The Association of the United St&asy.



