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Abstract

With the rapid development of Internet, e-mail hbscome an essential
communication tool. But, the security of e-mail commications is an important issue.
Recently, Chen et al. proposed a new protocol afewise for e-mail. Chen et al.
claimed that the proposed protocol is skillfullystged to achieve perfect forward
secrecy and end to end security as well as tdgs#tis requirements of confidentiality,
origin, integrity and easy key management. Buthis paper, we show that Chen et
al.’s protocol suffers from the e-mail server ingmeration attack, mail content
confidentiality attack and replay attack. Moreowee, give an improvement on Chen
et al.’s protocol to overcome its security weakeessnd propose the perfect-mail, a
secure e-mail protocol with perfect forward secrdtys concluded by analysis that
the improved protocol provides the perfect forwasedrecy and resists replay attack,
impersonation attack, and mail content confideityiattack. But the communication
cost of improved protocol is equal to that of Cle¢ml.’s protocol, and the computing
cost of improved protocol is only added by two sigme verification.
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1. Introduction

Electronic mail, e-mail in short, has been wideked instead of traditional
communication established by pen and paper. Moreaith the rapid development
of Internet, e-mail has become an essential comration tool. Modern e-mail
system transfer not only text but also electronocuwments, voice, and financial
transactions. So, the security of e-mail commuioaat is an important issue.
Unfortunately the basic e-mail protocol does nobvte the confidentiality and
integrity service. Bacard [1] introduced some siguequirements in e-mail systems.
Since then, several security protocols such as, RGAPEM [3] and S/MIME [4]
have been designed to provide confidentiality anttientication of e-mail system.
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However, these protocols cannot provide perfecivéod secrecy [5] because
once the secret key of the receiver is discloskgrevious used short-term keys will
also be opened and hence previous e-mail will Geéd.

It is noted that early e-mail protocols take onlysiagle e-mail server into
account. But, in practice, it is common that thmail sender and receiver any register
at different e-mail servers. Recently, Chen e{H0] took into account the scenario
that the e-mail sender and the recipient registafifeerent servers and proposed a
new protocol of wide use for e-mail. Chen et ahiroled that the proposed protocol is
skillfully designed to achieve perfect forward ssnr and end to end security as well
as to satisfy the requirements of confidentialibyjgin, integrity and easy key
management. But, in this paper, we show that Chexh’e protocol suffers from the
e-mail server impersonation attack, mail contemfidentiality attack and replay
attack. Moreover, we give an improvement on Cheail.&t protocol, and propose the
perfect-mail, a secure e-mail protocol with perfemtvard secrecy. We also discuss
the security of the improved protocol. The improyadtocol provides the perfect
forward secrecy and resists replay attack, impetsom attack, and mail content
confidentiality attack.

This article is organized as follows. Section 2cdsses the related work. We
review Chen et al.’s protocol in Section 3 and paint its flaws in Section 4. In
Section 5, we give an improvement on Chen et pitdsocol. The security analysis of
the improved protocol, the perfect-mail, is disagss Section 6. Finally, conclusions
are given in Section 7.

2. Related work

In order to provide perfect forward secrecy, Suralet[5] proposed two new
e-mail protocols. However, in 2006, Dent [6] pothtaut Sun et al.’s protocols do not
provide perfect forward secrecy as claimed. Laiim et al. [7] proposed an
improved version of Sun et al.’s protocols to ovene this weakness. But, in 2010,
Chang et al. [8] showed that Kim et al.’s protocsl#fer from the well-known
man+in-the-middle attack and consequently do not achpmréect forward secrecy. In
2007, Kwon et al. [9] proposed a password-based e-matbpol for mobile devices.
However too many modular exponentiation operationtheir protocol might cause
mobile devices consume battery power expeditio{8lyln 2011, Chang et al. [11]
pointed out some drawbacks of existing e-mail prokand proposed an efficient
e-mail protocol for mobile devices. In 2012, Wonigk [15] proposed a secure e-mail
protocol with perfect forward secrecy.

Certified e-mail protocol is a fair exchange of assage for receipt between two
potentially mistrusting parties over the network.2013, Gao et al. [12] proposed an
improved certified e-mail protocol meeting confitlality and non-repudiation. In
2013, Wang et al. [13] developed a novel certitieghail protocol in id-based setting
that employed an off-line semi-trusted third pa8yTP for wireless networks. In
2014, Draper-Gil et al [14] proposed an optimistartified e-mail protocol for the
current Internet e-mail architecture.
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3. Review of Chen et al.’s e-mail protocol

In this section, we review Chen et al.’s e-mail tpcol [10]. Chen et al.’s
protocol consists of three phase: registrationdisg and receiving.
3.1 Registration

Either the sender or the recipient has to regetemn individual e-mail server at
the beginning. For example, when a participanfresp. B) registers at e-mail server
S,(resp. S;), it implies that A shares password, with S,. A submits ID,
and g**modn to S, where n is a big prime numberg is a generator with
order n—1 over GF(n), and a is a random numberS, computes the registration
information (g* modn) with Q™ and stores §® modn). Likewise, the participant
B sharesQ, with e-mail serverS,. S, stores ¢g°modn) for B. The e-mail
server S, and S; also share a passwork , MAC denotes a message
authentication code[[ﬂ< denotes the symmetric encryption with the kKy. For
simplicity, 'modn 'is omitted hereafter.

3.2 Sending phase

When senderA intends to send an e-mail to recipieBt, the operation goes as
follows:

Step 1: A - S,: Request.

If A wants to deliver an e-mail t®, he should send the request & firstly.

Step 2: S, —» S;: Request.

S, forwards the request t&, to ask for the registration information @&

Step3:S, - S, 1D,,9°,MAC, (ID;,9")

S, finds the registration informationg® of B. Then S, computes the

MAC value of ID,,g” with K, and sendsID,,g”,MAC, (ID;,g°)to S,.
3



Step 4: S, — A: 1D,,9°,MAC, (IDy,0°)

In order to check the validation of the receivedssage, S, computes
MAC, (ID5,9”) and checks if the computeMAC value is equal to the received
MAC value. If it holds, S, computes theMACvalue of ID,,g° with Q and
sends ID,,9°,MAC, (ID;,0°) to A.

Step 5: A - S,:1D,,1Dg,[M] ., g%, MAC, (ID,,1Dg,[M] ., 7).

Upon receiving the messagédy computes MACQl(IDB,gb) and checks if the
computed MAC value is equal to the receivedMAC value. If it holds,
A computes g* with a random numberx and g* by computing (g°)*. A
encrypts mail contentM with g®. Then A computes the MAC value of
IDA,IDB,[M](gxb),gX withQ, and sends

IDA1 IDBy[M ]( ’ gxl MAC(Ql)(IDAl IDBI[M ](gxb)l gx)

g'b)
to S,.
Step 6: S, - S;:1D,,1D4,[M] .., 9%, MAC, (ID,, IDg,[M], ., §°). -

S, checks the validation of the received message. dmnputes
MACQl(IDA,IDB,[M]gxb,gX) and checks if the computeMAC value is equal to
the received MAC value. If it holds, S, computes the MAC value of
ID,,1Dg,[M ](gxb)’ g*with Kand sends

ID,,1D5,[M] ), 9%, MAC, (ID,,, IDg,[M], ., §%)
to S;. After receiving the messages, stores the e-mail message f6r.
3.3 Receiving phase
Step 78 - S,: 1D,,¢° ,MAC,, (ID;.d" ,G).

When B is on-line and intends to check e-mails, he wilinpote gb‘ with a



new random numbeb  and MACQZ(IDB,gb' ,d”). Then Bsends
1Dy, g°% ,MAC, (ID;.d" ,G)
to S,

Step 8: S; — B: 1D,,1D5,[M] ., g MAC, (1D, 1Dg,[M] .. 9°, 9°)

Upon S, receiving the messageS, verifies MACQZ(IDB,g"‘,g"). If the
verification fails, S, will reject the request fromB. Otherwise, S, update g”
with ¢°. Lastly, S, computes theMAC value of ID,, 1Dg,[M] .., 9%, g° with
Q, and sends

D, 1Dg,[M] s, 9", MAC,,(ID,, IDg,[M] .., 0% 0°)
to B.

When B receives the message frof,, he computes

MAC, (ID,,1Dg,[M] ... 9%, ¢°) -
B checks if the computedMAC value. If it holds, he computeg™® by computing

(g*)° to decrypt[M] oy

4. The Cryptanalysis of Chen et al.’s protocol

In this section, we show that Chen et al.’s protsuéfers from the e-mail server
impersonation attack, mail content confidentiaditiack and replay attack.

4.1 The e-mail server impersonation attack

In Chen et al.’s protocol, the e-mail serv€f can impersonate the e-malil

sender A to send message t8.

In fact, when S, receivers g”in step 7, S, can pick a random numbex
and computesg” . Then S, computes
[M1],e \MAC, (ID,,1Dg,[M] 0, 0", 0").

Where M’ is the mail content thaS, wants to impersonate the e-mail sender
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tosendtoB. Then S; sends

ID,,1Dg,[M 1o, g, MAC,, (ID,,, 1Dy, [M'] 1., 8" 0°)

to B. Receiving the messagd®d cannot find any problem by checking thdAC
value and believeM' is the mail content which the sendér want to send him. So,

the e-mail serverS; successfully impersonate the send&rto send message to the
receiver B.

4.2 Replay attack
In Chen et al’s protocol, when an attacker intptgethe message
ID,, IDB,[M]gxb, 9", MAC, (ID,, IDB,[M]gxb, g*) in step 5, he can use it in future to

implement replay attack. In next procedure Af sending e-mail toB, the attacker
can send the intercepted message

ID,, IDB,[M]gxb, g’ MACQl(IDA, IDB,[M]gxb, g")

to S, instep5. S, cannot find any problem. The, sends
ID,,1D;,[M] ., 9", MAC, (ID,, IDg,[M] ., 9%)

to S;. Instep 6, S;also cannot find any problem. The®, sends

D, 1Dg,[M] ., 9, MAC,, (ID,,, IDg,[M] ., 9", ¢")

to B. In step 8, the message also satisfies the vdidita So, the attacker
successfully implements replay attack. Of coursehatend of the replay attack, the
mail content got by the receiveB may not be M , because the personal information

g might have replaced by" .
4.3 Mall content confidentiality attack

In step 4 of Chen et al.’s protocol, the mail ser& can pick a random
number ¢ and sendIDB,g°,MACQl (IDg,9%) to the e-mail sendeA. Then in step
5 when S, receivers the messag{és/l]gxc, g, S, can computeg® =(g”)° and

obtain the mail content by decryptir[g}/l]gxc. Then S, can continue performing
step 6. At the end of the protocol, the receimay get a false mail content since

9°#g°.



5. A secure e-mail protocol with perfect forward serecy

5.1 Registration

The registration phase of the improved protocol is didlnidentical to that of
Chen et al.’s protocol. The mail sendé shares a passwor®, with his mail
server S,. The mail receiverB shares a passwor@, with his mail serverS;.

S, and S; also share a passworld, MAC denotes a message authentication
code. [m< denotes the symmetric encryption with the kKy. But, the personal
information of the e-mail sendeA is g® and SigSKA(ga) . Where XK, is the
private key of A, Sgg (g%) is the signature generated b%. Likewise, the
personal information of the e-mail receiv® is g° and S’gSKB(gb) .

5.2. Sending phase

When senderA intends to send an e-mail to the recipie®t the operation
goes as follows:

Step 1: A - S,: Request.

If A wants to deliver an e-mail t®, he first sends the request to his mail
server S,.

Step 2: S, - S;: Request.

S, forwards the request t&, , the recipientB’s server , to ask for the
registration information ofB

Step3:S; -~ S, 1Ds,9°, 904, (9°), MAC, (IDg, 9", Sgg, (9°))

S; finds 1D,,9°, 994, (9°) of B. Then S; computes theMAC value of

IDg, 9", 90, (9°) with K, and sends



1Dy, 9°,Sgs, (9°), MAC, (IDg, 9", Sy, (9))
to S,.
Step 4: S, — A: ID,,0°,Sgg (9°), MAC, (IDg,g°,Sgg, (9°))

S, computes MAC, (ID;,9°,Sigg, (")) and checks if the computeMAC
value is equal to the receiveMAC value. If it holds, S,computes the MAC
value of MAC, (ID;,9",Sgg, (9°)) and sends
IDy, 9", 99y, (9°), MAC, (IDg,g°,Sgg, (9°))
to A.

Step5: A~ S,

ID,, IDg;[M] 0, 9%, S04, (9%), T,MAC,, (ID4,1Dg,[M ] ., 9%, S0, (97).T)

Upon receiving the messagé first verifies the signatureS'gsxa(gb). Then

A computes

MAC, (IDg,g°,99q, (9°))

and checks if the computetMAC value is equal to the receivefIAC value. If the
verifications hold, A computes g* with a random numberx and g* by
computing (g°)*. A encrypts M with g, where M is the content of the
e-mail. Then A computes theMAC value of IDA,IDB,[M]gm,gX,SigSKA(gX),T
with Q, and sends

IDA,IDB,[M]gxb,gX,SigSKA(gX),T,MACQl(IDA,IDB,[M ]gxb,gX,SigS(A(gx),T)
to S,. Where T is time stamp.

Step6: S, - S;:

ID,,1Dg,[M] ., 97 S0, (97), T,MAC, (ID,,1D5,M ] ., 97, S0, (97),T).

S, computes MACQL(IDA,IDB,[M]gxb,gx,SiQSKA(gX),T) and checks if the



computed MAC value is equal to the receiveAC value. If it holds, S,
computes theMAC value of IDA,IDB,[M]gxb,gX,S'gSKA(gX),T with K and sends
IDA,IDB,[M]Qxb,gX,SigSKA(gX),T,MACK (ID,,1Dg,[M ]gxb,gX,SigS(A(gX),T)
to S;. After receiving the message, stores the e-mail message fér.
5.3. Receiving phase
Step 78 - S;: 1D,,¢° ,Sgg, (@°).MAC, (D, ¢ Sgg, 6" ).G
When B checks e-mails, he will computgb' with a new random numbelp
and MAC, (ID;, 0 ,Sigg, (9" ).¢’). . Then Bsends
IDg,g°% MAC,, (ID;.d" Sgg, ©").9)
to S
Step 8: §; - B:
ID,,1Dg,[M] . 9%, S0, (9%), T,MAC,, (ID,,IDg,[M] ., 9%, Sig, (9°).9" 9", T)
Upon S; receiving the messages, first verifies the signatureS'g%(gb').
Then he verifies
MAC,, (1D,,0° ,Sigg, @”).9).
If the verifications fail, S; will reject the request fromB. Otherwise, S; update
g° with gb'. Lastly, S; computes theMAC value of
IDA,IDB,[M]gxb,gX,S'gSKA(gX),T with Q,
and sends
ID,, 1D, [M] ., 9%, S, (9%). T.MAC,, (ID,,IDg.[M] .., 9*, S, (9°).9" .0".T)
to B.

When B receives the message fro,, he computes

MAC,, (ID,,IDg,[M] ., 9", S, (9°), 9", 9", T).



E checks if the computedAC value is equal to the receiveMAC value. If it

holds, he computesy™ by computing (g*)° to decrypt M] ..

6. Security analysis of the improved protocol

6.1 Perfect forward secrecy
In a protocol, if compromise of long-term keys does cmmnpromise session
keys, it's said that the protocol satisfies the perferward secrecy. In improved

protocol, the session keg™ is determined by the randomly selected secret ntsnbe
x and b. So, the session keg™ has no relationship with the long-ter®K, or
XK,. Even if the attacker getg* and g® by compromise of long-term keySK ,

and SK,, the attacker also cannot get® thanks to the difficulty of computing

discrete logarithm. Therefore, the improved protocdisBas the perfect forward
secrecy.
6.2. Replay attack

An attacker may intercept massage in step 3, steped, 5, step 6, step 7 and

step 8. But in improved protocol the informatiagf of receiver B is renewed

when each receiving e-mail is finished. Secondlyetstamp T is involved in step 5,
step 6, step 7 and step 8 to guarantee the fresbhésmsmitted messages. So, the
intercepted messages are useless for the attackerfoorp replay attacks.
6.3. Sender impersonation attack

If an attacker wants to impersonate e-mail senderto send a message to

receiver B, he must know the passwor@, or Q, and private keySK,. Because
in step 5, step 6 and step@° is signed by K ,. Before decrypting the mail content,
the e-mail receiverB first verifies the signatureSgg (9*) generated by e-mail
sender A. The attacker do not knowsK,, then he cannot generate signature
S9gy, (9%). So, the attacker cannot success to perform semg@rsonation attack.

Of course, the e-mail serve®, cannot perform sender impersonation attack.

6.4. Mail content confidentiality attack
Unlike Chen et al.’s protocol, the improved protocol casistemail content
confidentiality attack. Because in step 4 of improvetocol, the signature
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SigSKB(gb) is needed, the mail serve®, cannot successfully change the information

g of B. So, in step 5 of the improved protocd, cannot decrypt[M]gxb. Of

course, except the e-mail receiv8, no one can obtains the mail content.

7. Conclusion

In this paper, we show that Chen et al.’s e-mailquok suffers from the e-mail
server impersonation attack, mail content confidemyiadittack and replay attack.
Moreover, we give an improvement on Chen et al.’saél-protocol, and propose a
secure e-mail protocol with perfect forward secrecy. We discuss the security of
the improved protocol. The improved protocol provides perfect forward secrecy
and resists replay attack, impersonation attack naaiticontent confidentiality attack.
The proposed secure e-mail protocol is more suitablbet@-mail system in our real
life.
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