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Abstract 

Intrusion detection is very imperative in network systems due to outstanding vulnerabilities left 

unaddressed by current preventive network security measures such as firewalls and encryption 

software. The inefficiency, inaccuracy, high false alarm rates and lack of self-defensive 

mechanism of existing network security systems has continued to pose serious concern to 

network users, administrators and security professionals and thus needs urgent redress. The 

traditional way of protecting network systems with firewalls and encryption software is no 

longer sufficient and effective, and there is an urgent need for new architecture and mechanism 

to protect network systems and mobile computing applications. Therefore, the target of this 

paper is to develop a model of a pragmatic secure intrusion detection system for local area 

networks using layered framework with conditional random fields that is capable of overcoming 

the apparent shortcomings of present intrusion detection systems. A critical analysis of existing 

IDSs was done using the structured system analysis and design methodology (SSADM) due to the 

sequential configuration of the proposed security system. The system played a key role in 

controlling intruders’ activities by detecting intrusions or attacks reliably and efficiently in local 

area networks. A real-time response mechanism and a self-defensive mechanism for a network 

intrusion detection system (NIDS) was developed and implemented. This helped initiate a 

response mechanism once an attack is detected which is also resistant to any attack. 

Furthermore, a system test plan was implemented using a data set and found to be very effective 

for detecting and alerting intruder’s activities in the network systems to establish a secured local 

area network that will enhance business continuity and preserve organizations’ vital and 

sensitive information. The outcome of this study was a secured IDS that would proactively 

address potential security vulnerabilities by resisting and detecting attacks and security policy 

violations reliably and efficiently in local area networks, thus making it inevitable for use in our 

security conscious environment of the 21
st
 century. 

 

Keywords: Self-defensive mechanism, network intrusion detection system, fault tolerance, 

security vulnerabilities, intrusion detection system, secure intrusion detection 

system, layered framework, conditional random fields. 

 

1. Introduction 

Today's world is increasingly reliant on information systems and on the communications 

networks which connect them, from country-sized corporations to home and mobile users. The 

Internet in particular, and its related set of technologies have become nothing short of ubiquitous, 

and increasing convergence between Information Technology and Telecommunications worlds,  

thus taking this reality even further. Hand in hand with this usage growth, came an increase in 

the number of attacks to those systems and networks, making protection from attacks 
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increasingly important [1]. Network intrusion detection systems can play an important role in the 

defense arsenal. 

Network Intrusion Detection Systems (NIDSs) are assigned the critical role of monitoring the 

security state of the network; therefore, the NIDS itself is a primary target of attack. The NIDS 

must be able to operate in a hostile computing environment and exhibit a high degree of fault-

tolerance which allows for a graceful degradation. Fault Tolerance is the ability of a system to 

respond gracefully to an unexpected hardware or software failure. Fault tolerance is an essential 

requirement for achieving dependable and secure systems [2].  

A secured NIDS must be able to authenticate the administrator, audit administrator actions, 

mutually authenticate NIDS devices, protect the NIDS data, and resistant, hence not creating 

additional vulnerabilities. When guarding computer systems or networks against attacks, the 

conventional approach is to deploy a number of protective mechanisms in order to secure them. 

However, this approach has some limitations [3]: it is difficult to build systems which are 

absolutely secure; it may be impractical to replace a vast existing and possibly insecure 

infrastructure in favour of a new one; the prevention-based approach constrains user's activities, 

making them less productive; crypto-based systems cannot defend against lost or stolen keys or 

passwords; and secure systems can still be vulnerable to insiders. These limitations justify the 

use of other approaches. Intrusion detection systems can provide a second line of defense by 

enabling early detection of intrusion activities, dissuading intruder's intentions or enabling the 

collection of information about intrusion techniques that can be used to strengthen the prevention 

facilities [4]. 

The ability of the intrusion detection system to resist attacks against itself is an essential 

property of any IDS. For example, compromised IDS will probably not report an intrusion no 

matter how clever the detection mechanisms are. In addition, compromised IDS can be a source 

of severe information leakage and this leakage is not limited to information that originates from 

the target systems, that is the systems under surveillance, but can also contain information related 

to the IDS and its operation. Therefore, the target of this study is to develop a model of a 

pragmatic secure intrusion detection system for local area networks that is resistant to attacks and 

cannot be compromised or exploited during an attack and as such can detect attacks efficiently 

and reliably.  

 

2. Problem Definition 
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There exist various problems that induce the complexity and inefficiency of intrusion 

detection systems such as insecurity of the security system, low detection accuracy, unbalanced 

detection rates for different attack types and high rates of false alarms. Existing intrusion 

detection systems for local area networks are practically and completely insecure because they 

lack self-defensive mechanism and as such cannot detect network based attacks efficiently and 

reliably since they can easily be compromised and exploited during an attack. 

Furthermore, in some new malwares, their attack mechanisms are much more 

sophisticated and difficult to detect. They no longer stay at the stage of using IDS evasion 

techniques. Some of them try to attack IDS and make the system break down. For instance, in 

2007, Coretez Giovanni developed a malware known as Stick. This malware (Stick) executes a 

large number of simulated attacks in a short time. This causes the IDS on a target machine to get 

overloaded and then the system can stop responding [5]. Therefore, it is necessary to develop a 

model of a pragmatic secure intrusion detection system for local area networks that has the 

ability to defend itself and detect network based attacks efficiently and reliably. 

 

3. Review of Related Works 

Majority of the research on security and intrusion detection has addressed the security of 

the target systems. However, only a few attempts have been made to address the security of the 

intrusion detection system (IDS) itself. In the work of Debar, Dacier and Wespi [6], fault 

tolerance was introduced as a property that addresses the IDS’ ability to resist attacks. Axelsson 

[7] also identifies the lack of research in this field and introduces security as “the ability of the 

system to withstand hostile attack against the system itself”. 

The security that does exist in modern commercial IDS systems is centered primarily on 

concealment, such as unaddressable network cards. This, in our opinion, is security by obscurity. 

There are a few notable exceptions in this area according to the authors in [8, 9]. 

An extensive set of requirements for tamper proofing network intrusion detection systems 

was first introduced for Next-generation Intrusion Detection Expert System (NIDES) and clearly 

identified in a research report by Neumann [10]. He suggests that tamper proofing NIDES can be 

achieved by fulfilling a series of goals related to the authenticity, integrity and confidentiality of 

the analysis system (NIDES) and its components. The report proposes the protection of audit 

data and the analysis system rule-base via subsystem encapsulation. In addition, proper 

authentication and separation of roles play an important role in securing NIDES. To prevent 
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reverse engineering of the rule-base, that is detection policy, Neumann proposes the use of 

encryption. Although encryption prevents external users from reading or modifying the rule base, 

it does not prevent the rule base of a subverted node from being disclosed or modified. A 

malicious user that has gained control of a node can find a stored encryption key by exploiting 

the random nature of such keys [11]. Furthermore, password sniffer attacks can be utilized to 

obtain encryption keys as they are entered by the user. 

 

4. LAYERED FRAMEWORK FOR INTRUSION DETECTION 

The Layered Network Intrusion Detection System (LNIDS) draws its motivation from the 

Airport Security model, where a number of security checks are performed one after the other in a 

sequence. Similar to this model, the LNIDS represents a sequential Layered Approach and is 

based on ensuring availability, confidentiality, and integrity of data and services over a network.  

The goal of using a layered model is to reduce computational complexity and the overall time 

required to detect anomalous events. The time required to detect an intrusive event is significant 

and can be reduced by eliminating the communication overhead among different layers. This can 

be achieved by making the layers autonomous and self-sufficient to alert and block an attack 

without the need of a central decision-maker. 

Figure 1 below gives a generic representation of the framework. 
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Figure 1: Generic Representation of Layered Network Intrusion Detection System 

 Every layer in the LNIDS framework is trained separately and then deployed 

sequentially. In this paper, three layers are defined that corresponds to the three attack groups. 

They are DoS layer, R2L layer, and U2R layer. Each layer is then separately trained with a small 

set of relevant features. This implies that feature selection is very significant for the Layered 

Approach. In order to make the layers independent, some features may be present in more than 

one layer. The layers essentially act as filters that alert and block any anomalous connection, 

thereby eliminating the need of further processing at subsequent layers enabling quick response 

to intrusion. The effect of such a sequence of layers is that the anomalous events are identified 

and alerted as soon as they are detected. The second goal of the layered approach is to improve 

the speed of operation of the system. This results in significant performance improvement during 

both the training and the testing of the system. 
 

5. Conditional Random Fields for Intrusion Detection 

 Conditional models are probabilistic systems that are used to model the conditional 

distribution over a set of random variables. Such models have been extensively used in the 

natural language processing tasks. Conditional models offer a better framework as they do not 

make any unwarranted assumptions on the observations and can be used to model rich 

overlapping features among the visible observations. 
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 Maxent classifiers [12], Maximum Entropy Markov Models [13], and CRFs [14], are 

such conditional models. The advantage of CRFs is that they are undirected and are, thus, free 

from the Label Bias and the Observation Bias [15]. The simplest conditional classifier is the 

Maxent classifier based upon maximum entropy classification, which estimates the conditional 

distribution of every class given the observations [12]. The training data is used to constrain this 

conditional distribution while ensuring maximum entropy and hence maximum uniformity.  

 CRFs are undirected graphical models used for sequence tagging. The prime difference 

between CRF and other graphical models such as the HMM is that the HMM, being generative, 

models the joint distribution, whereas the CRF are discriminative models and directly model the 

conditional distribution, which is the distribution of interest for the task of classification and 

sequence labeling. 

 Similar to HMM, the naive Bayes is also generative and models the joint distribution. 

Modeling the joint distribution has two disadvantages. First, it is not the distribution of interest, 

since the observations are completely visible and the interest is in finding the correct class for the 

observations, which is the conditional distribution. Second, inferring the conditional probability 

from the modeled joint distribution, using the Bayes rule, requires the marginal distribution. To 

estimate this marginal distribution is difficult since the amount of training data is often limited 

and the observation x contains highly dependent features that are difficult to model and therefore 

strong independence assumptions are made among the features of an observation.  This results in 

reduced accuracy [16]. CRFs, however, predict the label sequence y given the observation 

sequence x. This allows them to model arbitrary relationship among different features in an 

observation x [17]. CRFs also avoid the observation bias and the label bias problems, which are 

present in other discriminative models, such as the maximum entropy Markov models. This is 

because the maximum entropy Markov models have a per-state exponential model for the 

conditional probabilities of the next state given the current state and the observation, whereas the 

CRFs have a single exponential model for the joint probability of the entire sequence of labels 

given the observation sequence [14]. 

 The task of intrusion detection can be compared to many problems in machine learning, 

natural language processing, and bioinformatics. The CRFs have proven to be very successful in 

such tasks, as they do not make any unwarranted assumptions about the data. Hence, the CRFs 

are strong candidates for intrusion detection. See figure 2 below for graphical representation of a 

Conditional Random Field. 
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Figure 2: Graphical Representation of a Conditional Random Field 

       Source: Lafferty, McCallum and Pereira (2001) 

 

6. Information Dominance as a Stronger Notion of Security for IDS 

For the purpose of discussion, one can model IDS as a trusted entity surrounded by 

untrustworthy adversaries. The goal of the IDS is to detect any attempt to violate the boundaries 

of its domain and the target systems contained. This goal can only be accomplished as long as 

the IDS succeed in maintaining its integrity to the extent that it still has an operational advantage. 

That is, even if some information about IDS is disclosed to a malicious adversary, it can still be 

possible to meet operational requirements. To meet these requirements, we introduce in this 

study a new property described as information dominance. The meaning of information 

dominance for IDS is that information contained within an intrusion detection entity must be 

kept private to malicious adversary that is confidentiality requirement. In addition, the 

information must be protected from unauthorized alteration, fabrication and deletion that is 

integrity requirement as it may lower the operational advantage of the IDS. The IDS must always 

maintain information dominance as compared with any external adversary. This allows the IDS 

to use its information system and capabilities to achieve an operational advantage while denying 

these capabilities to an intruder. In the field of information warfare, information dominance is an 

essential property [18]. We propose that the property of information dominance for IDS should 

include confidentiality of audit data, confidentiality of detection policy; integrity of audit data 

and integrity of detection policy.  

Confidentiality of audit data: Audit data generated by entities within a domain contains 

sensitive information not to be disclosed outside the members of the domain. Such information 
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includes information about users or their activities as well as application related data conceivably 

containing classified information. In some cases, the mere existence of an event may be 

confidential as it reveals some form of activity. A principle of minimum knowledge transfer 

should be followed to avoid disclosure of confidential data. Consequently, raw audit data should 

never be distributed outside the boundaries of the domain. 

Confidentiality of the detection policy: In security services, such as firewalls, the 

detection policy is distributed to a small number of entities. A distributed security service, like 

fully distributed IDS, requires the policy or parts of the policy to be known to all domains. 

Assuming an architecture where the number of domains is large, there is a non-negligible 

probability that the policy is disclosed to a malicious adversary who succeeds in penetrating one 

or more of the domains. Clearly, the clandestineness of the detection policy cannot rely upon the 

integrity of neighboring domains or even upon the integrity of its own domain. The detection 

policy should be protected against disclosure to malicious adversaries. It should not be possible 

to deduce the detection policy given the information gained by penetrating a domain or a node 

contained within a domain.  

Integrity of audit data: The audit data are the basis for all analysis in search of 

intrusions. Hence, an intruder violating the integrity of the audit data can seriously affect the 

detecting capability. Even the most advanced IDS will fail to meet its operational requirements if 

the integrity of audit data has been violated. Therefore, the audit data should be protected against 

unauthorized alteration, deletion and insertion. 

Integrity of the detection policy: The detection policy states which activities are 

considered as intrusions and which are not. Hence, manipulation of the detection policy can 

cause the IDS to fail to detect an intrusion. The detection policy should thus be protected against 

unauthorized alteration, deletion and insertion. 

 

7. Methodology 

 The methodology adopted for the study, design and development of this system follows 

the internationally acceptable standards and ethics of software application development. 

 In this study, the structured system analysis and design methodology (SSADM) was 

adopted. This methodology was employed to bring out detailed description of the system as well 

as providing avenue for easy modification of the system as the need may arise in future and 

produce effective and efficient system. SSADM is suitable for analyzing and designing large 
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systems like the one proposed in this study as it gives out a clearer view and representation of the 

modules, procedures, and functions with their respective relationships, as such giving the 

designers a complete analysis for the development of efficient system that meet specifications as 

contained in the specification documents.  

 

8. High Level Model of the Proposed Network Intrusion Detection System 

Below is a block diagram representation of the high level model of the proposed network 

intrusion detection system:   

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: High Level Model of the Proposed Network Intrusion Detection System 

 The detector is the analysis engine which used the IDS policies to analyze the network 

packets received from the packet sender. The detector represents a ‘3’ layer subsystem where 

each layer is a sub-module of the security mechanism that are specially skilled to identify only a 

particular class of intrusion, for instance, the denial of service attacks.  
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 Packet sender is a component of the proposed system that is responsible for sending 

network packets to the detector for analysis.  The report is a component of the  system that 

represent the output of the detection process in the form of attack log and traffic log, which are 

stored as log files in the view categories component of the system. The self-defensive 

mechanism is the protection subsystem of the proposed network intrusion detection system 

(NIDS). The logout authorization component is used to implement the self-defensive mechanism 

of the proposed NIDS. The reaction component consists of the layer1 alert, layer2 alert, layer3 

alert and the logout authorization alert.     

 

9. Layered Framework Model of the Proposed Network Intrusion Detection System  

Figure 4 below represents a ‘3’ layer structure where every layer in itself is a small 

intrusion detection module which is specifically trained to detect only a single class of attack, for 

instance the denial of service (DoS) attacks. A number of such sub-systems are then deployed 

sequentially, one after the other. This serves dual purpose; first, every layer can be trained with 

only a small number of features which are significant in detecting a particular class of attack. 

Second, the size of the sub-system remains small and hence, it performs efficiently.  
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Figure4: Layered Framework Model of the Proposed Network Intrusion Detection System  
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10. Overall Data Flow Diagram of the Proposed Security System 

The overall data flow diagram explains the flow of data in the system in detail. Here, all 

the key procedures of the system, their inputs and outputs are depicted. See figure 5 below for 

the overall data flow diagram of the proposed security system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Overall Data Flow Diagram of the Proposed Security System 

 

 

 

 

Login 

1 

Main Menu 

3 

IDS 

Detector (IDS 

Police) 

Logout 

4 

End IDS 

2 

Accept 

User 

8 

1 Store Activities/Reports 
Process IPs/Packets 

9 

Network 

packet Sender 

5 

Grant Access 

Initiate IDS 

Forward 

IPs/Packets 

Authenticate 

Forward 

Status Process 

Generate 

Store 

Display 

Close 

Exit 

Send 

Query 

Exit 

Logout User 

7 

Authenticate User 

6 

Accept 

Deny 
Generate 

Reports 

10 

Display 

Reports 

11 

User 

Display 

Store 

Terminate 

by User 
End 

Start 

Send 

UNDER PEER REVIEW



13 

 

11. MATHEMATICAL SPECIFICATIONS OF THE PROPOSED SYSTEM 

 The basis of intrusion detection systems is the classification of events into normal and 

abnormal classes using mathematical representations. The classification criteria are probabilistic 

in nature and therefore the conditional random field model that is a conditional probability 

distribution model was adopted in this study.  

 Mathematical representation of the conditional random field model is as given below: 
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The conditional probability can be written as   
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where: 

∑ Ψ∏= ),()( cccc
xyxZ cε

r
      

x   is the observation sequence ),...,,( 21 txxx  

y  is the label sequence ),...,,( 21 tyyy  

Ψ is the potential function. 

∏ is the feature weight 

Summing over all possible label sequences ensures that it is a probability distribution.       

 

12. Algorithm for Self-defensive Mechanism of the Proposed Security System 

i. Start 

ii. Try to close or terminate the program using the quit application window 

iii. On form close event, display the logout authorization window 

iv. Enter username and password 

v. If username and password corresponds to the administrator’s username and 

password on the logout table then terminate the program and stop monitoring, else 

the program continues running and monitoring   

vi. Stop 
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11. MAIN MENU DESIGN 

        The user interface design for the proposed system is as shown in figure 6 below: 
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         Figure 6: User Interface Design of the Proposed System 

        The user interface or main menu consists of the title of the application (Network Intrusion 

Detection System), View Log Categories, View Allowed IP Addresses, View Application 

Shutdown Log, Start/Stop, Select IP Addresses, NIDS Operations and the work space. The title 

of the application is Network Intrusion Detection System. The View Log Categories consist of 

the normal traffic log and attack log. All normal network traffics are stored on the traffic log and 

all attacks detected are stored on the attack log. The View Allowed IP is used to display the 

allowed internet protocol (IP) addresses in the network. The View Application Shutdown Log is 

used to display logout username, date and time of the logout attempt and successful or 

unsuccessful logout attempts. The start option is used to initiate the system. The Select IP 

Addresses option is used to select the required IP address or addresses. The NIDS operation 

option is used to choose NIDS operation to be performed at any point in time and to categorize 

the nature and type of network attacks, that is, there is an option to select the NIDS operation by 

Network Intrusion Detection System 

View Log Categories    View Allowed IP Address   View Application Shutdown Log 

 

 

 

 

 

 

 

 

 

 

Start Select IP Address NIDS Operations 

     Quit Application 

UNDER PEER REVIEW



15 

 

simply clicking on the look down triangle in the NIDS operation windows. The operations 

include monitoring packet broadcast from unauthorized internet protocol (IP) addresses, 

monitoring unusual packet size, monitoring unauthorized packet transmission and monitoring 

packet broadcast to unauthorized IP addresses. The Quit Application module contains the Self-

defensive mechanism and it is used to terminate or shutdown the system if the user is authorized 

to do so. The self-defensive mechanism, though not visible in the interface, but embedded in the 

Quit Application module  protect the entire network intrusion detection system developed in this 

study from subverting to network attacks, that is making the security system resistant to network 

attacks. The self-defensive mechanism actually act as an attack resistant mechanism, that is, the 

proposed network intrusion detection system and its detection techniques are designed to resist 

attacks that target their own resources, providing assurance that the monitoring capability is not 

easily disabled. 

 

14. RESULT AND DISCUSSION  

(i) The developed system is simple, scalable and flexible in operation, and does not only detect 

attacks but also identifies the type of attack, which enhances efficient analysis of future attacks 

and devoid of false alarm generation.  Figure 7 below shows a screen display of the attack log for 

monitoring packet broadcast from unauthorized internet protocol address. 

 

Figure 7: Attack Log for monitoring packet broadcast from unauthorized IP address 

(ii) The developed system is able to operate in real-time (function instantaneously) by promptly 

launching reaction mechanism once an intrusion is identified and this helps to minimize the 

effect of attack on the network. Figure 8 below depicts a screen shot of alert for monitoring 

unusual or excess packet size. 
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Figure 8: Alert for Monitoring Unusual Packet Size 

(iii) The inclusion of self-defensive mechanism using logout authorization in the developed 

system is the major significant feature of this study since existing intrusion detection systems 

lack such mechanism, that is, the developed system has a self-defensive mechanism which is 

resistant to any attack, as other security systems that can be exploited during an attack are unable 

to detect attacks efficiently and reliably. See figure 9 below for a screen shot of the logout 

authorization module, figure10 for a screen shot of alert for unauthorized shutdown and figure 11 

for a screen shot of shutdown log demonstrating functionality of the self-defensive mechanism of 

the developed system. 

 

Figure 9: Screen Shot of the Logout Authorization 

 

 

Figure 10: Screen Shot of Alert for Unauthorized Shutdown 
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Figure 11: Shutdown Log Demonstrating the Functionality of the Self-defensive  

                   Mechanism of the Developed System   

 

15. CONCLUSION 

          This study focused on the development of a model of a pragmatic secure intrusion 

detection system (IDS) for local area networks. In this study, the suitability of conditional 

random fields and layered framework for building secure, robust and efficient model of 

intrusion detection system for local area networks was examined. In particular, a pragmatic 

secure intrusion detection model for local area networks was developed and implemented which 

addresses the critical problems identified in section 2 that severely affect the large scale 

deployment of present intrusion detection systems in local area networks.  

 The study observed that layered framework can be used to build efficient and secure 

intrusion detection systems. In addition, the framework offers ease of scalability for detecting 

different variety of attacks as well as ease of customization by incorporating domain specific 

knowledge. The framework also identifies the type of attack, hence, specific intrusion response 

mechanism can be initiated which helps to minimize the impact of the attack. 

 The study also observed that conditional random fields are strong candidates for building 

secure and efficient network intrusion detection systems. Integrating the layered framework with 

the conditional random fields can be used to build secure, effective and efficient network 

intrusion detection systems. Using conditional random fields as intrusion detectors result in a 

moderate false alarms and thus, the attacks can be detected with very high level of accuracy.  

 Finally, the developed system has the advantage that the number of layers can be 

increased or decreased depending upon the environment in which the system is deployed and can 

also defend itself against attacks, giving flexibility and confidence to the network administrators 

and security professionals. 
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