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Abstract

BACK GROUND: Methodological ground for Bitcoin (BTC) as a vaidat of private
money base on investigation by F. von Hayek (Denatization of Money: An Analysis of
the Theory and Practice of Concurrent Currenclesndon Institute of Economic Affairs,
1976). Article takes a point of view on BTC as ad@im example of private money based on
IT - technology and principles of cryptocurrencyleange.

AIMS: Thisstudy’s primary purpose is to define BTC specifissa competitive alternative
currency and to establish it main trends and petss.

STUDY DESIGN: Analytical review

PLACE AND DURATION OF STUDY: CEMI Russian Academy of Sciences,
2013-2015.

METHODOLOGY': Methodology based on complex approach, which iresuetro-
spective analysis of historical events, predatimgemergence of BTC, formally logical look
on main problems for BTC user likely to encountarg a method of IT-leading expert evalu-
ations to forecast its main trends and perspectives

RESULTS: We have established a set of mathematical equstiioreflect a main source

of income for BTC-user; covered potential perspeestiof BTC (based on this set), in case of
different development scenarios (different typegmfernment regulations on BTC), which
includes low purchasing capacities during imposstiriction.

CONCLUSION: BTC is an important innovation in a financial exeba. Very fact of it
emergence reflects todays main modern trend towarfismation society". Exchange sys-
tems like BTC (improved, revised, upgraded) shaake it rightful place in everyday life.

KEYWORDS: alternative private money, e-currency, cryptocucye shadow economy,
emission, revenues from mining, mining costs, Bat@ r

GRANT SUPPORT: Russian Humanitarian Foundation, Projet5-32-01213 Bitcoin
as a new phenomen of the financial market.
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K.A. formalized main equations and performgdblem analysis of BTC development
trends.

. INTRODUCTION

BTC functioning aspects were widely discussed &arly last decade by scientific communi-
ty, alternative (and even sometimes mainstream)anadh different opinions presented.
Gavin Andresen, BTC upgrade and development coatalinis among a camp of supporters.
His work will take place under umbrella of MIT (US)volving leading experts in a field -
known cryptographer Ron Rivert, ex- main IMF ecoigirSimon Jones and others [1].
Other specialists in IT (Rick Falkvinge (Swedenyn@ron and Tyler Winklevoss (US)) ex-
pect high potential from BTC, considering this doqurrency to be one of a main modern
trends, yet to be fairly estimated by general mulaj3].

There is also a number of prominent financial etpepposing BTC like Alan Greenspan,
ex-chairman of US Federal Reserve System [4].

German Gref, former head of Russian Economicslaade department (now head at
Sberbank) considers BTC as an "interesting intesnak experiment to shift a paradigm of
currency emission”. His broad opinion is to study segulate system instead of putting re-
strictions[5].

There is a limited number of publications ndnghlighting BTC development problems.
First Russian-language book was printed in 2014 [6]

Tense discussion and lack of analytical reseanch subject, confirms topicality of study for
currency itself, theoretical preconditions for egerce and it development perspectives.

Bitcoin (BTC) — modern electronic currency, exchaagn financial markets since
2009. Due to its economic origins it is considegedariation of alternate private currency
and one of the crypto currencies presented.

Cryptocurrency — type of digital currency, whichission and accounting is based on
cryptographic methods (for example, proof of workthod for information protection and
asymmetric cryptography), system works decentrdlirea computer branched (so called
peering) network [7]. Principle of anonymity implented - all transactions are public, but
there is no link to particular user within the gyst(but his/her identity can be determined in
case of additional information presented).

Crypto currencies are alternate fiduciary (basedrost) money, emitted and used by
private institutional investors. In many countriesiission of private (alternate) money is
prohibited, in others it's legal, but strictly rémged. Thus, in US during so-called "Free Bank-
ing Era" (1837-1866), around 8000 of different lsrad private currency was issued; issuers
were particular states, cities, banks, shops, iddals, etc. Up to this day, private money in
US are officially legal, but subjected to tax edichme transaction is occurred and its nominal
value has to be more then 1 USD. In 2009 marketltefnative private money blossomed
due to world financial crisis.

Last year, due to markets' uncertainty and hightiity of some currencies, alterna-
tive private money looked more and more attractive.

Idea of alternative private currency was proposdth@st simultaneously and inde-
pendently from each other) in 1974 by B. Klein [8hd in 1975 - by Friedrich von Hayek

[9].

F. von Hayek, well known Austrian economist, in lhisok 'Denationalization of
money: An analysis of the Theory and Practice ohc@orent Currencies' criticized current
money system itself, and proposed fundamentally plan for achieving it's stability, based
on free competition of alternative private curresciLikewise, a competition between com-
mon goods increases it's qualities for consumedssart a low quality product out, free com-
petition between private currencies should havesdrae impact, leaving only those of the
most friendly to consumers. Decentralization ofrency supply would increase it's efficien-
cy, since federal monopoly on currency emissiowitably destroy it's value and extremely
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dangerous to society [9].

Von Hayek's ideas were supported by economidseNBrize winner Milton Friedman in
his article "Has Government Any Role in Money2'986) [10]. It was found out, that money
systems, which existed before central banks eraneme based on a principle of free compe-
tition, appeared to be effective enough.

Thus, the idea of alternative private currency &a®lid methodological base behind
and has a history of its implementation in rea.lif

II.BASE DEFINITIONSAND RELATIONS

Current variations of electronic private money emngpto currencies presented by dif-
ferent electronic money exchange and transacti@tesys: Bitcoin, PPCoin, Novacoin,
Namecaoin, Sifcoin, Litecoin, Quark and others.

Bitcoin is considered to be a most common, capidliand effective crypto currency,
with main exchange and transfer protocol well bmiltAll other crypto currencies are in one
way or other, some variations of Bitcoin, and usdlar algorithms.

Comparative analysis for some examples of cryptweogies is presented in table
1,which reflects a currently dominating positionBifcoin.

Tablel
Comparative analysis of different crypto currengies 12, 13]
Curren Year Market o
Y | Ticker of Inventor Site * Hash ™ Note
name cap.
emerge
First and mos
o Satoshi o 3.8 bin. popular
Bitcoin BTC 2009 Nakamoto bitcoin.org usp™ SHA-256 cryptocurrency;
proof of work
. . . . 133 min.
Litecoin LTC 2011 Coblee litecoin.org USD Scrypt Proof of work
4.6 min Created resistal
Namecoin | NMC 2011 Vinced dot-bit.org .USD " | SHA-256 | for internet censor-
ship;
Has no limit for
Sunn 8 min overall emission,
PPCoin PPC 2012 inny ppcoin.org ' SHA-256 | hybrid mechanism
King USsD
proof of work /
proof of stake
Takes 30 seconds
Blake, )
Bmw to confirm a trans-
Max 0.47 min. ! action; hybrid
@faik QIR 2013 Guevara ark.cc usb - mechanism proof
Keccak,
: of work / proof of
Skein
stake

*) Market capitalization at 18 October, 2015

**) hash (hash — code, message digest) — resultashing operation — compressing a databases vitetpre
mined algorithm; used for control of transfer, agge, and search of data; widely used for infornmaéncryp-
tion;

***) market capitalization of Bitcoin is compara#vo a volume of relatively small country (for exale Belo-
russia).

From this point of view, Bitcoin is example for dfuof basic principles and patterns
of crypto currency as a broad sense idea.

Bitcoin created in 2009 by Japanese programmebpg8aNakamoto), or by a group
of people under this nickname. Now, Gavin Andresamsponsible for development and co-
ordination of BTC system.

Many analysts claim BTC to be an ideal currencydlactronic transactions due to
following factors:

1) Transaction speed (operation is confirmed almasaintly);
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2) It's cost (currently, transaction fee is 0.0005 BoCsmall volume);
3) Exact cryptographic identification of each trangacfor particular address, (avail-
able to everyone and undeniable);

4) Liquidity and exchangeability.

Exchange and conversion of BTC into rubles, dallatso and other currencies (also
— electronic) takes place in different electroniclenge sites (for example, BTC-e.com,
metabank.ru, Bitfinex, BitStamp, BTC China) andesikninutes to execute [12].

Emission of BTC is decentralized (performed by ss#rthe system themselves) and
limited by time and volume. Expected amount of e&esBTC presents on picture 1 in dynam-
ics of (2009—-2033) [7, 13].

A

BTC
amount; === -
A =21 min,

& @
2009 2020 2030

Years

Figure 1.Chart of mathematical dependence: expected amdus¥ied BTC.

Chart reflects dependency of exponential type, agiimptote in poinrdA, equals 21

million BTC, which marks systems emission limit.aphically, function looks like:
Q(BTC) = AlL-exp™®], @

Where:
A = 21 million BTC, t— timeframe,a— function parameter which defines its growth accel
eration.

According to displayed chart, curve would reachsymptote point in years of 2030—
2033, which would be an end of BTC emission.

User’s production stimulated by an opportunity edvard in a form of newly issued
BTC (for a data processing operation), later thés walled a 'data mining' (like mining of
raw minerals). Emission conducts in a random way iandependent on creation of the in-
formation blocks created by overall user’s transast

There is a regulation on a speed of block creattda.planned that all network would
spend approximately 10 minutes on each block tatereand on 2016 blocks — about two
weeks. Each 2016 blocks a correction takes platdlecks were created faster then in two
weeks, speed is reduced and vice a versa, in todeaintain a constant speed of block gen-
eration, independently of overall network capacity.

Random emission event is occurred each time tréinsategitimacy is confirmed
Any transaction is not considered legitimate (coméd), until corresponding data would be
structured, accordingly, into a blocks. Those fapecific links then, which can form differ-
ent branches. It has been established that eanhhhs equally legitimate until one becomes
longer; when branches are equal in length, thevdnieh has it last block created earlier, is
confirmed legitimate. Transactions went into lemsger link loose its value along with an
opportunity of reward.
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Probability of this event is likely to decline ask grows its length. Thus, mining in-
come ofi -indexed user based on (figure 2):

1) math expectation of reward for creation of blocks;

2) commission value, which is reflected by following:

D" = §° (t) [P+ K, 2
Where:
DiM — Income from mining;
SIc (t) — Discrete (stepwise) reward functions by a fabt&; which determines the amount
of compensation by-indexed user, as decreasing geometric progredsipandent on time;
K; — Discrete function reflecting commission valueadingly to step of probability of
mining reward fori -indexed user; & P < 1;
P — Discrete (stepwise) function, reflecting rewaedue of i -indexed user, as a declining
geometric progression, dependent on time;

T . ..
S’ - Transaction value fdr-indexed user.

> MO = S°(t) 0P,

Mining in-
come

0,ifS'>4BTC
Ki=1 0,0005 BTC, iST <4BTC

Figure 2. Income fori -indexed user in BTC network.

Probability of rewardP, during 10-minute timeframe (approximate time foblack
creation during an established network performadeéhed by equation:
I\/Ii

R = 3)
M overall

Where:
M, —Calculating capacity df-indexed user;

M o — Capacity of whole system.
During the timeM ., usually grows significantly faster theMl, , therefore proba-
bility P becomes less. Reward value declines also (figure 3)
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Figure 3. Discrete (stepwise) function: reward value.

Function S° (t) defined on a timeframes set by poiiligst;,t,..., during which a set
of 270000 information blocks created each (whidtesaapproximately four year in average).
First cut on a value of emission (poifj) occurred at 28 November, 2012, less then in 4
years [7].

Therefore;

Sotg < j<ty +1
s°(i) = . ()

ST(i-Yt +j-1<j<ty+1

Where:

t, = O — First time interval;

] — Correction number for emission reward:;

g — Correction coefficientq] = 0,5< 1;

Sy — First time reward §, = 50 BTC);

t [O,T] — Interval time of the system.

According to formula (4) emission reward value ded geometrically:
S°¢ (t) - 0 whilet - o, and after emission ends, mining incof' would consist on-

ly of commission.
Already this time it takes significant calculatingpacities and expenses for electrici-
ty. Thus, net income from mining should be corrddby taking into account occurred ex-

penseg;:
ISiM =D/"-2Z, (5)
Where:Z; — expenses, growing along with network expansatrthe beginning, first time

frames were not enough significant to take intamaaot.

Since it became much harder for users to genelat&s(amount of calculating pow-
er required to create one block in 2013 becameahaliilion times higher, then when system
had only started to work), users started to joktaited mining pools to combine their effort
and increase a probability of emission reward caatpaely to solo mining.
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Rules of emission provided privilege for mining pérs: in relatively simple and ef-
fective conditions (each 10 minutes — 1 block a3 C out of thin air), they managed to
mine significant amounts.

Thus, experts estimated more then 1 million BTGatoshi Nakamoto virtual wallet,
an equivalent of several hundred millions of dallét April, 2014) [14].Later period pre-
sumes a change in user’s activities, from miningnt@stment, (figure 4) and online shop-
ping. Speculative income is dependent on BTC rateckst and development of crypto cur-

rencies in general.
4[ Overall income }

/

Mining . Speculat_lve- Alternativein-
investment income

come from pur-
/ \ chases goods for
BTC

Emissonre- Commission
ward charge

Figure 4. Income of BTC network user.

overall

Overall income for BTC user} ) is defined as a summation of 1) mining revenue

pM , 2) speculative — investment proﬁtim’, based on exchange rate difference, 3) indirect
incomeD” as a cheaper value of goods purchased for BTC.

I:)overall = ISM + I:)inv + DA - (6)

Indirect incomeDi"V is in strongly influenced by BTC infrastructure (MTmachines, shops,
goods available online) Thus, user efficiency iBrél by BTC rate forecast and general de-
velopment perspectives.

1. ESTIMATION OF PERSPECTIVES: AVALIABLE SCEENES

Forecasts are mainly contradictive. Some expemeexfurther growth of BTC rate
and decline of its volatility, presenting such argunts as limited emission and demand
growth. Optimists evaluate future BTC rate as 40 08e and higher; comparing BTC net-
work to Internet, they speculate that in year 3% was absurd to imagine some domain
names to cost 10 millions of dollars, nevertheigss price after 20 years [3,16].

Others expect BTC rate to decline 100 times oviger avhich it is supposed to blow
like another financial bubble [17].

Such a variety of opinions is due to volatility @frrent BTC market, which reflects
instability of any emerging and rapidly expandiygtem. So, during a relatively short period
of time, BTC rate grew with incredibly high spedtbm 0,3 cents (25.04.2010) till 1000
USD (28.11.2013), so average growth estimated 8%7per month, in 2014 it remained in
range of 400-500 USD (table 2).

Table 2
Main tipping points in BTC dynamics [7]
Date BTC Event
exchangerate
25.04.2010 0,3 cent System start




263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297

10.02.2011 1UsSD BTC equal to USD
30.05.2011 8,89 USD Growth after Forbes «Crypta€hay» article
09.06.2011 29,57 USD Growth after article aboutengtbund resource «Silk Road»
19.06.2011 5USD Decline after a news about MT. &mhange
28.11.2012 20 USD First cut down of emission (Z&8in
22.02.2013 30 USD New historic high
01.04.2013 100 USD Period of fast growth (end difr&ary-March)
10.04.2013 266 USD Period of extra fast growth
16.11.2013 900 USD Different rate at different extuljes
28.11.2013 1100 USD maximum for period
05.12.2013 500 USD CPlzJarr:;cnfales after China's central bank's ban on @¥€ations
2014-2015 400-500 USD Period of relative stabilization
200-300 USD

Crypto currency (BTC in particular), has its sugpos and oppositions relatively to
its role and place in financial system in general.

In case of favorable scenario for development @nadtical implications, it can seri-
ously affect both financial markets and social iifeggeneral. Taking into account rapid capi-
talization growth in crypto currencies markets aeltively low growth of world's financial
markets, after some time crypto currencies seetorotaim a significant part.

It is necessary to notice, that supporters of th@ey system consider it a major
breakthrough in computer science, same way as Witk Web in 1993 and personal com-
puters in 1975. Marc Andreessen (well known asggplayer of IT-market) invested into his
BTC startup venture over 50 million USD [18, 19].

They also point out sophisticated protocol and & logic, utilized in a system.
Dan Kaminsky, known cyber security specialist, esskd that he tried to hack into network
in 2011, but failed to find any weak point [20].

Crypto currencies skeptics doubt its benefits dmancial instrument and perspec-
tives for long-term existence [17]. Three majoruangnts re pointed out:

1. Network has a conflict of interests with a stateasnstitution: state loses its con-
trol over financial streams, which means it loses/@r over economic situation in general.
Therefore, sate would naturally reject out-of-cohtilternative currency exchange network
between individuals. Of course, direct restrictismot possible, as it is not possible to re-
strict individuals to communicate with each otheemointernet. Alex Fork, an author of
popular book "BTC — more than just money", claifmattgovernment is not able to control
BTC fully. By law, electronic currencies can betrieted, but there are no means of practical
control [21]. Nevertheless, government has masadrainistrative leverage into crypto cur-
rencies' functioning process. Like restriction xelgange into national currency (China did it
in 2013), or into major currencies, discrediting tldea of international alternative currency
itself. If such a sanctions would imply by biggesuntries cooperatively, BTC would turn
into a kind of penny stock. This scenario is quitessible, as more and more governments
gradually introduce such a restrictions.

2. Network is also in a relative conflict with socigtygeneral. It is hard to say what
was on Satoshi Nakamoto mind when he presentesiybism with a principle of anonymity.
Maybe, it was “golden rule” of business: big mom®es not like any public exposure. May-
be, he wanted to make BTC attractive for most ydes businessmen, entrepreneurs, which
are into legitimate business, but would prefer geciwas a protection from possible competi-
tors. But his privacy model (figure 5) has openedide area of opportunity for so-called

8
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“shady business”. One of famous examples - inteshep “Silk Road”, which traded various
types of drugs, pornography, etc. for BTC. It whstsdown in October of 2013 by FBI with

a turnover of 30000 BTC or approximately 25 millioksD. Other Example — in same au-
tumn of 2013, assassination market, dedicatedisongaBTC for funding political and social

assassinations was uncovered in Tor network [22],All those facts discredit the network
itself and provide an excuse for control and resomns.

Chain of possible loss of
confidentiality

Individual / Associates and ;s

(client) —>»| Transaction —>» COntr actors —> Publicity
a)

Individual

(client) > Transaction —» Publicity

b)

Figureb. Comparison of confidentiality models: a) tradiadb) in BTC system.

3. Cryptocurrency and BTC delivers significant econori@mage first of all — to fi-
nancial sector and national currencies, as a sedompetitor; reduces income from emission
and transactions. Many experts point at undisplitddbetween BTC and flow of capital
abroad, due to its cryptographic qualities, BT@ isseful system for covert capital displace-
ment. And this leads to decrease of investmenvities, reduced tax income, utilization of
illegitimate financial schemes, etc.

4. In methodological view, BTC (which is considerediastrument of exchange) is
criticized by many experts. Former head of Fedeederve System, Alan Greenspan, during
his interview to Bloomberg news agency said: “Cacseshould have its own value. And it
takes a lot of imagination to realize that BTC hag on its own. | really could not” [4]. But
BTC supporters answer was: “Maybe he can tell thdat is the real value of US dollar on
its own?” — pointing that trust was always a realue of all currencies, which is a principle
of all fiduciary money.

1V. CONCLUSIONS

Regardless on which scenario would take placeturdy whether BTC network con-
tinues or cease to exist, its role and impact amesp and financial sector should not be un-
derestimated. The very fact of its existence dunmoglern times is not by a random chance.

Financial sector and stock markets has reflectungjities and one way or other dis-
plays most important events in society [23]. Onehaf most significant world’s trends is a
change into information society and economics afvdedge [24]. If IT-technologies and
calculating computer power considered among ofntlost important ways of applying cur-
rent knowledge and intellect, then, methodologizde for BTC totally aligned to this trend.
Appearance of this cryptocurrency is a reactiofir@ncial markets on innovations that take
place in a society, according to which; bearerknaiwledge have an advantage over others.
Very same thing happens within BTC, when incomenfrmining is likely to be shared be-

9
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tween users with most calculating powers. Andrid by a chance, that in US (one of the
most advanced countries on it's way to informasoniety), there is no direct restrictions for
BTC,; instead, there is a motion towards its legicta

That shows that in future, systems of that kindseloaon a conception of knowledge
(if not BTC, then some of its analogues), and wdale its rightful place in a society.
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