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Abstract. In the article describes the history of the emergence of private money; the 5 
principal laws governing the functioning Bitcoin and relationships characterize them. For-6 
mulated prospects of Bitcoin as alternative of private money and identify the reasons for op-7 
posing the production of their legal status in Russia and other countries. 8 
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Introduction. Bitcoin (BTC) – modern electronic currency, exchanged on financial 13 
markets since 2009. Due to its economic origins it is considered a variation of alternate pri-14 
vate currency and one of the crypto currencies presented. 15 

Cryptocurrency – type of digital currency, which emission and accounting is based on 16 
cryptographic methods (for example, proof of work method for information protection and 17 
asymmetric cryptography), and system works decentralized in a computer branched (so 18 
called peering) network [1]. Principle of anonymous is used in crypto currencies - all transac-19 
tions are public, but there is no link to particular user within the system (but his/her identity 20 
can be found out in case of additional information presented). 21 

Modern times, crypto currencies are considered alternate fiduciary (based on trust) 22 
money, emitted and used by private institutional investors. In many countries emission of 23 
private (alternate) money is prohibited, in others it's legal, but strictly regulated. Thus, in US 24 
during so-called "Free Banking Era" (1837–1866) was issued around 8000 of different kinds 25 
of private currency; issuers were particular states, cities, banks, shops, individuals, etc. And 26 
up to this day, private money in US are officially legal, but subjected to tax each time trans-27 
action is occurred and its nominal value has to be more then 1 USD. In 2009 market of alter-28 
native private money blossomed due to world financial crisis. 29 

In a last year due to markets' uncertainty and high volatility of some currencies, alter-30 
native private money looked more and more attractive. 31 

Idea of alternative private currency was proposed almost simultaneously and indepen-32 
dently from each other in 1974 by B. Klein, and in 1975 - by Friedrich fon Hayek [3]. 33 

F. fon Hayek, well known Austrian economist, in his book 'Private money' criticized 34 
current money system itself,  and proposed fundamentally new plan for achieving it's stabili-35 
ty, based on free competition of alternative private currencies. Likewise, a competition be-36 
tween common goods increases it's qualities for consumers and sort a low quality product 37 
out, free competition between private currencies should have the same impact, leaving only 38 
those of the most friendly to consumers. Decentralization of currency supply would increase 39 
it's efficiency, since federal monopoly on currency emission inevitably destroy it's value and 40 
extremely dangerous to society [3]. 41 

Fon Hayek's ideas were supported by economy Nobel Prize winner Milton Friedman, 42 
in 1986 article "Has Government Any Role in Money" [4]. It was found out, that money sys-43 
tems, which existed before central banks era and were based on a principle of free competi-44 
tion, appeared to be effective enough. 45 

Thus, the idea of alternative private currency has a solid methodological base behind 46 
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and has a history of its implementation in real life. Current variations of electronic private 47 
money are crypto currencies presented by different electronic money exchange and transac-48 
tion systems: Bitcoin, PPCoin, Novacoin, Namecoin, Sifcoin, Litecoin, Quark and others. 49 

Bitcoin is considered to be a most common, capitalized and effective crypto currency, 50 
with main exchange and transfer protocol well built in. All other crypto currencies are in one 51 
way or other, some variations of Bitcoin, and use similar algorithms. 52 

Methods.Comparative analysis for some examples of crypto currencies is presented 53 
in table 1, which reflects a currently dominating position of Bitcoin. 54 

Table 1 55 
Comparative analysis of different crypto currencies [5, 6] 56 

Currency 

name 
Ticker 

Year 

of 

emerge 

Inventor Site 
Market 

cap. 
Hash

 *)
 Note 

Bitcoin BTC 2009 
Satoshi 

Nakamoto 
bitcoin.org 

7 bln. 
USD**) 

SHA-256 

First and most 
popular cryptocur-

rency; proof of 
work 

Litecoin LTC 2011 Coblee litecoin.org 
350 mln. 

USD 
Scrypt Proof of work 

Namecoin NMC 2011 Vinced dot-bit.org 
27 mln. 

USD 
SHA-256 

Created resistant 
for internet censor-

ship; 

PPCoin PPC 2012 
Sunny 
King 

ppcoin.org 
72 mln. 

USD 
SHA-256 

Has no limit for 
overall emission, 

hybrid mechanism  
proof of work / 
proof of stake 

Quark QRK 2013 
Max 

Guevara 
qrk.cc 

12 mln. 
USD 

Blake, 
Bmw, 

JH,  
Keccak, 
Skein 

Takes 30 seconds 
to confirm a trans-
action; hybrid me-
chanism proof of 
work / proof of 

stake 

*)  hash (hash – code, message digest) – result of hashing operation – compressing a databases via predeter-57 
mined algorithm; used for control of transfer, storage, and search of data; widely used for information encryp-58 
tion; 59 
**) market capitalization of Bitcoin is comparative to a volume of relatively small country (for example, Belo-60 
russia). 61 
 62 

From this point of view, Bitcoin can be examined for basic principles and patterns of 63 
crypto currency as a broad sense idea. 64 

Bitcoin was created in 2009 by japans programmer (Satoshi Nakamoto), or by a group 65 
of people under this nickname. Now, Gavin Andersen is responsible for development and 66 
coordination of BTC system. 67 

Many analysts claim BTC to be an ideal currency for electronic transactions due to 68 
following factors: 69 

1) Transaction speed (operation is confirmed almost instantly); 70 
2) It's cost (currently, transaction fee is 0.0005 BTC for small volume); 71 
3) Exact cryptographically identification of each transaction for particular address, 72 

(available to everyone and undeniable); 73 
4) Liquidity and convertionability. 74 
Exchange and reconvention of BTC into rubles, dollars, euro and other currencies (al-75 

so – electronic) takes place in different electronic exchange sites (for example, BTC-e.com, 76 
metabank.ru, Bitfinex, BitStamp, BTC China) and takes minutes to execute [6]. 77 
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Emission of BTC is totally decentralized (performed by users of the system them-78 
selves) and limited by time and volume. Expected amount of issued BTC is presented on pic-79 
ture 1 in dynamics of (2009–2033) [1, 7]. 80 

 81 
Picture 1. Expected amount of issued BTC. 82 

  83 
Chart 1 reflects dependency of exponential type, with asymptote in point A , equals 84 

21 billion BTC, which marks systems emission limit. Graphically, function looks like: 85 

( ) [ ]at
BTC

−
−= expAQ 1  ,                                                 (1) 86 

Where:  87 

A  = 21 billion BTC, t  – timeframe, a  – function parameter which defines its growth accele-88 
ration. 89 

Result .Accordingly to displayed chart, it is suggested that curve would reach it 90 
asymptote point in years of 2030–2033, which would be an end of BTC emission. 91 

User’s production is stimulated by an opportunity of reward in a form of newly issued 92 
BTC (for a data processing operation), later this was called a 'data mining' (like mining of 93 
raw minerals). Emission is conducted in a random way and is dependent on creation of the 94 
information blocks created by overall user’s transactions. 95 

Speed of block creation is regulated. It is planned that all network would spend ap-96 
proximately 10 minutes on each block to create, and on 2016 blocks – about two weeks. Each 97 
2016 blocks a correction is performed – if blocks were created faster then in two weeks, 98 
speed is reduced and vice a versa. It is done in order to maintain a constant speed of block 99 
generation, independently of overall network capacity. 100 

Random emission event is occurred each time transaction legitimacy is confirmed. 101 
Any transaction is not considered legitimate (confirmed), until corresponding data would be 102 
structured, accordingly, into a blocks. Those form specific links then, which can form differ-103 
ent branches. It has been established that each branch is equally legitimate until one becomes 104 
longer; when branches are equaling length, the one which had its last block created earlier is 105 
confirmed legitimate. Transactions went into less longer link loose its value along with an 106 
opportunity of reward. 107 

Probability of this event is likely to decline as link grows its length. Thus, mining in-108 

come of i -indexed user is based on (pic. 2):  109 
1) math expectation of reward for creation of blocks;   110 
2) commission value, which is reflected by following: 111 

 112 

2030 
Years 

2020 2009 

BTC  
amount: 

A = 21 mln. 
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( ) ii

C

i

M

i t KPSD +⋅= ,                                                   (2) 113 

where:     114 
M

iD  – Income from mining; 115 

( )tC

iS  – Discrete (stepwise) reward functions by a factor 0,5, which determines the amount 116 

of compensation by i -indexed user, as decreasing geometric progression dependent on time; 117 

iK  – Discrete function reflecting commission value accordingly to step of probability of 118 

mining reward for i -indexed user; 0 ≤ P  ≤ 1; 119 

iP  – Discrete (stepwise) function, reflecting reward value of i -indexed user, as a declining 120 

geometric progression, dependent on time; 121 
T
iS – Transaction value for i -indexed user. 122 

 123 
Picture 2. Income for i -indexed user in BTC network. 124 

 125 

Probability of reward iP  during 10 minute timeframe (approximate time for a block 126 

creation during an established network performance) is defined by equation:   127 

overall

i

i
M

M
P = ,                                                          (3) 128 

where: 129 

iM  – Calculating capacity of i -indexed user;  130 

overallM  – Capacity of whole system. 131 

During the time overallM  usually grows significantly faster then iM , therefore proba-132 

bility iP  becomes less. Reward value declines also (pic. 3). 133 

Mining in-

come 

( ) i

C

i t PSMO ⋅=  

 

=iK             
0, if T

iS  > 4BTC 

0,0005 BTC, if T

iS  ≤ 4 BTC           
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 134 
Picture 3. Reward value. 135 

 136 

Function ( )t
C

iS  is defined on a timeframes set by points ...,,t,tt 210  during which a 137 

set of 270000 information blocks created each (which takes approximately four year in aver-138 

age). First cut on a value of emission (point 1t ) occurred at 28 November, 2012, less then in 4 139 

years. 140 
Therefore: 141 

                                        00 ,tS  ≤ j  < 10 +t  142 

( ) =j
C

iS                                                                     ,                             (4) 143 

                                                    ( ) 11 0 −+⋅− jq,tjC

iS  ≤ j  ≤ 10 +t  144 

Where:  145 

00 =t  – First time period; 146 

j  – Correction number for emission reward; 147 

q  – Correction coefficient; 50,q = < 1; 148 

0S  – First time reward ( =0S  50 BTC); 149 

[ ]T,t 0∈  – Time gradient of the system. 150 

Accordingly to formula (4) emission reward value declines geometrically: 151 

( ) 0→t
C

iS  while ∞→t , and after emission ends, mining income 
M

iD  would consist only 152 

of commission. 153 
Already this time it takes significant calculating capacities and expenses for electrici-154 

ty. Thus, net income from mining should be corrected by taking into account occurred ex-155 

penses iZ :               156 

i

M

i

M

i ZDD
~

−= ,                                                       (5) 157 

Where: iZ  – expenses, growing along with network expansion, at a first time frame were not 158 

significant to take into account. 159 
Since it became much harder for users to generate blocks (amount of calculating pow-160 

er required to create one block in 2013 became half a million times higher, then when system 161 
had only started to work), users start to join so-called mining pools to combine their effort 162 

( )t
C

iS  

500 =S  

251 =S  

5123 ,=S  

2564 ,=S  

T  0t
1t  2t  3t  4t  
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and increase a probability of emission reward comparatively to solo mining. 163 
Rules of emission provided privilege for mining pioneers: in relatively simple and ef-164 

fective conditions (each 10 minutes – 1 block and 50 BTC out of thin air), they managed to 165 
mine significant amounts. 166 

Thus, experts estimated more then 1 million BTC in Satoshi Nakamoto virtual wallet, 167 
an equivalent of several hundred millions of dollars in 04.2014 [8]. Later period presumes a 168 
change in user’s activities, from mining to investment, (pic. 4) and online shopping. Specula-169 
tive income is dependent on BTC rate forecast and development of crypto currencies in gen-170 
eral. 171 

 172 
Picture 4. Income of BTC network user. 173 

 174 
Forecasts are mainly contradictive. Some experts expect further growth of BTC rate 175 

and decline of its volatility, presenting such arguments as limited emission and demand 176 
growth. Optimists evaluate future BTC rate as 40 000 use and higher; comparing BTC net-177 
work to Internet, they speculate that in year of 1993 it was absurd to imagine some domain 178 
names to cost 10 millions of dollars, nevertheless it's a price after 20 years [9, 10]. 179 

Others expect BTC rate to decline 100 times over, after which it is supposed to blow 180 
like another financial bubble [11]. 181 

Such a variety of opinions is due to volatility of current BTC market, which reflects 182 
instability of any emerging and rapidly expanding system. So, during a relatively short period 183 
of time, BTC rate grew with incredibly high speed: from 0,3 cents (25.04.2010) till 1000 184 
USD (28.11.2013), so average growth estimated as 725%  per month, in 2014 it remained in 185 
range of 400-500 USD (table 2). 186 

Table 2 187 
Main tipping points in BTC dynamics [1] 188 

Date 
BTC  

exchange rate 
Event 

25.04.2010 0,3 cent System start 

10.02.2011 1 USD BTC equal to USD 

30.05.2011 8,89 USD Growth after Forbes «Crypto Currency» article  

09.06.2011 29,57 USD Growth after article about underground resource «Silk Road» 

19.06.2011 5 USD Decline after a news about MT Gox exchange 

28.11.2012 20 USD First cut down of emission (2 times) 

22.02.2013 30 USD New historic high 

01.04.2013 100 USD Period of fast growth (end of February-March) 

Alternative in-

come from pur-

chases goods for 

BTC 

Speculative-

investment income 
Mining 

Emission re-

ward 

Overall income 

Commission 

charge 
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10.04.2013 266 USD Period of extra fast growth 

16.11.2013 900 USD Different rate at different exchanges 

28.11.2013 1100 USD maximum for period 

05.12.2013 500 USD 
Panic sales after China's central bank's ban on BTC operations 
current 

2014–2015 
400-500 USD 

Period of relative stabilization 
200-300 USD 

 189 
Crypto currency (BTC in particular), has its supporters and oppositions relatively its 190 

role and place in financial system in general. 191 
German Gref views crypto currency as a very interesting experiment, shifting a para-192 

digm of currency emission. It should definitely remain legal, has to be studied and, probably, 193 
regulated in a right way [13]. In case of favorable scenario for development and practical im-194 
plications, it can seriously affect both financial markets and social life in general. Taking into 195 
account rapid capitalization growth in crypto currencies markets and relatively low growth of 196 
world's financial markets, after some time crypto currencies sector can claim a significant 197 
part. 198 

Conclusion.As for BTC system in particular, its supporters consider it a major break-199 
through in computer science, same way as world wide web in 1993 and personal computers 200 
in 1975 [14, 15]. They point also high level protocol and flawless logic utilized in the system. 201 
Dan Kaminsky, known cyber security specialist, confessed that he tried to hack into network 202 
in 2011, but failed to find any weak point [16]. 203 

Crypto currencies skeptics doubt its benefits as a financial instrument and perspec-204 
tives for long term existence [17]. Three major arguments re pointed out: 205 

1. Network has a conflict of interests with a state as an institution management:  state 206 
loses its control over financial streams, which means it loses power over economical situation 207 
in general. Therefore, sate would naturally reject out-of-control alternative currency ex-208 
change network between individuals. Of course, direct restriction is not possible, as it is not 209 
possible to restrict individuals to communicate with each other over internet. Alex Fork, an 210 
author of popular book "BTC – more then just money", claims that government not able to 211 
fully control BTC. By law, electronic currencies can be banned, but there is no means to 212 
practically control it [18]. Nevertheless, government has massive leverage in crypto curren-213 
cies' functioning process. Like restriction to exchange into national currency (China did it in 214 
2013), or into major currencies, discrediting the idea of international alternative currency it-215 
self. If such a sanctions would be implied by biggest economies cooperatively, BTC would 216 
turn into a kind of penny stock. And this scenario is quite possible as more and more coun-217 
tries gradually introduce such a restrictions. 218 

2. Network is also in a relative conflict with society in general. It is hard to say what 219 
was on Satoshi Nakamoto mind when he presented his network with a principle of anonymi-220 
ty. Maybe, it was “golden rule” of business: big money does not like any public exposure. 221 
Maybe, he wanted to make BTC attractive for most users, including businessmen, entrepre-222 
neurs, which are into legitimate business, but would prefer privacy as a protection from poss-223 
ible competitors. But his privacy model (pic. 5) has opened a wide area of opportunity for so-224 
called “shady business”. One of famous examples - internet-shop “Silk Road”, which traded 225 
various types of drugs, pornography, etc. for BTC. It was shut down in October of 2013 by 226 
FBI with a turnover of 30000 BTC or approximately 25 million USD. Other Example – in 227 
same autumn of 2013, assassination market was found in Tor network, which was dedicated 228 
to raising BTC for funding political and social assassinations [19], etc. All those facts discre-229 
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dit the network itself and provide an excuse for control and restrictions. 230 

 231 
Picture 5. Comparison of confidentiality models: a) traditional; b) in BTC system. 232 

 233 
3. Cryptocurrency and BTC delivers significant economic damage first of all – to fi-234 

nancial sector and national currencies, as a serious competitor; reduces income from emission 235 
and transactions. Many experts point at undisputed link between BTC and flow of capital 236 
abroad, because due to its cryptographic qualities, BTC is a useful system for covert capital 237 
displacement. And this leads to decrease of investment activities, reduced tax income, utiliza-238 
tion of illegitimate financial schemes, etc. 239 

4. In methodological view, BTC as an instrument of exchange is criticized by many 240 
experts. Former head of Federal Reserve System, Alan Greenspan, during his interview to 241 
Bloomberg news agency said: “Currency should have its own value. And it takes a lot of im-242 
agination to realize that BTC has any on its own. I really could not” [20]. And BTC suppor-243 
ters answer was: “Maybe he can tell then, what is the real value of US dollar on its own?” – 244 
pointing that trust was always a real value of all currencies, which is a principle of all fidu-245 
ciary money. 246 

Regardless on which scenario would take place in future, whether BTC network con-247 
tinues or cease to exist, its role and impact on society and financial sector can not be underes-248 
timated. The very fact of its existence modern times is not by a random chance. 249 

Financial sector and stock markets has reflecting qualities and one way or other dis-250 
play most important events for society [11]. One of the most significant world’s trends is a 251 
change into information society and economics of knowledge [12]. If IT-technologies and 252 
calculating computer power can be considered one of the most important way of applying 253 
current knowledge and intellect, then, methodological base for BTC is totally aligned to this 254 
trend. And appearance of this cryptocurrency is a reaction of financial markets on innova-255 
tions that take place in a society, according to which; holders of knowledge have an advan-256 
tage over others. Very same thing happens within BTC, when income from mining is likely 257 
to be shared between users with most calculating powers. And it’s not by a chance, that in US 258 
(one of the most advanced countries on it’s way to information society), there is no direct re-259 
strictions for BTC; instead, there is a motion towards its legislation. 260 

That shows that in future, systems of that kind, based on a conception of knowledge 261 
(if not BTC, then some of its analogues), and would take its rightful place in a society. 262 
 263 

Publicity 
Individual 

(client) 

Associates and 

counteragents 
Transaction 

Chain of possible loss of 

confidentiality 

a) 

Individual 

(client) Transaction Publicity 

b) 
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