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I mplications on Privacy and Forensics on Current Browsers

ABSTRACT: To date, the evolution of Web-related technologias been mainly driven by the user’s quest for &aster and
more intuitive World Wide Web (WWW). One of the meoscent stages of this evolution is built aroumel idea that the user
experience can be further improved by enablingotiovser to predict and preload Web resources theisisnost likely to seek.
While this concept of ‘pre-browsing’ is beneficfedm the point of view of speed and performanddelthought has been put
into understanding and analyzing its potential iogilons on ‘other’ metrics — including user refiga and privacy.

In this paper, we first provide a comprehensiveraesv of the main pre-browsing mechanisms as implatied in/by today’s
browsers. Subsequently, we outline a few hypothktiget very real) scenarios in which these medrasiend up turning the
browser into a dangerous tool that acts againsteity own user. The ultimate goal of our work isntake the wider Internet
community critically rethink the way pre-browsingohanisms are implemented and used in today’'s WWW.

CCS Concepts: Information systems — World Wide Web— Social recommendationSecurity and privacy = Systems
security— Browser security. Applied computing = Computer forensics — Evidence collection, storage and analysis

Keywords: Pre-browsing; unsolicited Web requests; user pyivaser reputation; user forensics; HTML5; Chrome

1 Introduction

Only three decades into its existence, the WorldlaWiveb (WWW) has become an essential and ubiquitous
commodity of the modern age — alongside piped waater electricity. Nowadays, services and businessdo not
have an online presence are considered to be faiuoh’ with the mainstream society and are alngastain to
struggle and/or fail [1]. Similarly, individuals thiout access to the WWW are at a serious disadgarnitaalmost
every aspect of life that spans from learning, IngKor jobs, shopping, to socializing.

With the ever growing importance and prevalencé\d¥W, we are becoming increasing reliant on the aise
performance of Web browsers — software applicatitias allow users to access, traverse and rettieeNV\WW
resources. And, while in the past Web browsers vaér®st exclusively built for and used on desktod &aptop
computers, any device capable of connecting tolriternet (including mobile phones, smart watchesanable
tracking devices) are likely to host one or mué#tipl/eb browsers. In fact, the modern-day dilemmaoisso much
whether a Web browser should be available on anriat-enabled device (regardless of it size andhibify), but
what can be done to make the performance of tloatder faster and more user friendly.

Users’ quest for ever faster and more intuitive WWiés been the driving force behind the evolution\eb-
browser technology as well as numerous Web-relptetbcols. One of the most recent stages in thiduten is
driven by the idea that a user's WWW experience foather be improved by predicting and/or prelogdiveb
resources that are most likely to be sought by plaaticular user. To make this objective attainatiie following
three mechanism/technologies have been introdueedtie past several years:

a) Instant search (also known aswuto-complete, auto-suggest or type-ahead search) is a feature presently supported
by many Internet Search Engines (ISE), the mosilietone being Google.com. With this feature, tlsenent the
user starts typing in the ISE’s search box, thetiikely search terms are suggested to the usdelnt respective
results appear in the ISE’s main window. And, &suker continues typing in (i.e., keeps refining sbarch terms),
the results get dynamically updated. The predisfiguggestions displayed by this features are ginéarduenced
by a number of different factors, including: theetis previous searches, the user’s current geogrdpbation,
recent searches done by other people, etc. [2](AB]illustration of instant search for ‘hotel®mducted in Google
ISE by a user located in Toronto is provided inufggl.) According to Danny Sullivan, the instarared feature

1 Acronyms WWW and Web will be used interchangeablthis paper.
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not only helps guide user searches and allows eéhecBers to see results without clicking, but goasaves 2-5
seconds per each conducted search, ultimateltiresut an overall faster WWW experience for thenys].
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Book your hotel in Toronto Online
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Figure 1. Instant search by a user in Toronto

b) Resource hints is a term used to refer to several different HTMke&tures/options introduced to facilitate (i.e.,
speed up) the process of Web resource loadinghiela browser. In particular, the term covers fourmtategories
of resource (pre)loading: pre-connect, dns-prekfepre-fetch and pre-render — all four being impated as a
relation (rel) type/attribute of HTML5's Link Eleme <link> [4]. When found in a Web page (i.e., HTBIL
document) resource hints are intended to insthecbtowser to get hold of resources that are tkat®r are part of
the most likely next-page navigation, ahead of tiifleus, iffwhen the user actually decides to regtles given
page, the respective resources will be simply gutlet from the ‘background’, giving an illusion istantaneous
(near zero-delay) retrieval. (We explain all foesource hints types in more detail in Section 3.)

c¢) Predictive browsing (also known agredictive URL, predictive services or instant search) is a feature initially
introduced by the Google Chrome browser (circa 2048d subsequently implemented by several othavders.
The goal of this feature is to assist the userg®eding up the process of typing in a desired URLratrieving this
URL's respective resources. Namely, as soon asidbe types in the first few characters of a desW&L in the

Omnibox (see Figure 2); the browser starts progdinggestions of URLs that the user is most likelyequest.
These suggestions are generally based on thetisgatierived from the user’s past navigation higtas well as on
the statistics about most common URLSs requesteathisr users. In cases when the hit rate (i.e.condidence that
a predicted URL will be actually requested) is hitite browser may also initiate a DNS lookup, TG&-gonnect
and even full pre-render of the URL'’s respectivebVage in a hidden tab [5]. In its essermegdictive browsing

combines the ‘autocomplete’ functionality pfedictive search with the preloading power afsource hints. (We

will describe the details of Chrome’s predictivewsing in Section 3.)

C O wwwanTHTS Press [ | to search amazon.ca| =

[ www.amazon.ca - Amazon.ca: Online shopping in Canada - books, electronic... »

[) www.amazon.com - Amazor Online Shopping for Electroni >

[ https://www.amazon.com/s/ref=nb_sb_noss_17url=search... - Ar

O, www.am - Google Search
[) www.americanexpress.ca

[ www.america nexpress.ca/activate

GQ Ale :

Figure 2. Predictive browsing in Chrome

Now, an average Web user is likely to considertlaee of the above described mechanismstgnt search,
resource hints, predictive browsing) useful, as they undoubtedly have the potentiafatilitate faster browsing
experience. As a result, in many browser typesuitiog Google Chronferesource hints andpredictive browsing

2 According to StatCounter Global Stats. for ov@#7 of WWW users, Google Chrome is the browseshoice. Hence, most of our discussion will revaveund this particular browser. As
for the other browsers types, Firefox is used 6 1Biternet Explorer by 5%, and Safari by 3% oétnet users [7].
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are enabled ‘by defauft’ This - combined with the fact that users gengtaihd to keep the default settings of their
applications unchanged [8] - further implies thegource hints andpredictive browsing are likely to be found in a
significant number, if not the majority, of browsastances currently used in the Internet. (Inrdminder of this
paper we will refer twesource hints andpredictive browsing aspre-browsing mechanisms.)

While we do not intend to question the practicalefumess of pre-browsing mechanisms from the
performance/speed point of view, the work preseritedhis paper seeks to address the potential ivegat
implications of their use on the privacy and repata of an ordinary Web user. Namely, tpee-browsing
mechanisms are generally designed to be executdtbwtithe user’s direct involvement (i.e., knowledgr
approval) and in an obscure ‘behind the scenes’neramind even though this un-intrusiveness haslitgous
advantages when it comes to speed and conveniéncan also be easily misused (both intentionalhd a
unintentionally) by turning a browser into a darmes tool that acts against its user. Hence, théaazur work is
to bring awareness to these possibilities, andtse the wider Internet community to rethink they wae-browsing
mechanisms are implemented and used in today’s WWW.

The content of this paper is organized as folldwsSection 2, we discuss the significance and icapibns of using

IP addresses as a means of identifying and tradkiWg\w users — a common Internet practice that isegyrsor to
the problem discussed in this paper. In Sectiow8, provide a detailed overview of the twoe-browsing
mechanisms +esource hints and predictive browsing. In Section 4, we present the results of our arpentation
concerning the performance and implicationspoé-browsing mechanisms in Google Chrome. In Section 5,
building on the results from Section 4, we outlgeveral real-world scenarios in whiphe-browsing mechanism
have the potential to negatively impact the usegfsutation and privacy. In Section 6, we close phper with
conclusions and recommendations for future research

1. BACKGROUND

1.1 Relationship between a User and His Computer/Browsanely, as soon as the user types in the finst fe
characters of a desired URL in the Omnibox (seaiféi@); the browser starts providing suggestiongREs that
the user is most likely to request. These suggestme generally based on the statistics derivad the user’s past
navigation history as well as on the statisticsualmost common URLs requested by other users.dascevhen the
hit rate (i.e., the confidence that a predicted URIL be actually requested) is high, the browsetynalso initiate a
DNS lookup, TCP pre-connect and even full pre-remdéhe URL's respective Web page in a hidden[fbln its
essencepredictive browsing combines the ‘autocomplete’ functionality pfedictive search with the preloading
power ofresource hints. (We will describe the details of Chrome’s preidietbrowsing in Section 3.)

As today’s world grows ever more reliant on the WWihke boundaries between humans and their respectiv

Internet-enabled devices and browsers are becomicrgasingly blurred. Namely, in many disciplingshias
become a common practice to assume that a usefitsed@nd browser are nothing but a mere extendidineouser,
and their only mission is to carry out the taskpliekly requested by the user. Consequently, (irbat cases of
verifiable device/browser hacks) the user may hesiclered fully accountable for actions or requestscuted by
his device/browser.

Browser histories are one mean of tracking the bsdavior to make a prediction and browsing logs wsed to
mine what Google terms as “to improve browsing exmee”. A web browser such as Firefox or InterBgplorer
will load the current user’s browser history int@mmory and compare each link (anchor) on the pagesigthe
user’s previous history. Web browsers store adlistveb pages in local history for about a week bfadlt. Your
browsing history improves your browsing experiehgeautocompleting a URL in your address bar, heipiou
search for previously viewed content, or colorimgyously visited links on a page. The internetivast and
extremely elusive place. Trying to get a handlewdrat someone does when they are browsing the gttésna
difficult task, especially when individuals now teto clear browsing data from their browsers.

Web search logs, the use of data stored in transaltigs of Web search engines, Intranets, and Witels can
provide valuable insight into understanding theoinfation-searching process of online searcherss Thi
understanding can enlighten information system giesinterface development, and devising the infdiona
architecture for content collections. DuckDuckGdD(@®) is an Internet search engine that emphasizeteqmg

3 Note, instant search is a feature of an ISE riwbaser, hence not mention here.
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searchers' privacy and avoiding the filter bubliigp@rsonalized search results. DuckDuckGo dististyes itself
from other search engines by not profiling its ssemd by deliberately showing all users the saracharesults for
a given search term. DuckDuckGo emphasizes gettifaymation from the best sources rather than thestm
sources, generating its search results from kewasourced sites such as Wikipedia and from pari@sswith
other search engines like Yandex, Yahoo!, Bing, dachmly. Tor directs Internet traffic through adrevorldwide,
volunteer network consisting of more than sevemshod relays to conceal a user's location and fsaigeanyone
conducting network surveillance or traffic analyditssing Tor makes it more difficult for Internettiaity to be
traced back to the user: this includes "visits teb/éites, online posts, instant messages, and ctinemunication
forms". Tor's use is intended to protect the peakprivacy of users, as well as their freedom dmititya to conduct
confidential communication by keeping their Intdraetivities from being monitored.

The concepts afser tracking andWeb-related forensics are perhaps the best illustration of how tight‘tdmeipling’
between users as persons and their device/brosidenri example:

« In user tracking, the IP address and cooKiessociated with a user’s device (i.e., browsez)used to identify
that particular user in the ‘on-line world’. Subseaqtly, all observed Web requests that happen ity ¢hose
particular IP address and/or cookies are assumée @enerated with full knowledge and intent of gineen user
and, as such, are used to track the user’s onkhavior as well as gauge their interest in diffey@moduct and
services [9]. User tracking mechanisms put relétiVigtle (if any) effort in distinguishing betweegenuine user
requests and those that were automatically gertebgt¢he user’s browser.

» The goal ofWeb-related forensics is to gather information about which Web sites éile$ a user has accessed
while browsing the WWW, in order to prove or dispeca claim of misconduct. The places where thisrinftion
is typically collected from are: a) the browsertdiig and cache on the user’s device (if accessiblgj/or b) the log
files of the edge gateway that connects the us#rednternet, and/or c) the log files of Web sefs) hosting the
disputed files. If any evidence of the disputeddibeing accessed through the user's device/brqwdee in the
user’s possession) is found in either a) or b))oitte user himself could be held responsible -newvihout an
explicit proof that the user, not the browser, Wasone who actually initiated those requests.

General research related to Web browser forensaissbieen targeted to specific Web browsers or tectsiral

analysis of particular log files. Jones (2013) ekped the structure of the index.dat file and hovextract deleted
activity records from Internet Explorer [14]. Hesalintroduced the Pasco tool to analyze the in@gxik. After

simulating an actual crime, he described the IE Binefox 2 Web browser forensics in two differentbpcations

[15,16]. In Section 1, he introduced the Pasco\&tath Historian tools for IE forensics, which are itatale to the
public, and the IE History and FTK tools, which ai@. In Section 2, he described forensics in Bike? using a
cache file. The cache file in Firefox 2 is not ghwe the same way as in IE, so he suggested aysimahethod
using the cache file structure. Pereira (2009)arpt in detail the changes in the history systeahdccurred when
Firefox 2 was updated to Firefox 3 and proposeccw method of searching deleted history informatismg

unallocated fields [17]. During execution of Firef8, a rollback journal file is generated usingnaali section or
the entire contents of Places.sqlite. If proces@ragopped, this rollback journal file is eraséd][ For this reason,
it is possible to extract history information ofréfox 3 in unallocated field. The author suggest:ethod of
extracting history information from Firefox 3 byamining the SQLite database structure.

The purpose of our work is to demonstrate thaftfeebrowsing mechanisms outlined in Section 1,amisination
with our tendency to assume that devices and bmewase nothing but innocuous and trustworthy ‘esimms’ of
their owners/users, can lead to a number of patentisuses. To lay a foundation for further distusof this
issue, in the subsequent sub-section we providmutiime of a typical WWW client-server architectued its most
significant elements and interactions as pertaitdngur work.

4|P address is a unique identifier assigned toyesemputer connected to the Internet. Cookiessanall data files that a Web server stores on a em@puter to keep track of that user's
browsing. Between the two, the use of cookiespseferred and more accurate mechanism of useritigaok the WWW. However, in cases when cookiesddsabled on the client/user side, or
are not deployed by the Web-site (accordingt8Tech Web Technology Surveys, 50% of Web siteseatily do NOT use cookies), IP addresses are usexh alternative means of user
tracking [10].
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1.2 Typical WWW Client-Server Architecture
The below figure outlines the most significant edéents of a typical WWW client-server architectured ¢hose
include:

jG |= — Web pages
v (files)
. enterprise i
n or ISP edge Qh
p— communication
R e — ~_path N S
fixed device ? N 4 THE INTERNET / server
N -
client/browser 5% - ?/ - L
‘é (([_:)) enterprise :\.\ﬂf,” Y.
\ J or ISP edge é - & — p—
) { (258 <htmi>

mobile device n ;fh(mb

Figure 3. Typical WWW Client-Server Architecture

a) The client, in the case of the WWW is a Web lm®wunning on the user’s device. The device cbeleither
‘fixed’ (e.g., a desktop computer) or ‘mobile’ (e.g laptop, tablet or smartphone), and is uniqiddytified either
with a static IP address (common scenario in figetbrprise networks) or a dynamic IP address (caomseenario
in cellular and public WiFi networks).

b) The edge network, which provides physical cotiaig between the user device and the rest ofiiternet. This
could be either an enterprise edge network (e.gemthe device is used at work), or an ISP edgeankt(e.g.,
when the device is used at home). In either caseedge network typically contains one or multitofiepecialized
devices which engage in monitoring and/or loggifhdhe passing traffic (e.g., gateway routers, fiaéigy proxies,
etc).

c) The Internet core, which is responsible for mgipackets, including those that carry client-setdTTP requests
and responses, from their source to the intendstind¢ion.

d) The Server, which in the case of the WWW is @hm#e capable of hosting and sharing Web-pages fil&s)
over the Internet. Unlike Web clients, Web senamesgenerally assigned static IP addresgesording to Netcraft
2016, the Internet/WWW currently comprises milliafsuch machines [11].

Now, whenever a particular client requests a Wefegeom a particular server (by means of a GET HT8diest),
various types of ‘artifacts’ related to this eveet recorded at various points along the commupicgtath between
the two entities. For example:

i) On the client side, the outgoing request (irtipalar the URL of the requested page) gets reabidéhebrowser
history, while the resources that the requested page e mfget stored in therowser cache® as they arrive from
the server. As earlier indicated, browser histangd aache are of great significance from the petspeof Web
forensics, as they can help prove that a partiddab request has taken place. Nevertheless, the challenge of
relying on browser history and cache as forensitdeace is that they are owned by and directly ssibée to the
user, and as such could be easily modified or eeéldtntentionally or unintentionally) or simply mered
unavailable if the user decides to deny acceswliich case a search warrant is required to betabdecess these
resources).

ii) The given HTTP request is likely recorded, tihge with the traffic of other users, in the logstee specialized
devices in the edge network (gateway, firewall mxy). It should be noted, however, that edge nete/@re not
always mandated to record these logs, hence frerfotensics point they may have limited practiesvance.

iii) The intermediate routers in the Internet comld also keep a record of the given HTTP regiresteir own
traffic logs. However, due to the high volumes abging/recorded traffic, these logs are generalyt kor a very
short interval of time. Consequently, their pragitigse as forensics evidence is rather limitedilairto ii).

iv) The server logs are the final place where thergHTTP request gets recordeth general, server logs have
particularly important significance from the for@sspoint of view, for two main reasons. Firstlypsh organization
tends to retain their Web server logs over longogisrof time. Secondly, in most organizations Welyer logs are
well protected and could only be altered by the administrator. Hence, when a record of a Webeasgarriving

5 In reality the server is also connected to the ¢oternet through an edge network. However, fmpicity purposes, we omit this from Figure 3.

5 Browser history allows for faster identificationdaretrieval of previously visited Web pages, whitewser cache allows for previously viewed pageget re-visited without generating any
new traffic.

7 Web server logs collect a wealth of data, inclgdivhich specific pages/resources were requestedhatttime, and from which IP address. This dathés used to deduce information about
the overall number of visitors to the given sitenad| as to analyze their browsing behavior.
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from a particular client/host (i.e., IP addressjoisnd in these logs, it is impossible to deny délu¢henticity of the
given event - unless one can prove that the loge adered (e.g.) by a malicious site administrator

With the above facts in mind, our work focuses ba following fundamental question: for an HTTP resju
generated by the client/browser and sent alongctmmunication path outlined in Figure 3, is therevay of
knowing whether the given request was generatedrasult of an intentional action by the user, erthpps it was
generated without the user’'s knowledge and appPolralparticular, we are set to examine whetheratiéacts
collected along the given communication path prevehough information to tell these two differenpay of
requests apart.

2. PREBROWSING MECHANISMSIN HTML5AND CHROME
In this section we provide a more detailed loothatresource hints andpredictive browsing as examples of

mechanisms that can trigger a browser to generet@licited HTTP requests.

2.1 ResourceHintsinHTML5
HTML - short for Hypertext Markup Language - is allrkknown and widely used interpreted tagged markup
language that enables creation of Web pagesHipertext document§)An example of a simple Web page written
in HTML is given in Figure 4. Originally introduced 1990-ies, HTML has been evolving over the yearsas to
accommodate ever more diverse and sophisticateddMeients, as well as to deliver increasingly beited faster
performance for the end-user.
<!doctype hitml>
<html lang="eng">
<head>
<meta charset="utf-§">
<title>HTML Tutorials</tifle>
<'head>
<body>
<h1>My First Web Page</hl>
<h3>Welcome To My Website</h3>
<p=>Content Goes Here</p>
</body>
</'html>

Figure 4. Simple HTML Web page

In the most recent version of the protocol (HTMlsbgpecial new set of features/options have beeodnted in
order to support the idea of ‘instant’ (zero-del&ygb-page load. Namely, as pointed in [5], a brovikat starts
downloading a Web page only after the page has kepficitly requested by the user will inevitablgsult in
substandard browsing experience that is riddleti wétrious types of network deldyghe only way to spare the
user from experiencing the browsing/network delaysy trying to anticipate their requests aheatmé, and then
preload the most critical resources associated thithe requests evéenrfore the actual ‘click on the link’ action ocsur
That way, the resources will be readily availableew the user actually requests them, giving asidlu of an
instantaneous (zero-delay) download.

Now, the idea of ‘instant’ browsing is not entirehew. This concept was originally supported throuph
implementation ofMeb-cache — a memory location where the resources of prelyouisited Web-pages are stored,
allowing that these resources be instantaneousigved whenever the user decides to revisit tHenfortunately,
as such, Web-cache is of no use when it comedrievieg pages that have not been previously \dsitéence, to
enable zero-delay browsing of pages that are twisiged for the first time, or pages that have beenged or
expired from the cache, HTML5 has come up withtao§éeatures commonly referred torasource hints.

According to W3C Working Draft, there are four difént types of resource hints provisions in HTM#h [

a) dns-pre-fetchis a resource hint that can be used to suggesivesbr to perform a DNS pre-fetch (i.e., IP lookup)
for a particular hostname. The following is a ditia where this feature might be useful in practiceagine the
user is currently visiting page_A.html hosted orvee 1.com, and there is a high likelihood that \ftieb-page the
user is going to visit next is page_B.html locatedanother server (server_2.com) — as illustratefigure 5. To

8 An interpreted markup language means that whereweowser receives an HTML file, the browser iptets the file’s markup elements and displays #seilts, hiding the actual markups
from the user.

9 These delays include: DNS lookup delay, TCP haskiskielay, SSL negotiation delay, delay to obtaselHTML page ... For more see [5] and [6].
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expedite the loading of page_B.html (if and whem tiser requests it), we could place the belownabe <head>
section of page_A.htmil:

<link rel="dns-pre-fetch” href="//server_2.com”>

That way, the browser would start performing theIokup for sever_2.com right away (i.e., while tser is
still viewing page_A.html), making sure that the dBdress of server_2 is obtained even before tbe actually
clicks on http://server_2.com/page_B.html.

€ nup/fsenver 1.com/page Anmi

<html> {

<link rel="dns-prefetch” y
href="//server_2.com”>

</html> é}g page_Ahtml
5 — THE INTERNET =
| client/browser
o server_l.com
-------------------- -E Ea z
i oblain server_2.com IP i, SR E H
ey S

e —— &=

hy | [;]
|| ' page_B.html/
+ _

5 server_2.com

Figure 5. Linked pages hosted by different servers
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b) pre-connectis a resource hint option that can be used t@tsitan early connection with a Web-server, which
includes the DNS lookup, TCP handshake, as wetipgional TLS negotiation. As such, pre-connect ityegoes
step further in minimizing/masking networking dedaglative tadns-pre-fetch..

In the example of Figure 5, the following tag pldde the <head> section of page_A.html would prothptuser’s
browser to establish an early (pre)connection séttver _2.com.

<link rel="pre-connect” href="//server_2.com”>

Also, in the given example, the decision whetheangepre-connect or justdns-pre-fetch for server_2.com is (i.e.,
should be) closely tied to the actual probabilisittthe user navigates to page_B.html from pageni.iClearly,
the higher this probability, the more reasonableaitild be to use thgre-connect resource hints option.

c) pre-fetchis a resource hint option that further builds ba functionality of a) and b). Namely, in addititm
performing the DNS resolution and establishing aneetion with a particular servepre-fetch also allows that
some resources (e.g., the base HTML file of a Wadpep images, JavaScript-s, CSS-s, etc.) be dowedordm
this server ahead of time and stored in the broaaehe. For example, in the scenario of Figuré&fallowing tag
placed in the <head> section of page_A.html woulohpt the user’s browser to download and cachebtse
HTML file of page_B.html — the key Web resourcedahe first one to be retrieved) during the remugrof this
page.
<link rel="pre-fetch” href="//server_2.com/page_Bi">

Clearly, by allowing whole parts of a page be aldi by the browser even before the page gets bctegluested,
pre-fetch enables even further reduction in networking/biogysdelays. However, given the communication and
storage overhead associated witk-fetch, the use of this resource hints option is juddif@ly in cases when the
probability that the user actually navigates t@ecsfic page is greater than in the case of a)or b

d) pre-renderis the most encompassing resource hints optibmlows not only that the base HTML file and all
other components of a page get preloaded aheauaflut also that the page itself gets fully laid, its respective
CSS-s applied and JavaScript-s executed. Put anethg it is as if the page is open in a hidden tid the
moment the user navigates to the page’s URL, tdeédni tab is immediately swapped into view [5]. Asls pre-
render is the only resource hints option that can trulyytbe browsing delay down to zero, giving an itusof truly
instantaneous browsing.
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In the scenario of Figure 5, the following tag @lddn the <head> section of page_A.html would prothe user’s
browser to pre-render (i.e., preload and preass®rii entire page_B.html.

<link rel="pre-render” href="//server_2.com/pagehBnl">

Now, it should be pretty clear that out of all faesource hints options, the usepoé-render is associated with the
most significant communication, storage and prangssverhead. Consequently, the use of this opgloould be
reserved only for cases when the navigation toeaip page is highly probable if not absolutelytae.

The above suggestions are merely recommendatioteirprg to the resource hints options in HTML5caslined
by World Wide Web Consortium (W3C) [12]. Unfortuabt, the actual implementation of the resource shint
options in real-world browsers has neither beendstedized nor mandated. As a result, there has degnificant
variation in the number and actual implementatibémiferent resource hints options by different Wser types.
(For more see [5], [6], [13]). Given that for thajarity of Internet users Google Chrome happersetthe browser
of choice [7], our discussion focuses on this patér browser type. Specifically, in Section 4, present some of
our experimental results pertaining to the behagfoGoogle Chrome when encountering different reseunints
options in browsed pages.

2.2 Predictive Browsing in Chrome

As mentioned in the introduction, Chrome’s predietbrowsing is a feature intended to assist the lmgaspeeding
up the process of typing in a desired URL as weledrieving its respective resources. The mainhaeism behind
this feature is the so-called Chrome predictiowiser which runs independently on each Chrome itgtaOne of

the main functions of this service is to maintaidatabase (i.e., a statistical record) of the Jésb-page retrievals
performed on the respective browser. This recdreh tfacilitates the calculation of the confidepcebability that

one particular sequence of characters entereceiadtress bar of the given browser is going toadlgtaegue into a
request for one particular (previously requeste®LU(For an illustration see Figure 6.) This datxba&an be
accessed simply by typing in chrome://predictorthinbrowser’s address bar.

@ Filter zero confidences

Entries: 125
UserText | URL |Hit Count| Miss Count||  Confidence
g hitp://gmail com/ 594 186 0.7615384615384615
http://githubarchive.org/ 25 35 0.3125
gi hutps://gist. github.comy/ 16 49 0.24615384615384617
gis ‘hitps://gist github.com/ 19 1 0.95
gist hitps://gist.github.com/ 19 1 095
githuba hitp://githubarchive.org/ 3 0 1
gm ‘hitp://gmail com/ 411 1 0.9975728155339806

Figure 6. Chrome predictors page [5]

It should be noted that each Chrome instance statttisno or very few entries in the predictor's aladse. As the
number of times the user has used this browseeases, the database gets progressively more pegutaesulting
in more accurate predictions.

In the case of the browser whose predictors paghasvn in Figure 6, there is a high confidence §0.7) that

whenever its user types ‘g’ in the address baruter is actually intending to type in (i.e., rete) gmail.com. For
input ‘gi’, there is an almost equal likelihood ththis might lead to the request for githubarctove. or

gist.github.com — with respective confidences &1@5 and 0.2461.... Finally, for input ‘gm’ it iém@st certain,
with confidence of 0.997..., that the user is aintimgype in (i.e., retrieve) gmail.com.

Now, a simple inspection of the source code foonie://predictors (its respective CSS and JavaSelgrhents)
reveals the following:

a) Entries with confidence levels greater thangeBshaded green, entries with confidence levalsden 0.5 and
0.8 get shaded yellow, and entries with confiddaeels of below 0.5 are shaded grey.

b) In addition to impacting the color shading scketthe confidence level of an entry also determihesset of
actions performed by the browsers on the respediiRé. In particular, whenever the user types ineantry
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associated with the retrieval confidence of ovet the respective URL/page is to be fully pre-reeddry the
Chrome. If the retrieval confidence is betweendh8 0.8, the elements of the respective URL/pagdsdmould be)
pre-fetched. Finally, for the retrieval confidenmiebelow 0.5, no preloading of the respective URLit® elements
takes place.

3. EXPERIMENTAL SET-UP AND RESULTS

In order to gain a better understanding of how G®@hrome deals with different HTML5 resource hiafgtions
when encountering them in a browsed page, we hawWedn experimental client-servers framework adlioed in

Figure 7. The ‘client’ in this framework is the dat version of Google Chrome (Chrome v.52) runming laptop
PC. The ‘'server’ is set up on the Amazon Clokiti(//ec2-54-186-72-100.us-west-2.compute.amazerwn) and

hosts a repository of test Web-pages. We've chtseonde the pages of this repository in php inst#fgalain html

in order to be able to prevent their caching ondlient side, as well as to be able to implement examine the
general impact of cookies on pages with embeddsulree hints options.

The test pages of our framework are grouped int sets. The pages of the first set are designdxk tdirectly
visible/accessible to the user, and each of thetashone particular resource hints option in itpeetve php/html
code (pages A.php, B.php, C.php, D.php in Figurd'iig other set is comprised of pages referencéukinesource
hints tags of the first set, and is not intendedd¢odirectly visible/accessible to the user (pagekidden.php,

G \‘ download as a result of an = \
intentional user request i el
_' Web-page that b
= ‘hides’ dns-prefetch

download as a result of an / for A_hidden.php

unsolicited browser-initiated request/ A.php
A e e e e Yavsssesuns T LI LLTIItL

f | Web-page that T

| ‘hides’ ‘preconnect

l B_hidden.ph

~ | “shp forazbiderohe B_hidden.php

& = \’Nebfeage :har’ e
server fhrdgsh{:dr;fetd;‘
or C_hidden.php A
C.php C_hidden.php
—, | Web-page that ~a
‘hides’ prerender
\ for D_hidden.php |
.D.php D_hidden.php

Figure 7. Experimental framework for evaluation of Chrome
behavior when browsing pages with resource hints options

B_hidden.php, C_hidden.php, D_hidden.php in FigQraVith this structure, if the pages of the secsat- or their
respective resources - ever get requested, thatlear indication that the browser itself (nat ttser) has triggered
those requests while processing the resource taigssin the pages of the first set. (Note thatabse of the way
resource hints are intended to work as well assdngour framework is designed, requests for theepad the
second set not only get generated without the sisiréct knowledge and involvement, but the usso akver gets
to know when those resources actually arrive at tirewser.)

In our experimentation, we first performed intentibrequesting/retrieval of pages A.php to D.phigyFe 7)
through the client - Chrome v.52 browser operatinga machine in our departmental network. Subsetyeve
examined the collected artifacts pertaining to ¢hesgjuests both on the client and on the server $ite most
significant of our observations are presented inld4, and can be summarized as follows:



Table 1. Artifacts collected on client and server side when resource hint options were found in a Web-page

browser-side server-side
artifacts artifacts

effect

resource on effect on effect on offect on

hints Chrome Chrome DNS . server side log
. Chrome cookies
option . cache cache

history

no

no GET request

DNS-pre-fetch no effect no effect no effect .
P effect i ik ik received at the server
no no GET request
Pre-connect no effect no effect no effect .
effect Ui 7 7 received at the server
a GET request for
Pre-fetched showed up as a
. pre-fetched resource/page
no page/resource | sub-resource of cookies .
Pre-fetch ) ] received at the server
effect showed up in the calling created .
cache website (unless page/resource found in
cache)
showed up as a a GET request for
Pre-rendered standalone .
no cookies pre-rendered page
Pre-render page showed up | record (same as .
effect created received at the server

in chrome cache

a user initiated
visit)

(unless page found in cache)

357
358
359
360
361
362

363
364

365
366
367
368
369
370
371
372
373
374

1) The requesting of pages A.php and B.php (i.e., p#ug contain DNS-pre-fetch and pre-connect resohint
options in their respective HTML5 code) did notleany permanent artifacts related to A_hiddenaig
B_hidden.php - either on the client or on the sesige. Such a result could have been expectetieas two
particular resource hints options do not ‘trigggpplication-level preloading of resources referéniogheir <link>
tags. Instead, DNS-pre-fetch and pre-connect fatglionly ‘lower level’ (DNS and TCP) domain-nanesalution
and connection set-up.

2) On the other hand, the requesting of pages C.ptifpguhp (i.e., pages that contain pre-fetch aner@neer
resource hint options in their respective HTML5 epdlid leave a number of artifact related to Cdbidphp and
D_hidden.php on the client and on the server $idparticular:
2.a) On the client side, both (pre-fetched) C_bidghp and (pre-rendered) D_hidden.php were ngtretiieved
but also ended up being stored in the browser c&alrthermore, a cookie associated with each optges
was created and placed in the browser’s cookiebdata Finally, a DNS record pertaining to both gagas
stored in the browser’s DNS cache. All in all, thay the browser went about retreiving C hidden.ahg D
hidden.php was not much different from the way A.pt D.php were retrieved — even though the lajteup
of pages was explicitly requested by the user,enthi& user had no way of knowing that the formeugrof
pages was ever requested/retrieved. (The onlyewadile difference between the two groups is thatdtreeval
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375 of A.php to D.php was recorded in the browser Injistarhich was not the case for C_hidden.php and
376 D_hidden.php.)

377 2.b) On the server side, HTTP GET requests foh ibthidden.php and D_hidden.php appeared in theiskgs.
378 More importantly, these two requests looked idetio the requests for pages A.php to D.php, imseof
379 their (HTTP) content. In other words, based on wias recorded in the sever logs, was impossible to
380 distinguish between the user’s intentional requégis A.php to D.php) and requests that were issued
381 automatically by the browser without the user's Wlemlge and approval (for C_hidden.php and
382 D_hidden.php).

383 Following the experimentation with the frameworkloed in Figure 7, another experimental study wasducted
384  where the Web objects referenced in A.php to D.plgre pages hosted on another server. The obsersatio
385 concerning the recorded artifacts in this experinvegre identical to the ones presented hereinaficee in Table
386  1).

387  Another important observation of our study is timaeach Web-page with multiple pre-render tagsfesfees, only
388 one of these tags is executed at the time, whéeadbkpective (pre-rendered) Web-page ends up Ipéaicgd in the
389 browser's RAM (The likely reason why Chrome and other browsemndballow simultaneous pre-rendering of
390 multiple pages is to prevent potential overloadifighe browser’'s RAM, which would degrade the olldseowser
391 performance.) On the other hand, there seem toobkmit on the number of pre-fetch tags/referentest get
392 executed in a Web-page. Once retrieved, each oprldetched resources ends up being stored ifbribvser’s
393 cache.

394
395

396 4. PREBROWSING IMPLICATIONSON USER PRIVACY AND FORENSICS
397 In this section, we present a few hypothetical {lmry realistic) scenarios, in which pre-browsingatmanisms can
398 be used as attack tools against one’s reputatidipawvacy.

399 Scenario 1: Attack affecting victim’s ‘internal’ reputation

400 Imagine a situation where Trudy is a disgruntlegpkayee working at a research company. Trudy holdpexific
401 grudge towards Bob — a manager that she diregtlgrte to. As a form of revenge against Bob, Trudgides to
402 format one of her upcoming reports as an HTML5 daeent. Inside this document, she ‘hides’ severakedszof
403 resource hint tags — each pre-fetchira highly inappropriate (e.g., adult-content orddgsm-related) Web-page.
404 By means of JavaScript, Trudy also ensures thaexleeution of each pre-fetch tag occurs at a diffepoint in
405  time.

406  The ‘reporting’ day has come, and Bob opens thaisent that Trudy has referred him to. The (visildejtent of
407  the document seems very relevant, and Bob speritks spme time reading it. Clearly, while Bob isdew, his
408 browser (in the background) retrieves/pre-fetchesnappropriate pages one-by-one, as illustratdtigure 8. Bob,
409 obviously, remains completely unaware that thesentteads taking place.

410 At the same or later point in time, the company’sbBAfontent firewall generates an alert pointin@ad’s machine
411 (machine’s IP) as the source of requests for ingmpate content. The company’s authentication systerifies that
412 the requests were generated while Bob was loggaddrusing the machine.

413 Now, depending on how severe the company’s polayamning to inappropriate use of resources is, Bold be
414  subjected to a whole range of possible outcoma®m feceiving a simple warning to facing seriouscitilinary
415 actions and possibly termination. The only way Bumuld avoid these repercussions and clear his rianhg
416 providing aggregate browsing-related artifacts frioi; computer (spanning over a period of time befand after
417  the actual incident) to relevant authorities. Whildequate expert analysis of these artifacts wptbtbably help
418 ‘put all the pieces of the puzzle together’ andchitfg the actual cause of the inappropriate requebe release of
419 these artifacts could have potential negative icapibons on Bob’s privacy, as they would contain Boéntire

10 Our research has shown that, theoretically, it eidnd possible to have multiple pre-render tagsn fome single Web-page, executed. Though,
this would require that each of the pre-rendereco\Me&ge comes with the auto-refresh functionalityd @ relatively short auto-refresh
interval.

1 In this case, prefetching of a Web-page/URL wankhn that its respective top-level resource (mbeha base HTML file) is requested and retrieved.
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browsing history within the given time period. Hen&ob would ultimately have to weigh in the prosl @ons of
clearing his name vs. exposing the details of hisveing activity while at work. In either case, Bisblikely to
experience unnecessary scrutiny for a period ogtimith all the accompanying negative implicatiams his
professional and personal life.

Research Company’s Network
(2) requests
generated
without Bob's -
knowledge ﬁ

/
responses gathered on ._W
(3) Bob’scomputerwithout

Bob’s knowledge

(1) page that
prefetches &
inappropriate
content

Bob
Figure 8. Reputation attack 1

Scenario 2: Attack affecting victim’s ‘external’ reputation

Now, imagine that in the previously depicted stomgtead of tarnishing Bob’s ‘internal’ reputatiofrudy decides
to execute her revenge by affecting his ‘outsiégutation. In particular, imagine that Trudy knoove particular
Web-site that Bob likes to visits while at workge.the Web-site of his bank or a specific newsaagaNeb-site).
In that case, Trudy could hide a very large nundfepre-fetch references targeting this particulaebsgite (i.e.,
various pages/resources from this site) insidérhalicious’ Web-page, as illustrated in Figure 9.

(2) requests Bob’s Bank
generated i
without Bob’s e oy
knowledge

(1) page that
prefetch K
inappropriate
content

responsesgatheredon Firewall
(3) Bob’s computer without
Bob Bob’s knowledge

Figure 9. Reputation attack 2

Like many other similar organizations, Bob’s basklikely to be performing comprehensive intrusicetettion

monitoring of the incoming Web traffic, in ordergpot and blacklist all misbehaving users. Givenatalanche of
requests coming from Bob’s machine (shown in Figirés very reminiscent of a denial of service (Pa8ack,

Bob’s IP is likely to end up on the bank’s blackliat least for a period of time. Clearly, durifigt period of time,
even Bob’s legitimate requests would be rejectenn{og from the same IP), and Bob would be cut aifif the

online services of his bank.

Scenario 3: Attack affecting victim’s privacy
The third scenario that we are going to outlinéegs of an attack, and more of a set of unfortunaiteimstances
that could be imposed on the user’s privacy.

Instead of providing desktops to its employees, '8@ompany has implemented/encouraged ‘Bring YounO
Device’ (BOYD) policy. Hence, Bob decides to briagd use his personal laptop at work. However, farhde
now Bob has not been particularly happy with hig, jand has been intensively scanning for new jgiodpnities.
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In fact, Bob goes tavww.jobbank.com(a general job search site) amdvw.competitor.com/employmerthe
employment page of the main competitor to Bob’s pany) every day — to the point that these two UR&asge
gained the highest confidence scores (above O#ipredictor database of Bob’s Chrome browsere8ery time
Bob starts typing www in the address bar of hisddte browser, these URLs get suggested by Chrometigbion
service. Moreover, given the confidence score es¢hURLs of over 0.8, the actual pages associaitbdthese
URLs also get fully pre-rendered by his browser.

Now, recall, that the pre-rendering of a page mehasthe HTTP GET request for the given page, el as the
respective response, has traversed the commumiqgagith outlined in Figure 3. In Bob’s case, thiplies that the
requests for the two Web-pages would be ‘seen’ isyohganization’s proxy — while Bob remains comelet
unaware of them. Depending on the organizationkci§ig policies (or lack of thereof), it is possbthat the
information about these retrievals could end uphi hands of the upper management, which in tucidcbave
implications on Bob’s current and/or future progpesithin this company.

5. CONCLUSIONS AND FUTURE WORK

The goal of this paper was to bring awarenessdiew of reputation and privacy related problemseaissed with
the use of pre-browsing mechanism — specificallyMi5 resource hints and Chrome’s predictive brogsiwe
believe that the potential misuse of these mechais serious enough to warrant a change in the tivase
mechanisms are implemented in today’s browser (@lehts), as well as a change in the way Web tradflogged
on the server side. In particular, we believe thate should be mechanisms in place to allow foeasy separation
between Web requests that were generated with ghesufull intent and knowledge, and those thatemeot.
Devising and implementing such mechanisms may aa bimple task, but keeping the ‘status quo’ dugseem
acceptable both as it leaves each and every Webvuberable and exposed to a number of potentialises. We
plan to explore mechanisms that can either block snisuse or at least expose them in order to déféeb users.
One such mechanism that we propose is to use theepb of browser obfuscation that is currently ugsed
DuckDuckgo and Tor tools to be incorporated intistxg browsers.
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