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Abstract    
The Basic Matrix Modular Cryptosystem (BMMC) is a public-key cryptosystem, which uses some 
matrix modular exponentiations in the matrix ring over the residue ring modulo n. The aim of this 
article is to decrease the number of these exponentiations and consequently to accelerate the execu-
tion of encryption algorithm. There are two ways to reach this aim. First way is to determine the 
large abelian subgroup in general linear group over the large residue ring and to choose the session 
keys in this subgroup, what will be to give the encryption without exponentiations. Other way is to 
use random integral exponent of the given matrix in the public key as session key and this will be 
the only exponentiation in encryption algorithm. A discussion about the security of built modifica-
tions made in the article shows that the level of security is high enough for an appropriate choice of 
parameters of the cryptosystems, namely, the lower bound for the selection 0f secure modulus n is  
40-bit integer.  
Key words: public key cryptosystem, matrix group, residue ring, automorphism. 

1. Introduction 
Security of some present-day public-key cryptosystems is based on computational complexity of 
some number-theoretical problems. Two of these problems are used most often: the integer factori-
zation problem and the discrete logarithm problem. These problems ensure the security of the RSA 
and ElGamal cryptosystems, as well as of the corresponding digital signature schemes [1].  

In [2], randomized polynomial-time algorithms for computing discrete logarithms and integer 
factoring were presented for the quantum computer. Nevertheless, some alternatives should be pro-
posed. One of possible approaches is to replace number-theoretical cryptosystems by such algebraic 
cryptosystems that would be resistant to an attack on a quantum computer. 

Let us now consider some scheme of cryptosystems, namely, cryptosystems of group rings. In 
the author’s work [3], [3a] a scheme of group ring cryptosystems was proposed. The idea to apply 
group rings in cryptography is based on the fact that if we fix the cardinality of a finite ring  R, the 
cardinality of the group ring RG for a finite group G is an exponent of the cardinality of the group 
G. Then, a legal user can perform cryptographic transformations separately in the ring R and in the 
group G using polynomial algorithms and the illegal user has to solve computationally difficult 
problems in the group ring RG. 

In [4] some generalization of group ring cryptosystem is considered in the case of quasigroup 
ring. In [5] were proposed theoretical attacks on cryptographic schemes using automorphisms, in 
the case of cryptosystems of the matrix rings over finite-dimensional algebras. And although it is 
questionable possibility of practical realization of these attacks to cryptosystems in the matrix ring 
over the ring of residues modulo n, this modulus is better to choose as a composite number.  

The Basic Matrix Modular Cryptosystem (BMMC) is a public key cryptosystem, which was 
developed in [6]. In the most important case for the use of public-key cryptosystems, namely, key 
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exchange protocols for symmetric ciphers, such as AES, the key length is usually equal to 128 or 
256 bits. Protocol using BMMC was developed for the key exchande in [7]. 
      BMMC realization needs three matrix modular exponentiations for key generation, three expo-
nentiations under encryption and two exponentiations under decryption for every data block. One 
may to accelerate encryption by decreasing the number of exponentiations. To reach this aim it is 
necessary to explore the centralizer of random matrix in the general linear group over residue ring. 
The structure of this centralizer is unknown in general case. There are two ways for the choice of 
the random element of centralizer. One way is to use a fixed large abelian subgroup G in a such 
manner that one may easily to choose the random element x in G, then other random element y in G 
will be an element of centralizer of x. Other way is to compute the random integral exponent y of 
the fixed element x in the general linear group over residue ring, then y will be in a centralizer of x 
and that is only exponentiation needs for encryption. Two different modifications of BMMC are 
based on these two approaches, namely, Modified Matrix Modular Cryptosystem One (MMMC1) 
and Modified Matrix Modular Cryptosystem Two (MMMC2). Both cryptosystems provide faster 
encryption than BMMC but their security have to be explored.  On the other hand, the mathematical 
basis of these cryptosystems security is the same hard computational problem unlike BMMC whose 
security is based on the following two computationally hard mathematical problems [6].  

The transformation problem (two-factor conjugacy problem).  
Let a matrix 2P  be conjugated with an unknown integral power of a matrix 1P  for two given 

matrices ( )1 2 2, nP P GL∈ � . Find all solutions of the equation with two unknowns Z and у: 
1

2 1
yZP Z P− = , 

where ( ) ( )2 , ( )nZ GL f n y f n∈ − < <� , y is integer, f(n) be a cardinality of the group 

2( )nGL Z .   
 The hybrid problem. 
 Find all solutions of the equation with two unknowns Y and х 

0
xY Z= , 

where ( )0 2, nY Z GL∈ � , ( )( )f n x f n− < < , x is integer, f(n) be a cardinality of the group 

2( )nGL Z .   
Let us also consider two particular cases of hybrid problem: 

а) The discrete logarithm problem in a cyclic subgroup of the group ( )2 nGL �  

Let 0H Y=  be a fixed cyclic subgroup of order j of the group ( )2 nGL �  with the generator 

0Y and  M H∈  be an arbitrary element. Find the unique solution 0x x=  of the equation 

0
xY M= , 

where х is an integer such that 0 x j≤ < . 

  b) The problem of extracting a root of the ith power in the group ( )2 nGL �  

(the matrix RSA problem) 

Let ( )2 nM GL∈ �  be an arbitrary element, 0i  be a fixed integer satisfying the condition 

( )00 i f n≤ <  and ( )( )0, 1GCD i f n = . 

Find all solutions of the equation with a single unknown Y: 
0iY M= , 

( )2 nY GL∈ � . 

According to the  problem b), in turn, one can also discern the following problem. 

 The problem of square-root extraction in ( )2 nGL �   
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Find all solutions of the equation with a single unknown Y: 
2Y M= , 

where ( )2, nY M GL∈ � . 

In the case of MMMC1 and in the case of MMMC2 it is a “random salt” conjugation problem. 
Classical conjugation problem is the following: for the given elements A, B in the group G to find 
element  X in the same group such that 

1X AX B− = . 
The “random salt” conjugation problem is the following: for the given matrices A, B in the ma-

trix modular ring 2( )nM Z  over the residue ring nZ  to find invertible matrix  X in the same ring 

and random fixed unit α  in the residue ring nZ by modulo n  such that 
1X AX B− = α . 

The random fixed “salt” α  can be found only under brute force attack and for large enough mod-
ulus n this problem is becoming intractable. 
It should be noted, that some other algebraic cryptosystems are given in [8] - [13].    
    The paper is organized as follows: after the Introduction (section 1) is described by an abelian 
subgroup G of the group 2( )nGL Z  (section 2), then briefly is described the BMMC (section 3). In 
sections 4 and 5 are given the description of MMMC1 and an example of computations, and in sec-
tions 6 and 7 are given MMMC2 description and example of computations. The security and effi-
ciency of both modifications of BMMC studied in sections 8 and  9. In section 10 are given the 
conclusions. 

2. Subgroup G of the group 2( )ZnGL  

Let G be the following set of 2×2 – matrices: 

2 2 *, ( )n n

a b
G a b and a b

b a

   = ∈ − ∈  
   

Z Z , 

*
nZ  is an unit group of the residue ring nZ  modulo n. 

It is easy to verify that G  is an abelian subgroup of the group 2( )nGL Z : 

1) for 
a b

K G
b a

 
= ∈ 
 

 and 
c d

L G
d c

 
= ∈ 
 

 we have that 

M KL G= ∈ , 
because 

ac bd ad bc
KL

ad bc ac bd

+ + 
=  + + 

 

and determinant of KL is 
*det( ) (det )(det ) ;nKL K L= ∈Z  

2) for *, det n

a b
K G K

b a

 
= ∈ = γ ∈ 
 

Z  we have that 1K G− ∈ , because 

1 1
1 1 1 *

1 1
, det ;n

a b
K K

b a

− −
− − −

− −

 γ −γ
= = γ ∈ −γ γ 

Z  

3) for 
a b

K G
b a

 
= ∈ 
 

 and 
c d

L G
d c

 
= ∈ 
 

 we have that KL LK= , because 
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, .
ac bd ad bc ca db cb da

KL LK
ad bc ac bd cb da ca db

+ + + +   = =   + + + +   
 

Let a, b be the random elements of the ring nZ and let 

a b
M

b a

 =  
 

 

be the corresponding element in the ring 2( )nM Z . What is the probability of the case that M is not 
in the group G? In two special cases of n we may to give answer on this question. 

Look at these two particular cases of n:    

1) ,rn p p=  is a prime number, 2 r≤  is an integer 
or 

2) n pq=  , p and  q are primes. 
The cardinality of the residue ring and its unit group in both cases is the following: 

1) * 1, ( ) ( 1)r r
n np n p p−= = ϕ = −Z Z  

or 

2) ( )*, ( 1)( 1)n npq n p q= = ϕ = − −Z Z , 

 ( )nϕ is an Euler function.  

Then the probability P of the case that matrix M is not in the group G is the following: 

1) 
1( ) ( 1) 1

1 1
r

r

n p p

n p p

−ϕ −− = − =  

or 

 2) 
( ) ( 1)( 1) 1 1 1

1 1 .
n p q

n pq p q pq

ϕ − −− = − = + −  

If bit length of the primes p and  q will be 80 bits or bigger, then we have: 

1) 802P −≤  
or 

2) 792P −≤ . 
In both cases probability P becomes negligible small and therefore one may to suppose that in these 
two cases random matrix M over nZ  

, , n

a b
M a b

b a

 
= ∈ 
 

Z  

with overwhelming probability is in the group G. 
Note. In the case if modulus n is 64-bit integer one needs to verify that random matrix 

, , n

a b
M a b

b a

 = ∈ 
 

Z  

belongs to the group G. 

3. Basic Modular Matrix Cryptosystem (BMMC)[6] 

Let us consider the matrices in the matrix ring ( )2M Z  and its unit group ( )2Gl Z , which contains 

the free subgroup  ( ), ,G α β γ  of rank 3 with free generators 
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( )
1 0

0
A

 
α =   α 

, ( )
1

0 1
B

β 
β =   

 
, ( )

1

1
C

− γ γ 
γ =   −γ γ + 

,  

where , ,α β γ ∈Z  and 3, 3, 3α ≥ β ≥ γ ≥  [9]. For instance, if 3α = β = γ = , we have the ma-

trices  

1 0

3 1
A

 
=   
 

, 
1 3

0 1
B

 
=   
 

, 
2 3

3 4
C

− 
=   − 

,  

which generate the free group ( )3,3,3G G=  of rank 3. 

I. Key generation 
Alice doing the following: 

1) picks the random large positive integer n; 

2) picks the random words W(X) and W(U) in the alphabet 1A±
, 

1B±
,  

1C± in a free rank 3 

group with free generators , ,A B C; 

3) computes the non-commuting matrices nX and nU by replacing the symbols  , ,A B C in the 
words W(X),W(U ) with corresponding matrices  

1 0

3 1
A

 
=  
 

 ,  

1 3

0 1
B

 
=  
 

 , 

2 3

3 4
C

− 
=  − 

   
and performing matrix computations by modulo n , if nX  and nU   commute, then return to 2) ; 

4) let f(n) be a cardinality of the group 2( )nGL Z , then Alice picks random integers k,s,l  such 

that   – , ( ) ( )f n k s f n≤ ≤ ,  2 ( )l f n≤ ≤ , 2  ( ) | ( ) |nf n GL= Z .  

5) Alice public key is ( ) ( )1 2 3, , , , , ,s k s l
n n nn P P P n X U X U U−= , her private key is ( ), ,nU k s . 

II. Encryption  
Bob does the following:  

for a plaintext ( )2 nm M∈ Zn  picks , nr t ∈Z  and computes the ciphertext 

( ) ( )1 2 3 1 3 3 2 3, ,r t r r t rC C P P P m P P P− − −= ⋅ . 

III. Decryption 
Alice computes using her private key: 

2 1
s k s

n nC U C U m− = . 

4. Modified Matrix Modular Cryptosystem One (MMMC1) Descryption 
I. Key generation 

Alice doing the following: 
1) picks a random prime number p; 
2) makes a choice between 

2.1) picks a random integer  2 r≤  and computes  ;rn p=  

2.2) picks a random prime number  q p≠  and computes  n pq= ; 

3) picks four random integers , , , na b c d∈Z ; 
4) composes two random matrices 
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a b
V

b a

 =  
 

  and  
c d

W
d c

 =  
 

; 

5) verifies the membership of these matrices to the group G; 
6) if at least one of these matrices not belongs to G, then return to 3). 
Note 1. If expected value of modulus n is 64-bit integer, then the preferred value of parameter r 

is 2r =  and  p is 32-bit prime number. 
Note 2. If modulus n is 160-bit integer or bigger, then with overwhelming probability the mem-

bership of these matrices to the group G is accepted without verification. 
7) Alice defines two commuting inner automorphisms of the ring 2( )nM Z : 

1 1: , :D V DV D W DW− −α → β →  

for every matrix 2( ).nD M∈ Z  

 Note 3. Matrices ,V W G∈   and therefore automorphisms  ,α β   commute. Of course this 
may be checked directly. 

8) Alice computes the following automorphisms of the ring ( )2 nM Z : 
2 2,ϕ = α β ψ = αβ , 

2 1 2 2 1 2: ( ) ( ), : ( ) ( )D V W D V W D VW D VW− −ϕ → ψ →  

for every matrix  2( ).nD M∈ Z  

      Note 4. Automorphisms ,ϕ ψ  commute and 
1 1, .− −ϕ = αβ ψ ψ = α βϕ  

9) Alice picks a random invertible matrix 

2( ),nL GL∈ Z  
such that L does not belong to the subgroup G; 

10) computes matrices: 
1 1, ( ), ( );L L L− −ϕ ψ  

11) Alice public key is 
1( , ( ), ( ))n L L−ϕ ψ , 

private key is 
( , ).V W  

II. Encryption 
Bob doing the following: 

1) presents the plaintext m as a sequence of 2×2- matrices over residue ring nZ : 
(1) (2) ( ), ,..., Nm m m ; 

2) for every ( ) , 1,2,...,im i N=  chooses a random matrix ( ) ;iY G∈  
3) defines for every i=1,2,…,N the automorphisms 

( ) ( ) 1 ( ): ( )i i iD Y DY−ξ →  

for every 2( );nD M∈ Z  

4) computes for every i=1,2,…,N matrices      ( ) ( ) 1 ( ) ( )( ( )), ( ( )), ( ( ));i i i iL L m L−ξ ϕ ξ ψ ξ ϕ  

5) picks for every i=1,2,…,N random units  (" ")i n saltγ ∈Z   and computes the ciphertext : 

(1) (2) ( )( ... ),NC C C C=  ( ) ( ) ( )
1 2( , ),i i iC C C=  

( ) 1 ( ) 1 ( ) ( ) ( )
1 2( ( )), ( ( )), 1,2,..., .i i i i i

i iC L C m L i N− −= γ ξ ψ = γ ξ ϕ =  
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III. Decryption 
Alice doing the following: 

1) computes for every i=1,2,…,N using her private key: 
( )( ) 1 ( ) 1 1 1

1( ) ( ( ( )))ii i
iz C L− − − −= α β = α β γ ξ ψ ; 

2) computes for every i=1,2,…,N  matrices: 
( ) ( ) ( ) ( ) ( ) ( )
2 ( ( ( )))i i i i i i

iC z m L z m= γ ξ ϕ = ; 

3) restores the plaintext m from the  matrix sequence (1) (2) ( ), ,..., Nm m m . 
     Note 5. Decryption correctness proof will be given later for two modifications. 

5. Example 1 (MMMC1) 
I. Key generation 

Alice doing the following: 
1) picks the primes p = 5,  q = 7  and computes 35n pq= = ; 

2) chooses four random integers in the residue ring 35Z : 
7, 4, 6, 2; 

3) composes the random matrices 

7 4 6 2
,

4 7 2 6
V W

   
= =   
   

; 

4) computes det 33, det 32V W= =  and then computes 

 1 1(det ) 17, (det ) 23V W− −= = ,  

therefore V and  W are units in the matrix ring 2 35( )M Z ; 

5) defines two automorphisms of the ring 2 35( )M Z : 
1 1: , :D V DV D W DW− −α → β →  

for every matrix 2 35( )D M∈ Z ; 
6) computes the following automorphisms: 

2 2,ψ = α β ϕ = αβ ; 

7) chooses the random matrix 2 35( )L GL∈ Z : 

1 2

3 5
L

 
=  
 

 

and computes matrix 

1 30 2

3 34
L−  =  

 
; 

8) computes matrices: 

2 1 2 34 34
( ) ( ) ( )

6 7
L VW L VW−  

ϕ = =  
 

, 

1 2 1 1 2 23 24
( ) ( ) ( )

16 6
L V W L V W− − −  ψ = =  

 
. 

9) Alice public key is 
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( ) ( )134 34 23 24
35, , ,

6 7 16 6
n L L−    = ϕ = ψ =    

    
 

private key is 

7 4 6 2
, .

4 7 2 6
V W
    = =    

    
 

II. Encryption 
Bob doing the following: 

1) presents the plaintext as a matrix 2 35( )m M∈ Z : 

11 2

9 3
m

 
=  
 

; 

2) picks the random matrix 
3 5

5 3
Y G

 = ∈ 
 

 and computes 1 2 20

20 2
Y−  =  

 
; 

3) defines automorphism ξ  of the ring 2 35( ) :M Z  
1: D Y DY−ξ →  

for every matrix 2 35( )D M∈ Z ; 

4) computes matrices: 

1 29 24
( ( )) ( )

16 12
L Y L Y−  

ξ ϕ = ϕ =  
 

,   

1 1 1 13 24
( ( )) ( )

16 16
L Y L Y− − −  ξ ψ = ψ =  

 
; 

5) picks random unit 35γ ∈Z : 19, 4−γ = γ = ; 

6) computes the ciphertext  1 2( , )C C C= : 

1 1
1

17 26
( ( ))

29 29
C L− −  

= γ ξ ψ =  
 

,  2

9 2
( ( )) .

16 28
C m L

 
= γ ξ ϕ =  

 
 

III. Decryption 
Alice doing the following: 

1) computes matrix z, using her private key: 

1 1 1 1
1 1

22 26
( ) ( ) ( )

29 24
z C V W C V W− − − −  

= α β = =  
 

; 

2) computes then 

2

11 2
.

9 3
C z m

 
= = 
 

 

6. Modified Matrix Modular Cryptosystem Two (MMMC2) Description 
I. Key generation 

Alice doing the following: 
1) picks a random prime number p; 
2) chooses one of the following two cases: 
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2.1) picks a random integer  2 r≤  and computes  ;rn p=  

2.2) picks a random prime number  q p≠  and computes  n pq= ; 

3)  picks a random matrix 2( );nW GL∈ Z  

4)  computes matrices 
2 3,F W H W= =  

and 
2 2, ;F H FH  

5)  picks a random matrix  2( );nL GL∈ Z  
6) defines the automorphisms: 

1 1: , :D F DF D H DH− −α → β →  

and then computes the automorphisms: 
2 2

2 1 2 2 1 2

, ,

: ( ) ( ), : ( ) ( )D F H D F H D FH D FH− −

ϕ = α β ψ = αβ
ϕ → ψ →

 

for every matrix  2( ).nD M∈ Z  

      Note 1. Automorphisms , , ,α β ϕ ψ   commute each with other because the corresponding ma-

trices  2 2, , ,F H F H FH  are some integral exponents of matrix  W. 
7) Alice computes matrices: 

1, ( ), ( );FH L L−ϕ ψ  

8) Alice public key is 
1( , ( ), ( ), ),n L L FH−ϕ ψ  

private key is 
( , ).F H  

      Note 2.  The following relations can be easily verified:  1 1, .− −ϕ = αβ ψ ψ = α βϕ  

II. Encryption 
Bob doing the following: 

1) presents the plaintext as a sequence of 2×2 - matrices over the residue ring nZ : 
(1) ( ),..., ;Nm m  

2) for every matrix ( ) , 1,...,im i N=  picks random integer ik  and computes matrix  
( ) ( ) ikiY FH= ; 

3) defines automorphisms: 
( ) ( ) 1 ( ): ( )i i iD Y DY−ξ →  

for every matrix  2( ), 1,..., ;nD M i N∈ =Z  

4) computes matrices for every i=1,…,N: 
( ) ( ) 1 ( ) ( )( ( )), ( ( )), ( ( ));i i i iL L m L−ξ ϕ ξ ψ ξ ϕ  

5) picks random units * , 1,...,i n i Nγ ∈ =Z   and computes ciphertext: 

(1) ( )... ,NC C C=  

( ) ( ) ( )
1 2( , ), 1,..., ,i i iC C C i N= =  

1( ) ( ) 1 ( ) ( ) ( )
1 2( ( )), ( ( )).i i i i i

i iC L C m L
− −= γ ξ ψ = γ ξ ϕ  
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III. Decryption 
Alice doing the following: 

1) using her private key computes for every i=1,…,N: 

( ) ( )( )( )( ) 1 ( ) 1 1 ( ) 1
1 ;i i i

iz C L− − − −= αβ = αβ γ ξ ψ  

2) computes matrices for every i=1,…,N: 
( ) ( ) ( )
2 ;i i iC z m=  

3) restores the plaintext m from the matrix sequence 
(1) ( ),..., .Nm m  

       Note 3. Automorphisms ( ) , 1,...,i i Nξ =  commute with automorphisms  , , , .α β ϕ ψ  

 
Theorem. The decryption in cryptosystems MMMC1 and MMMC2 is correct. 
 

Proof. Automorphisms ( ) , 1,...,i i Nξ =  commute with automorphisms α  and β  in both crypto-
systems, besides of definitions of one-named automorphisms are quite different in them. Therefore 
proof deals with both cryptosystems. 

Under computations we have the following: 

( )( )( ) ( )( ) ( )( )( )( )( ) ( ) ( ) ( ) ( ) 1 1 ( ) 1( )i i i i i i
i i im L z m L L− − −γ ξ ϕ = γ ξ ϕ αβ γ ξ ψ =  

( )( ) ( )( )( )( )1 ( ) ( ) ( ) 1 1( )i i i
i i m L L− − −= γ γ ξ ϕ ξ αβ ψ =  

( )( )( ) ( )( )( ) ( ) ( )( )( )( ) ( ) ( ) 1 ( ) ( ) 1i i i i im L L m L L− −= ξ ϕ ξ ϕ = ξ ϕ ϕ =  

( ) ( )( ) ( ) 1 ( ) ( ) ( ) ( ).i i i i i im LL m I m I m−= ξ ϕ = ξ ϕ = = . 

7. Example 2 (MMMC2) 
I. Key generation 

Alice doing the following: 

1) picks prime number 5p =  and computes 2 25n p= = ; 

2) picks the random matrix  2 25

7 3
( )

5 2
W GL

 
= ∈ 
 

Z ; 

3) computes matrices   2 314 2 8 21
,

20 19 10 23
F W H W

   = = = =   
   

 

and also matrices   2 223 24 6 17
,

15 8 20 11
F H FH

   
= =   
   

; 

4) chooses the random matrix   2 25

9 4
( )

7 3
L GL

 = ∈ 
 

Z ; 

5) defines automorphisms  , , ,α β ϕ ψ ; 

6) computes matrices   17 15 8 24 3 8
, ( ) , ( )

0 7 17 4 7 10
FH L L−     

= ϕ = ψ =     
     

; 
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7) Alice public key is: 

18 24 3 8 7 15
25, ( ) , ( ) ,

17 4 7 10 0 7
n L L FH−      

= ϕ = ψ = =      
      

, 

her private key is   
14 2 8 21

, .
20 19 10 23

F H
    = =    

    
 

 

II. Encryption 
Bob doing the following: 

1) presents the plaintext as matrix    2 25

9 16
( );

10 5
m M

 = ∈ 
 

Z  

2) picks random k, for example, 3k =  and computes matrix  3 18 5
( ) ;

0 18
Y FH

 
= =  

 
 

3) defines automorphism   1: D Y DY−ξ →  

for every matrix 2 25( );D M∈ Z  

4) computes matrices  

113 14 8 13
( ( )) , ( ( )) ,

17 24 7 5
L L−   

ξ ϕ = ξ ψ =   
   

   
8 10

( ( )) ;
15 10

m L
 

ξ ϕ =  
 

 

5) picks 7γ = , then computes 

1 1
1 2

19 9 23 20
( ( )) , ( ( )) ,

1 15 5 20
C L C m L− −    

= γ ξ ψ = = γ ξ ϕ =   
   

   1 2( , ).C C C=  

III. Decryption 
Alice doing the following: 

1) computes matrix z using her private key:   

1 1 1 1
1 1

18 2
( ) ( ) ( ) ;

6 16
z C FH C FH− − − −  = αβ = =  

 
 

2) computes 

2

9 16
.

10 5
C z m

 
= = 
 

 

8. Security of MMMC1 and MMMC2 
Look at some of the attacks on the cryptosystems MMMC1 and MMMC2. 

8.1 A ciphertext only attack 

Let 1 2( , )C C C=  be a ciphertext for plaintext m, then 

( ) ( )1 1
1 2( ) , ( )C L C m L− −= γ ξ ψ = γ ξ ϕ  

and therefore we come to the equation system with unknowns matrices m, Y and unknown unit 
*.
nγ ∈Z : 
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1 1 1
1

1
2

( ) ,

( ) .

C Y L Y

C mY L Y

− − −

−

 = γ ψ


= γ ϕ
                         (*) 

For random unit γ  cryptanalyst has not another way to solve this equation system as to suppose 

concrete value 0γ = γ  and to solve the conjugation problem: to find unknown matrix Y from the 

equation: 
1 1

0 1 ( ) .C Y L Y− −γ = ψ  

Rewriting this matrix equation as system of four linear equations with four unknowns cryptanalyst 
finds the set of solutions, depending on one or more parameters, each of which runs nZ .Then he 

inserts each solution 0Y Y=  in the second equation of system (*) : 
1

2 0 0 0( )C mY L Y−= γ ϕ  

and finds corresponding solution 0m m= . Thus, for each fixed 0γ  cryptanalyst receives at least n 

pairs of the form 0 0( , )Y m . Because 0γ  accepts ( )nϕ  values, the cryptanalyst gets ( )n nϕ  triples 

of the form  0 0 0( , , ).Y mγ Consequently, if n is not less than 64 bit integer, then check, which of 

these non less approximately 1252  triplets is a true solution, becomes infeasible. Therefore, the low-
er bound for the selection secure modulus n is 40-bit integer, because in that case one needs to 

check approximately 782  triplets.  

8.2. A known-plaintexr attack 

Let (1) (1) ( ) ( )( , ), ...,( , )k km C m C  be the pairs of the form plaintext-ciphertext. Cryptanalyst needs to 

find unknown plaintext ( 1)km +  from the corresponding ciphertext ( 1)kC + . 
In our case for the cryptosystems MMMC1 and MMMC2 encryption uses the new random one-

time key Y for the new plaintext. Therefore knowledge of previous pairs of the form plaintext-
ciphertext gives no information to find the unknown plaintext from the corresponding ciphertext for 
a new pair. 

8.3. A chosen-plaintext attack 
There are the same arguments as for a known-plaintext attack. 

8.4. An adaptive chosen-plaintext attack 
There are the same arguments as before. 

8.5. A chosen-ciphertext attack 

Let *m be a random matrix in the group 2( ),nGL Z  1 2( , )C C C=  be a ciphertext for unknown 

plaintext m. Cryptanalyst Connor computes * 2m C  and offers Alice to decrypt the ciphertext  
* *

1 2( , ).C C m C= Then Alice finds corresponding plaintext *m m and sends it to Connor. Finally 

Connor computes the initial plaintext as the following:  * 1 *( ) ( ) .m m m m− =  

8.6. Protection from a chosen ciphertext attack 
To prevent this attack one has to replace one-sided ciphertext with two-sided ciphertext. Namely, 
one-sided ciphertext: 

1 1 1 1
1 2 1 2( , ), ( ) , ( )C C C C Y L Y C mY L Y− − − −= = γ ψ = γ ϕ  

is replaced with two-sided ciphertext 
1 1 1 2 1 1

1 2 1 2( , ), ( ) , ( ) ( ) .C C C C Y L Y C Y L YmY L Y− − − − −= = γ ψ = γ ϕ ϕ  

In this case decryption becames the following: 
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a) Alice computes  1
1( );z C−= αβ  

b) then computes  2 .zC z m=  

The chosen ciphertext attack in this case will not be successful, since the matrices  Y and m  in 
general do not commute. These variants of the MMMC1 and MMMC2 will be called closed crypto-
system variants. 
Note. An attack with a chosen ciphertext breaks cryptosystems RSA, ElGamal and Rabin, but at-
tempts to build their modifications resistant to this attack, still resulted in a very inefficient crypto-
systems. As we can see, for the matrix modular cryptosystems situation is different, since the closed 
variant differs from the usual only a few number of matrix multiplications. 

9.  Comparing efficiency of cryptosystems 
  For comparing the bit complexity of encryption and decryption algorithms considered in the paper 
cryptosystems start with the known estimates of the bit complexity of basic operations in the resi-
due ring ([1], Table 2.5). 
Operations                                                                                    Bit complexity 
Modular addition              ( )moda b n+                                      (lg )O n  

Modular subtraction         ( )moda b n−                                     (lg )O n  

Modular multiplication      ( )modab n                                        2((lg ) )O n   

Modular inversion               1 moda n−                                           2((lg ) )O n  

Modular exponentiation       mod ,ka n k n<                                3((lg ) )O n   

We now find the bit complexity of modular matrix operations used in compared cryptosystems. 
1. Matrix modular multiplication 
This operation consists of 8 modular multiplications and 4 modular additions. Considering only the 
multiplication, we obtain the following estimate of the bit complexity of the matrix modular multip-

lication: 28(lg )n C -bit operations for some constant C. 

 For 64-bit n we obtain the following estimate: 
2 15 10 48(64) 2 32 2 3,2 10C= = × ≈ × -bit operations for some constant C. 

2. Matrix modular multiplication in the group G   
This operation consists of 4 odular multiplications and 2 odular additions. Considering only the 
multiplication, we obtain the following estimate of the bit complexity of the matrix modular multip-

lication: 24(lg )n C -bit operations for some constant C. 

For 64-bit n we obtain the following estimate: 
2 14 10 44(64) 2 16 2 1,6 10C= = × ≈ × -bit operations for some constant C. 

3. Matrix modular multiplication by a scalar 
This operation consists of 4 matrix modular multiplications, then we obtain the following estimate 

of the bit complexity of the matrix modular multiplication:  24(lg )n C -bit operations.  
For 64-bit n we obtain the following estimate: 

2 12 10 44(64) 4 2 16 2 1,6 10C= × = × ≈ × -bit operations for some constant C. 

4. Matrix modular inversion 
This operation consists of 2 modular multiplications and 1 modular subtraction (computation of the 
determinant), modular inversion and matrix modular multiplication by a scalar, then we obtain the 
following estimate of the bit complexity of the matrix modular inversion:  

2 2 23(lg ) 4(lg ) 7(lg )n n n C+ = -bit operations (modular subtraction is ignored). 

For 64-bit n we obtain the following estimate: 
2 12 10 47(64) 7 2 28 2 2,8 10C= × = × ≈ × -bit operations for some constant C. 
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5. Matrix modular inversion in the group G  

Recall that in group G matrices are of the form 
a b

D
b a

 
=  
 

, then we obtain: 

2 2 23(lg ) 2(lg ) 5(lg )n n n C+ = -bit operations. 
For 64-bit n we obtain the following estimate: 

2 12 10 45(64) 5 2 20 2 2 10C= × = × ≈ × -bit operations for some constant C. 

6. Matrix modular exponentiation 
This operation consists of lg n matrix modular multiplications, then we obtain the following esti-
mate of the bit complexity of the matrix modular exponentiation: 

2 3lg 8(lg ) 8(lg )n n n C⋅ = -bit operations. 

For 64-bit n we obtain the following estimate: 
3 18 20 10 2 68(64) 8 2 2 2 2 (2 ) 2 10C= × = × = × ≈ × -bit operations for some constant C. 

Now we can compare the bit complexity of the encryption and decryption discussed in the paper 
cryptosystems. 
We first consider as a reference point the cryptosystem RSA. Encryption and decryption in RSA 

consist of only modular exponentiation, then their bit complexity are 3(lg )n C -bit operations, for 

1024-bit n and 1024-bit plaintext block we obtain the following estimate: 
3 10 3 3 3 91024 (2 ) (10 ) 10C= ≈ = -bit operations for some constant C. 

Note. There are more efficient modifications of the RSA but we are now considering only classical 
cryptosystem. 
As another reference point consider fast ciphers, namely, symmetric or stream ciphers. It is known 
that these ciphers are much faster than public-key cryptosystems, according to some estimates, 
about 1000 times faster. So there is a very roughly estimate of the bit complexity of fast ciphers as a 

range of 4 610 10− -bit operations. Now let's see whether the fall in this range at least some of the 
discussed in the paper cryptosystems. 

1. BMMC 
Encryption in BMMC consists of 3 matrix modular exponentiations (can be neglected other opera-
tions), then the bit complexity of the BMMC encryption is the following: 

3 33 8(lg ) 24(lg )n n C⋅ = -bit operations for some constant C. 

For 64-bit n and 256-bit plaintext block we obtain the following estimate: 
3 18 20 3 2 624(64) 24 2 6 2 6 (10 ) 6 10C= ⋅ = ⋅ ≈ × = × -bit operations. 

Decryption in BMMC consists of 2 matrix modular exponentiations, then the bit complexity of the 
BMMC decryption is the following: 

3 32 8(lg ) 16(lg )n n C⋅ = -bit operations. 
For 64-bit n and 512-bit ciphertext block we obtain the following estimate: 

3 18 20 616(64) 16 2 4 2 4 10C= ⋅ = × ≈ × -bit operations. 

2. MMMC1 
Encryption in MMMC1 consists of 5 matrix modular multiplications, 1 matrix modular inversion in 
the group G, 2 matrix modular multiplications by scalar and 1 modular inversion. Then the bit com-
plexity of the MMMC1 encryption is the following: 

2 2 2 2 25 8(lg ) 5(lg ) 2 4(lg ) (lg ) 54(lg )n n n n n C⋅ + + ⋅ + = -bit operations. 

For 64-bit n and 256-bit plaintext block we obtain the following estimate: 
2 12 10 3 554(64) 54 2 216 2 216 10 2,2 10C= ⋅ = × ≈ × ≈ × -bit operations. 
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Decryption in MMMC1 consists of 3 matrix modular multiplications, 1 matrix modular multiplica-
tion in the group G and 2 matrix modular inversions in the group G. Then the bit complexity of the 
MMMC1 decryption is the following: 

2 2 2 23 8(lg ) 4(lg ) 2 5(lg ) 38(lg )n n n n C⋅ + + ⋅ = -bit operations. 

For 64-bit n and 512-bit ciphertext block we obtain the following estimate: 
2 12 10 3 538(64) 38 2 142 2 142 10 1,4 10C= ⋅ = × ≈ × ≈ × -bit operations. 

3. MMMC2 
Encryption in MMMC2 consists of only matrix modular exponentiation (can be neglected other op-
erations), then the bit complexity of the MMMC2 encryption is the following: 

38(lg )n C-bit operations for some constant C. 
For 64-bit n and 256-bit plaintext block we obtain the following estimate: 

3 18 20 68(64) 8 2 2 2 2 10C= ⋅ = ⋅ ≈ × -bit operations. 

Decryption in MMMC2 consists of 4 matrix modular multiplications and 2 matrix modular inver-
sions. Then the bit complexity of the MMMC2 decryption is the following: 

2 2 24 8(lg ) 2 7(lg ) 46(lg )n n n C⋅ + ⋅ = -bit operations. 

For 64-bit n and 512-bit ciphertext block we obtain the following estimate: 
2 12 10 3 546(64) 46 2 184 2 184 10 1,8 10C= ⋅ = ⋅ ≈ × ≈ × -bit operations. 

So, BMMC is a bit out of fast ciphers range, although significantly faster RSA. MMMC2 encryp-
tion faster BMMC but a little outside of fast ciphers range and MMMC2 decryption falls within the 
range of fast ciphers. Finally, encryption and decryption in MMMC1 fall within a range of fast ci-
phers. 

10. Conclusions  
In paper two modifications of Basic Matrix Modular Cryptosystem (BMMC) are developed. Both 
cryptosystems are faster than the BMMC and balanced with respect to a pair of security-efficiency. 
Replacing BMMC in non-commutative analogue of the Diffie-Hellman key exchange protocol on 
the one of the modified matrix cryptosystems, we obtain plaintext (symmetric cipher key) as a 2×2 
matrix over the residue ring nZ with 64-bit modulus n for 256-bit key, and for the case of the 128-

bit key may be used advance arrangements half of the 256-bit string. As shown in the paper, for 
such modulus n modified matrix modular cryptosystems are fast and secure, they can be used in 
various applications, especially given the fact that the lower bound for the security of the modified 
matrix modular cryptosystems is a 40-bit modulus n of the residue ring nZ . The fastest of the three 

ciphers discussed in the paper is a cryptosystem  MMMC1, it is near the speed of encryption and 
decryption to symmetric and stream ciphers. Decryption in MMMC2 too fast, but encryption is 
slightly inferior in speed to MMMC1. Finally, the encryption and decryption in the BMMC inferior 
in speed to  MMMC2, although much faster RSA. 
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