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Abstract

The Basic Matrix Modular Cryptosystem (BMMC) is alic-key cryptosystem, which uses some
matrix modular exponentiations in the matrix ringepthe residue ring module The aim of this
article is to decrease the number of these expi@tems and consequently to accelerate the execu-
tion of encryption algorithm. There are two waysréach this aim. First way is to determine the
large abelian subgroup in general linear group tlverarge residue ring and to choose the session
keys in this subgroup, what will be to give the rgption without exponentiations. Other way is to
use random integral exponent of the given matrisha public key as session key and this will be
the only exponentiation in encryption algorithmdscussion about the security of built modifica-
tions made in the article shows that the leveleiusity is high enough for an appropriate choice of
parameters of the cryptosystems, namely, the I®wwand for the selection Of secure modutus
40-bit integer.

Key words public key cryptosystem, matrix group, residugriautomorphism.

1. Introduction

Security of some present-day public-key cryptosystes based on computational complexity of

some number-theoretical problems. Two of theselpneb are used most often: the integer factori-
zation problem and the discrete logarithm probl&hese problems ensure the security of the RSA
and ElGamal cryptosystems, as well as of the cporeding digital signature schemes [1].

In [2], randomized polynomial-time algorithms fooraputing discrete logarithms and integer
factoring were presented for the quantum compdevertheless, some alternatives should be pro-
posed. One of possible approaches is to replacéemtheoretical cryptosystems by such algebraic
cryptosystems that would be resistant to an atack quantum computer.

Let us now consider some scheme of cryptosystearagly, cryptosystems of group rings. In
the author’'s work [3], [3a] a scheme of group rargptosystems was proposed. The idea to apply
group rings in cryptography is based on the faat thwe fix the cardinality of a finite ringR, the
cardinality of the group rin@G for a finite groupG is an exponent of the cardinality of the group
G. Then, a legal user can perform cryptographicsfiaimations separately in the riRgand in the
group G using polynomial algorithms and the illegal uses o solve computationally difficult
problems in the group ringG.

In [4] some generalization of group ring cryptogystis considered in the case of quasigroup
ring. In [5] were proposed theoretical attacks oyptographic schemes using automorphisms, in
the case of cryptosystems of the matrix rings divete-dimensional algebras. And although it is
questionable possibility of practical realizatidntloese attacks to cryptosystems in the matrix ring
over the ring of residues modutpthis modulus is better to choose as a compositeoer.

The Basic Matrix Modular Cryptosystem (BMMC) is algic key cryptosystem, which was
developed in [6]. In the most important case f@& tise of public-key cryptosystems, namely, key



exchange protocols for symmetric ciphers, such BS,Ahe key length is usually equal to 128 or
256 bits. Protocol using BMMC was developed forkkg exchande in [7].

BMMC realization needs three matrix modulgp@nentiations for key generation, three expo-
nentiations under encryption and two exponentiationder decryption for every data block. One
may to accelerate encryption by decreasing the eurmbexponentiations. To reach this aim it is
necessary to explore the centralizer of randomiratrthe general linear group over residue ring.
The structure of this centralizer is unknown in g@h case. There are two ways for the choice of
the random element of centralizer. One way is ® aidixed large abelian subgro@in a such
manner that one may easily to choose the randomeeslex in G, then other random elemenin G
will be an element of centralizer &f Other way is to compute the random integral erpon of
the fixed elemenk in the general linear group over residue ringntyhavill be in a centralizer ok
and that is only exponentiation needs for encryptibwo different modifications of BMMC are
based on these two approaches, namely, Modifiediglodular Cryptosystem One (MMMC1)
and Modified Matrix Modular Cryptosystem Two (MMME2Both cryptosystems provide faster
encryption than BMMC but their security have todx@lored. On the other hand, the mathematical
basis of these cryptosystems security is the sartedomputational problem unlike BMMC whose
security is based on the following two computatitynbard mathematical problems [6].

The transformation problem (two-factor conjugacglpem).

Let a matrix P, be conjugated with an unknown integral power afiatrix P, for two given
matricesP,, P, GLQ(D n) . Find all solutions of the equation with two unkmsZ andy:
ZRZ'=F,
where ZDGLQ(D n), - f(n< y< f( r) y is integer, f(n) be a cardinality of the group
GL,(Z,).

The hybrid problem.
Find all solutions of the equation with two unknsA andx

Y* =127,
where Y, Z, ] GLQ(D n) , — f(n)<x< f( n), x is integer,f(n) be a cardinality of the group
GL,(Z,).
Let us also consider two particular cases of hyprablem:
a) The discrete logarithm problem in a cyclic subgref the grougGL, (D n)
Let H = <YO> be a fixed cyclic subgroup of ordeof the groquLz(D n) with the generator
Yoand M LJH be an arbitrary element. Find the unique solution X, of the equation

wherex is an integer such th@< X< j.
b) The problem of extracting a root of fitle power in the grouﬁ-}LQ(D n)

(the matrix RSA problem)
Let M I]GLQ(D n) be an arbitrary element,, be a fixed integer satisfying the condition
0<iy < f (n) andGCD(jy, f(n)) =1.

Find all solutions of the equation with a singl&onown Y:

Yo=M,
YOGL(D,).

According to the problem b), in turn, one can a&szern the following problem.

_The problem of square-root extraction@L, (D n)



Find all solutions of the equation with a singl&known'Y:
YZ=M,
whereY, MO GL,([1 ).
In the case of MMMC1 and in the case of MMMC2 iaiSrandom salt” conjugation problem.

Classical conjugation problem is the following: the given elements, B in the groupG to find
elementXin the same group such that

X7*AX = B.
The “random salt” conjugation problem is the follog: for the given matriced, Bin the ma-
trix modular ringM,(Z,) over the residue ring,, to find invertible matrix X in the same ring

and random fixed unix in the residue ringZ , by modulon such that

XTAX=aB.
The random fixed “salt™ can be found only under brute force attack anddie enough mod-
ulusn this problem is becoming intractable.
It should be noted, that some other algebraic ogystems are given in [8] - [13].

The paper is organized as follows: after theobfuction (section 1) is described by an abelian
subgroupG of the groupGL,(Z,) (section 2), then briefly is described the BMM@don 3). In
sections 4 and 5 are given the description of MMM{@#l an example of computations, and in sec-
tions 6 and 7 are given MMMC2 description and exiengd computations. The security and effi-
ciency of both modifications of BMMC studied in §eas 8 and 9. In section 10 are given the
conclusions.

2. Subgroup G of the group GL,(Z,)

Let G be the following set of*2 — matrices:

a b
G=
b a
Z' is an unit group of the residue rid, modulon.

It is easy to verify tha6 is an abelian subgroup of the groGl,(Z,):

a,b00Z_ and( d- B)Dz;},

a b c d
1) for K = UG andL = [JG we have that
b a d c

M =KLOG,
because

ac+bd ad+ b
ad+bc act bd

and determinant of KL is
det(KL )= (de )(det. NZ’

a b .
2) for K :[b ajI]G, detK =y[Z_ we have thalk *[0G, because

-1 1
Ki=| Y2 VP ekt =yinz:;
-y'b y'a i

a b c d
3) for K :[b ajI]G and L :[d CJDG we have thaKL = LK, because
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ac+bd ad+ b cax db chb
KL= , LK = )
ad+bc act bd c da ca d

Let a, bbe the random elements of the riZg and let

a b
M =
b a
be the corresponding element in the rily, (Z ). What is the probability of the case tivais not

in the groupG? In two special cases nfwe may to give answer on this question.
Look at these two particular casesnof

1) n=p’, pisaprime number2<r is an integer

or
2) N= pq,pand qare primes.
The cardinality of the residue ring and its uniigp in both cases is the following:
D[z,|= 6 [z;]= 6= B (p-1)
or
2[z,/= pajz;|= () = (p-D(a-2),
(I)(n) is an Euler function.
Then the probability? of the case that matrM is not in the grouf® is the following:
r-1 _
-8y Pp-y _1
n Y Y
or
2)1- oM _,_(p=DH(@-1_1 1 1
n Pq P q pg
If bit length of the primep and qwill be 80 bits or bigger, then we have:
1) P<27®
or
2) P<27”.

In both cases probabilify becomes negligible small and therefore one mayppose that in these
two cases random matri over Z

> 3
M = ,a,b0Z,
b a

with overwhelming probability is in the gro.
Note In the case if modulusis 64-bit integer one needs to verify that randoatrix

> 3
M = ,a,b0Z,
b a

3. Basic Modular Matrix Cryptosystem (BMMC)[6]

Let us consider the matrices in the matrix rivf, (Z) and its unit grougGl, (Z) , which contains

belongs to the grou@.

the free subgroqu(O(,B,y) of rank 3 with free generators



A(a):E(H—SJ, B(B){Hii} C(v){%}

wherea,[3,yJZ and‘a‘ > 3,‘[3‘ > 3,M > 3[9]. For instance, id =3 =y =3, we have the ma-

e

which generate the free gro@p = G(3,3,3 of rank 3.

I. Key generation

Alice doing the following:
1) picks the random large positive integer

2) picks the random word#&/(X) and W(U) in the alphabetA™ B
group with free generatord, B, C;
3) computes the non-commuting matricésandU by replacing the symbolsA, B, C in the
wordsW(X)W (U )with corresponding matrices
10 1 3 -2 3
A= B= C=
3 1 0 1 -3 4

and performing matrix computations by modulpif X, andU, commute, then return to 2) ;

1 C*in a free rank 3

4) letf(n) be a cardinality of the groufsL,(Z ), then Alice picks random integekss,| such
that —f(nN)<k,s< f(n, 2<l<f(n), f(n) = |GL(Z,)].

5) Alice public key is(n, B, B, B) :( n X, Us X, u:) her private key i§U K, s).

[I. Encryption
Bob does the following:
for a plaintext mU MZ(ZQ) picks r,tlJZ, and computes the ciphertext

(C.C,)=(R"B B, nUF B B).

[ll. Decryption
Alice computes using her private key:
CZU;SCfUns =m.

4. Modified Matrix Modular Cryptosystem One (MMMC1) Descryption

I. Key generation

Alice doing the following:
1) picks a random prime numbgr
2) makes a choice between

2.1) picks a random intege2 < r and computesn = ';
2.2) picks a random prime numb&r# p and computesn = pq;

3) picks four random intege®, b, ¢, dUJZ ;
4) composes two random matrices



5) verifies the membership of these matrices tqtioepG;

6) if at least one of these matrices not belonds, tihen return to 3).

Note 1.If expected value of modulusis 64-bit integer, then the preferred value olapagtenr
is r =2 and p is 32-bit prime number.

Note 2 If modulusn is 160-bit integer or bigger, then with overwheigiprobability the mem-
bership of these matrices to the gr@sips accepted without verification.

7) Alice defines two commuting inner automorphisshhe ring M, (Z )
a:D-V'DV, B:D- W'DW
for every matrixD UM ,(Z ).
Note 3 MatricesV, W[ G and therefore automorphismél, 3 commute. Of course this
may be checked directly.
8) Alice computes the following automorphisms af ting M, (Zn) ;

¢=oB, =ap’,
¢:D - (VW) 'D(V*W), §: D= (VW)™ B VW)
for every matrix DM, (Z,).
Note 4 Automorphismsp, ) commute and

¢=ap™y, w=a"Bo.
9) Alice picks a random invertible matrix
LOGL(Z,),

such that does not belong to the subgra@p
10) computes matrices:
L™, o(L), w(L™);

11) Alice public key is
(n $(L), w(L™),

Vv, W).

private key is

[I. Encryption
Bob doing the following:
1) presents the plaintewtas a sequence ok2- matrices over residue ring,, :

m®, m?, ..., m";
2) for everym(i), i=1,2,...N chooses a random mat&"’ 1 G;
3) defines for every=1,2,...N the automorphisms
90D - (YO)' DYV
forevery DOM,(Z.);
4) computes for evergl,2,...N matrices £V (d(L)), €V W(L™)), mVEV ($(L));
5) picks for every=1,2,...,Nrandom unitsy, JZ  ("salt') and computes the ciphertext :
C= (C(l)Hc(Z) H C<N)), c® = (Ci(i)’ C(zi))’
Cl =y gV (Ww(LY), ¢ =y mE (D), i=1,2,..N
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[Il. Decryption

Alice doing the following:
1) computes for everngl,2,...,Nusing her private key:

27 =aB(G) = a By € (w(LY)):;
2) computes for evernygl,2,...,N matrices:
CPZ =(y, gV (9( D)) 2 = Y,
3) restores the plaintexh from the matrix sequencm(l), n‘fz),..., m).
Note 5Decryption correctness proof will be given ld@rtwo modifications.

5. Example 1 (MMMC1)

I. Key generation

Alice doing the following:
1) picks the primep =5, g=7 and computeR = pq=35;
2) chooses four random integers in the residue Zing

7,4,6, 2
3) composes the random matrices

7 4 6 2

V= , W= ;
4 7 2 6

4) computedetV = 33, deW = 3. and then computes

(detv ' =17, (deWw )= 2,
thereforeV and Ware units in the matrix rintVl ,(Z ;) ;
5) defines two automorphisms of the rit, (Z ;) :
a:D V™DV, B:D - W'DW

for every matrixD UM, (Z ) ;
6) computes the following automorphisms:

Y=a’p, ¢=ap’;
7) chooses the random matlixJJGL,(Z ,.):

1 2
L=
3 5
L= 30 2 _
3 34)
8) computes matrices:

(L) = (VW)™ (VW) =[

and computes matrix

34 34
6 7}’

23 24
P(L™) = (VW) T LH(VAW) =(16 6]-

9) Alice public key is



L UCH IR TE R b |

private key is

[I. Encryption
Bob doing the following:
1) presents the plaintext as a mati¥] M,(Z ,;):

11 2
m= ;
9 3
. , 3 5 4 2 20
2) picks the random matri¥ = [0 G and compute¥ — = ;
5 3 20 2
3) defines automorphis§ of the ringM,(Z ,,) :
&:D-Y'DY

for every matrixD OM,(Z,,);
4) computes matrices:
29 24
L) =Y "(LY= ,
€(o(L)) o(L) [16 12}
13 24
LY =Y P(LhH)Y= ,
EW(L™) =Y (L) (16 16}
5) picks random uniyJZ ,.:y =9, y'i=4;
6) computes the ciphertext = (C, C,):

17 26 9 2
Clzv_lﬁ(LIJ(L_l)){zg 29) szvmi(¢(L))=[16 28)'

[Il. Decryption

Alice doing the following:
1) computes matrix, using her private key:

z=a Q)= (VW qu:[

2) computes then
11 2
C,z= =m
9 3

6. Modified Matrix Modular Cryptosystem Two (MMMC2) Description

I. Key generation
Alice doing the following:

1) picks a random prime numbgr
2) chooses one of the following two cases:

22 26|
29 24)°
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2.1) picks a random intege2 <1 and computesn = p';
2.2) picks a random prime numb&r# p and computesn = pqQ;

3) picks a random matriw/ 1 GL,(Z,);
4) computes matrices
F=wW? H=W
and
F?H, FH?
5) picks a random matrix- 1GL,(Z,);
6) defines the automorphisms:
a:D - F'DF, B:D -~ H™'DH
and then computes the automorphisms:
¢=a’B, w=ap’,
¢:D - (FZH)‘lD(FZH), Y:D - (FH 2)'1D(FH 2)
for every matrix DM, (Z,).
Note 1Automorphismsa,3,¢,) commute each with other because the correspondang

trices F,H,F*H ,FH ? are some integral exponents of matvi
7) Alice computes matrices:

FH, ¢(L), w(L™);
8) Alice public key is

(no(L).w (L"), FH),

(F,H).
Note 2 The following relations can be easily verified: = a7, Y =a 'Bo.

private key is

[I. Encryption
Bob doing the following:
1) presents the plaintext as a sequencexdf-2natrices over the residue rig, :

m®,..,mf";
2) for every matrixm®,i=1,...,N picks random integek, and computes matrix
YO =(FH)";

3) defines automorphisms:
£0:pD (Y(”)_1 DY®
for every matrix DOM,(Z,), i1 =1,...N ;
4) computes matrices for eveni,...,N:

EV(0(L)), EV (L), mED @(L);

5) picks random unity, I:IZ;, i =1,...N and computes ciphertext:
c=c?|.|c™,
ch = (Cl(i), CZ(”), i=1,...,N.
CO =y, E(w(LY), Cf =y, gV @( D).




[Il. Decryption

Alice doing the following:
1) using her private key computes for eviery,...,N:

) :ag-l(q(‘ ) ap” (Vflz()( (L )))

2) computes matrices for eveami,...,N:

Céi)z(i) - rﬁi)'
3) restores the plaintert from the matrix sequence
m®,...,m"Y.

Note 3Automorphismsf®, i =1,... N commute with automorphismet,[3,¢, ).

Theorem. The decryption in cryptosystems MMMC1 and MMMGZorrect.

Proof. AutomorphismsE®, i =1,... N commute with automorphisn@ and 3 in both crypto-

systems, besides of definitions of one-named autohiems are quite different in them. Therefore
proof deals with both cryptosystems.
Under computations we have the following:

(w2 (9(1))) 27 =(v g (o b)) (8™ (v (w( 1)) =
- 0c0) (2o (o)
:m(i)(E(i)(q)( L)))(E(‘)(q)( |_—1))) - m“(E”((I)( L)q)( [1)))=
:m("E(‘)q)( |_|_—1): mfE0¢( 1) =) 1= >,

7. Example 2 (MMMC2)

I. Key generation
Alice doing the following:

1) picks prime numbep =5 and compute$) = p° = 25;

7 3
2) picks the random matri¥V = [5 2] OGL(Z);

14 2 8 2]
3) computes matricesF =W? = H=W?=
20 19 10 2

23 24 6 1
and also matricesF*H = CFH?= :
15 8 20 1

9 4
4) chooses the random matrix. = (7 3} OGL(Z,);

5) defines automorphismst, 3, ¢, Y ;

6) computes matricesFH :[g j o(L)= [17 244J LIJ(L_l):(;3 183;
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7) Alice public key is:

8 24 3 8
(n:25,(|)(L):(17 Llj,l.p(L_l):(7 1J’FH

14 2 8 21
her private key is| F = ,H = :
20 19 10 2

[I. Encryption
Bob doing the following:

9

9 16
1) presents the plaintext as matrixn = (10 5j O M,(Z,5);

18 5
2) picks randonk, for example,k =3 andcomputes matrixY = ( FH)® :[ 0 18}

3) defines automorphism& : D — Y'DY
for every matrixD [OM ,(Z.,;);
4) computes matrices

13 14 (81 (8 10)
E(<|>(L))—(17 24} c((L ))—(7 Sj’ mE(tb(L))—(15 10}

5) picksy =7, then computes

19 9 23 2
Clzv_lﬁ(LIJ(L_l)){l 15}C2:YWE(¢(L))=(5 23, C=(C.G).

[Il. Decryption

Alice doing the following:
1) computes matrix using her private key:

18 2
z:as'l(Q):(FH‘l)*Q(FH*):( ]

6 16)
9 16
C,z= =m
10 5

8. Security of MMMC1 and MMMC2
Look at some of the attacks on the cryptosystemdwWIM and MMMC2.

2) computes

8.1 A ciphertext only attack
Let C =(C,, C,) be a ciphertext for plaintert, then

C, =y E(w(LY), C,=ynE(o(D)
and therefore we come to the equation system wiknowns matricesn, Y and unknown unit
yOozZ::
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{Cl =y Y (LYY, o

C,=ymY’$( 1) Y
For random unity cryptanalyst has not another way to solve thisadqo system as to suppose
concrete valuey =Y, and to solve the conjugation problem: to find umkn matrixY from the
equation:
YoC = Y P(LY)Y.
Rewriting this matrix equation as system of fomehr equations with four unknowns cryptanalyst
finds the set of solutions, depending on one orenparameters, each of which rus.Then he

inserts each solutiol =Y, in the second equation of system (*) :

C, =Yom¥%'d( ) ¥
and finds corresponding solutiam= m). Thus, for each fixed/, cryptanalyst receives at least
pairs of the form(Y,, M) . Becausey, acceptsp(n) values, the cryptanalyst getg(n) triples
of the form (yO,YO, m)).ConsequentIy, ih is not less than 64 bit integer, then check, whith

these non less approximateﬂ@?25 triplets is a true solution, becomes infeasibleerefore, the low-
er bound for the selection secure modutus 40-bit integer, because in that case one naeds

check approximatel)278 triplets.
8.2. A known-plaintexr attack
Let (m®, CY), ..., (m*), C¥)) be the pairs of the form plaintext-ciphertext. @analyst needs to

find unknown plaintexlm(k+1) from the corresponding cipherte@(kﬂ).

In our case for the cryptosystems MMMC1 and MMMQ@2rgption uses the new random one-
time keyY for the new plaintext. Therefore knowledge of poeg pairs of the form plaintext-
ciphertext gives no information to find the unknoplaintext from the corresponding ciphertext for
a new pair.

8.3. A chosen-plaintext attack
There are the same arguments as for a known-ptaiatick.

8.4. An adaptive chosen-plaintext attack
There are the same arguments as before.

8.5. A chosen-ciphertext attack
Let m be a random matrix in the groupL,(Z,), C=(C, C,) be a ciphertext for unknown
plaintext m. Cryptanalyst Connor computem*g and offers Alice to decrypt the ciphertext
C" =(C, m C). Then Alice finds corresponding plainteRl M and sends it to Connor. Finally
Connor computes the initial plaintext as the follogy (M )™(m n) =

8.6. Protection from a chosen ciphertext attack

To prevent this attack one has to replace one-sig#tertext with two-sided ciphertext. Namely,
one-sided ciphertext:

C=(C.C). G=y"YW(L)Y G=y mYo( L

is replaced with two-sided ciphertext

C=(C,C) G=y"YY(L)Y, G=y* YO ) Ym¥p( )L

In this case decryption becames the following:

12



a) Alice computesz = 0B ™(C);
b) then computeszC, z= m

The chosen ciphertext attack in this case willlm®successful, since the matricésandm in
general do not commute. These variants of the MMM@Gd MMMC2 will be called closed crypto-
system variants.

Note. An attack with a chosen ciphertext breaks crymtmys RSA, EIGamal and Rabin, but at-
tempts to build their modifications resistant tcsthttack, still resulted in a very inefficient ptg-
systems. As we can see, for the matrix modulartosystems situation is different, since the closed
variant differs from the usual only a few numbenwitrix multiplications.

9. Comparing efficiency of cryptosystems

For comparing the bit complexity of encryption afetryption algorithms considered in the paper
cryptosystems start with the known estimates oftih@omplexity of basic operations in the resi-
due ring ([1], Table 2.5).

Operations Bit colapity
Modular addition (a+b)ymodn O(lgn)
Modular subtraction  (a—b)modn O(lgn)
Modular multiplication  (ab)modn O((lg n)*)
Modular inversion a*modn O((lg n)®)
Modular exponentiation a“modn, k< n O((Ilg n)®)

We now find the bit complexity of modular matrixeyations used in compared cryptosystems.

1. Matrix modular multiplication

This operation consists of 8 modular multiplicaicand 4 modular additions. Considering only the
multiplication, we obtain the following estimatetbie bit complexity of the matrix modular multip-

lication: 8(Ign)*C -bit operations for some constant C.
For 64-bitn we obtain the following estimate:
8(64Y = 2°= 32 2°= 3,% 10C -bit operations for some constant C.

2. Matrix modular multiplication in the group
This operation consists of 4 odular multiplicaticensd 2 odular additions. Considering only the
multiplication, we obtain the following estimate tbie bit complexity of the matrix modular multip-

lication: 4(Ign)®C -bit operations for some constant C.
For 64-bitn we obtain the following estimate:
4(64Y = 2*=16¢x 2°= 1,& 10C -bit operations for some constant C.

3. Matrix modular multiplication by a scalar
This operation consists of 4 matrix modular muitations, then we obtain the following estimate

of the bit complexity of the matrix modular muliigation: 4(Ign)®C -bit operations.
For 64-bitn we obtain the following estimate:
4(64Y = 4x 2°= 16« 2°= 1,& 1(C -bit operations for some constant C.

4. Matrix modular inversion

This operation consists of 2 modular multiplicai@and 1 modular subtraction (computation of the
determinant), modular inversion and matrix moduhadtiplication by a scalar, then we obtain the
following estimate of the bit complexity of the matmodular inversion:

3(Ign)? + 4(Ign)* = 7(IgnY C-bit operations (modular subtraction is ignored).
For 64-bitn we obtain the following estimate:
7(64Y = 7x 2= 2& 2= 2,8 1T -bit operations for some constant C.

13



5. Matrix modular inversion in the gro@®

a
Recall that in grou matrices are of the forr = (b
a

b
j, then we obtain:
3(Ign)* + 2(Ign)* = 5(IgnY C-bit operations.
For 64-bitn we obtain the following estimate:
5(64f = 5x 2°= 20« 2= X 1(0C -bit operations for some constant C.
6. Matrix modular exponentiation
This operation consists of ly matrix modular multiplications, then we obtain flelowing esti-
mate of the bit complexity of the matrix modulaperentiation:
lg nB(Ig n)* = 8(Ig n)* C-bit operations.
For 64-bitn we obtain the following estimate:
8(64)Y =8x 2°= % 2°= x (2° Y= X 16C-bit operations for some constant C.
Now we can compare the bit complexity of the entoypand decryption discussed in the paper
cryptosystems.
We first consider as a reference point the crymtesy RSA. Encryption and decryption in RSA
consist of only modular exponentiation, then theircomplexity are(lg n)3C—bit operations, for
1024-bitn and 1024-bit plaintext block we obtain the follogiestimate:

1024 = (2° Y= (16 Y= 16C -bit operations for some constant C.

Note. There are more efficient modifications of R8A but we are now considering only classical
cryptosystem.

As another reference point consider fast cipheamely, symmetric or stream ciphers. It is known
that these ciphers are much faster than publicdtgptosystems, according to some estimates,
about 1000 times faster. So there is a very rougslynate of the bit complexity of fast ciphersaas

range ol.0" — 1P -bit operations. Now let's see whether the falthis range at least some of the
discussed in the paper cryptosystems.
1. BMMC
Encryption in BMMC consists of 3 matrix modular exgntiations (can be neglected other opera-
tions), then the bit complexity of the BMMC encrigpt is the following:
38(Ign)’ = 24(Ign )’ C-bit operations for some constant C.
For 64-bitn and 256-bit plaintext block we obtain the follogiastimate:
24(64) = 2412°= 612°= & (103= & 1T -hit operations.
Decryption in BMMC consists of 2 matrix modular exgntiations, then the bit complexity of the
BMMC decryption is the following:
2B(Ign)* = 16(Ign )’ C-bit operations.
For 64-bitn and 512-bit ciphertext block we obtain the follogiestimate:
16(64) = 1612°= &« 2°= 4 18C-bit operations.
2. MMMC1
Encryption in MMMCL1 consists of 5 matrix modular hipiications, 1 matrix modular inversion in
the groupG, 2 matrix modular multiplications by scalar anch@dular inversion. Then the bit com-
plexity of the MMMC1 encryption is the following:
508(Ign) + 5(IgnY + 204(Ign ¥ + (IgnY = 54(Ign ¥ C-bit operations.
For 64-bitn and 256-bit plaintext block we obtain the followiegtimate:
54(64Y = 541%*= 21& 2= 218 16 22 1D-bit operations.
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Decryption in MMMCL1 consists of 3 matrix modular Itiplications, 1 matrix modular multiplica-
tion in the groupG and 2 matrix modular inversions in the graBpThen the bit complexity of the
MMMCL1 decryption is the following:

3B(Ign) + 4(Igny + 2[5(Ign ¥ = 38(Ign § C-bit operations.

For 64-bitn and 512-bit ciphertext block we obtain the follogiestimate:

38(64f = 3§12 = 14% 2= 142 1B 14 XD-bit operations.
3. MMMC2

Encryption in MMMC2 consists of only matrix modulexponentiation (can be neglected other op-
erations), then the bit complexity of the MMMC2 gtion is the following:

8(Ign)®C-bit operations for some constant C.

For 64-bitn and 256-bit plaintext block we obtain the followiegtimate:

8(64) = 8[12°= 212°= X 1(C -bit operations.

Decryption in MMMC2 consists of 4 matrix modular hiplications and 2 matrix modular inver-
sions Then the bit complexity of the MMMC2 decryptiontiee following:

4[8(Igny + 207(Ign ¥ = 46(Ign ¥ C-bit operations.

For 64-bitn and 512-bit ciphertext block we obtain the follog/iestimate:

46(64f = 4612°= 18412= 184 1B 18 1D-bit operations.

So, BMMC is a bit out of fast ciphers range, althlowignificantly faster RSA. MMMC2 encryp-
tion faster BMMC but a little outside of fast cighgange and MMMC2 decryption falls within the

range of fast ciphers. Finally, encryption and gptton in MMMC1 fall within a range of fast ci-
phers.

10. Conclusions

In paper two modifications of Basic Matrix Modul@ryptosystem (BMMC) are developed. Both
cryptosystems are faster than the BMMC and balandtéhdrespect to a pair of security-efficiency.
Replacing BMMC in non-commutative analogue of th&i®Hellman key exchange protocol on
the one of the modified matrix cryptosystems, weawbplaintext (symmetric cipher key) as 822

matrix over the residue ring , with 64-bit modulus for 256-bit key, and for the case of the 128-

bit key may be used advance arrangements halfeoR&6-bit string. As shown in the paper, for
such modulusy modified matrix modular cryptosystems are fast aadure, they can be used in
various applications, especially given the fact tha lower bound for the security of the modified

matrix modular cryptosystems is a 40-bit moduiwf the residue ringZ .. The fastest of the three

ciphers discussed in the paper is a cryptosysteMM@1, it is near the speed of encryption and
decryption to symmetric and stream ciphers. Deawpin MMMC2 too fast, but encryption is
slightly inferior in speed to MMMCL. Finally, theneryption and decryption in the BMMC inferior
in speed to MMMC2, although much faster RSA.
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